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Executive Summary

The intersection of crypto x Al is spawning papers, products, online posts, and companies. All
the surrounding buzz, though, obscures what exactly has been done, what the opportunities
and challenges are, and what open questions deserve attention. This survey paper asks what Al
can do for blockchain-based technologies (broadly construed as “crypto”) (crypto x Al), and vice
versa (Al x crypto). We systematize existing work, summarize key takeaways, highlight open
research questions, and offer a perspective on pervasive industry misconceptions, concluding that
AT and crypto are still in the very early stages of meaningful integration. Highlights include:

Where we are today:

1. Crypto x AIl: Al can help analyze and detect important properties of existing crypto
transactions, events, and protocols. A wide swath of work has explored Al-based ap-
proaches for detecting fraudulent or buggy smart contracts and protocols, for instance.
These techniques have classically used simple machine learning approaches, and they are
most effective in controlled settings with ample training data.

2. AI x Crypto: Crypto tools offer new ways to secure and govern Al pipelines. Several
tools that are widely used in the crypto community—including zero-knowledge proofs and
trusted computing—can be repurposed to make Al outcomes less susceptible to tampering.
Other appealing ideas from the crypto community, such as decentralized governance and
infrastructure management, have yet to see real adoption in the mainstream AI community.

Proof points needed by the crypto community:

1. Decentralized Al solutions need more rigorous and direct cost comparisons to their central-
ized counterparts. The crypto x Al industry has largely focused on demonstrating the
feasibility of training large models in a decentralized fashion. While decentralization has
its own merits, opportunities to compete with centralized Al platforms on cost for specific
use cases and regimes need to be better quantified.

2. Crypto rails need more rigorous articulation and demonstration of their utility for agentic
payments over centralized alternatives. While crypto lacks significant traction in the pay-
ments sector, agentic payments hold promise for their low fees and avoidance of the human-
ownership model of traditional financial infrastructure. The crypto community should
capitalize on this opportunity—and on growing crypto activity by traditional finance com-
panies in payments and new agentic pilot projects—by quantitatively demonstrating the
benefits of crypto for agentic payments, rather than only demonstrating feasibility.

Research challenges:

1. AI security requires system-level defenses. The Al community generally tackles safety
and security problems at the level of Al models, designing guardrails and defenses around
input / output semantics. As agents gain autonomy and access to infrastructure, this ap-
proach will prove inadequate. Crypto tools, including verified execution and authenticated
pipelines, can help provide systems-layer assurances that model-level defenses cannot.

2. Combining crypto with Al creates new threat actors and vectors. Al applications such as
investment-portfolio management create an unavoidable privacy vs. fairness tension, while
merging Al agents with decentralization and cryptocurrency can create dangers such as
unstoppable autonomous agents or rogue smart contracts. Understanding which threats
are realistic and what mitigations will be effective are both research imperatives.
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Chapter A

Introduction

In the space of emerging technologies, crypto(currencies) and artificial intelligence (AI) have received
perhaps unprecedented levels of attention, excitement, hype, and skepticism [23| |64, |80, (666, 674].
Today, there exist myriad proposals to revolutionize crypto with AT and vice versa [147, (192} 351} |395].
For observers, it can be challenging to tease apart the real use cases and understand when and how Al
and crypto fit together.

This survey paper presents a unified framework for categorizing the connections between AI and
crypto. We will show how existing research maps to our proposed framework, and what major research
questions remain unanswered. Additionally, we aim to highlight popular trends that do not fit into our
framework, and/or we view as unrealistic use cases for the time being. Throughout the survey, we use
Crypto x Al to mean Al applied to crypto; Al x Crypto means crypto applied to Al.

What are “crypto” and “AI”? We use the term “crypto” in roughly three senses. First, historically
“crypto” has been an abbreviation of “cryptography,” and while it originally referred to hidden messages,
it now refers to a broad range of techniques for securely storing, transmitting, and computing on
(possibly) confidential data. The cryptography toolbox includes digital signatures, and threshold or
multi-party computation. Blockchain developers have been among the earliest widespread adopters of
certain advanced cryptographic tools such as these and have especially propelled the evolution of zero-
knowledge (ZK) proofs, which enable users to prove knowledge of secrets without disclosing themE All
of these cryptographic tools have application to securing and mediating the use of Al as we’ll examine
throughout this survey.

We will also include under the banner of “crypto” the closely-aligned technology of trusted computing.
This term refers to special computing environments—often backed by special-purpose hardware—that
aim to secure software applications by preventing tampering and leakage of secrets (although with
important provisos). They are increasingly important in blockchain applications, which is in turn
helping to fuel their growth and their use in non-blockchain applications, as we explain in this surveyEI

Second, following the popularity of Bitcoin, Ethereum, and other blockchain-based systems over
the last decade, crypto is short for “cryptocurrencies.” This is an entire economic layer built out of
cryptographic primitives, including tokens, stablecoins, decentralized finance (DeFi), as well as the
ecosystem of exchanges and other service providers built around them. Several of the characteristic
features here are directly relevant for AI, such as irreversibility, the ability to create accounts and
transfer funds without registration or identification, and programmable settlement rules.

17K proofs are used for “privacy coins,” such as Zcash, where they prove that secret transactions were correctly
executed. Often, though, ZK in crypto circles is technically misapplied to “succinct” proofs—compact proofs (often in
the form of what are called STARKs or SNARKS) used to prove valid processing of transactions. The confusion arises
because STARKs and SNARKSs can be ZK.

2E.g., today nearly half of blocks in Ethereum are constructed using trusted computing within block-building infras-
tructure [216].



Third, “crypto” can be understood as a cultural movement with a set of values revolving around
permissionless innovation, resilience through decentralization, and avoiding reliance on trusted third
parties and intermediaries. In this sense, crypto is a continuation of the “cypherpunk” tradition that
produced end-to-end encrypted messaging and BitTorrent, for example, and now informs the engineering
tradeoffs made in cryptocurrencies and modern cryptography-based systems. The ambiguous nature
of these values is a recurring source of tension: many projects in the cryptocurrency ecosystem are
“decentralized in name only” [468]. At the same time, it has been at least partially successful: the U.S.
regulatory architecture has gradually adapted around it, with FinCEN’s 2013 guidance distinguishing
“users” of virtual currency (miners spending what they mined; ordinary holders) from “exchangers” and
“administrators,” classifying only the latter as money transmitters [212].

The term “Al” is similarly nebulous, but denotes systems that can perform tasks typically requiring
human intelligence, such as reasoning, problem-solving, understanding language, recognizing patterns,
and making decisions. Al encompasses many approaches and techniques, but in this survey, we focus
primarily on machine learning (ML). ML systems learn from data or an environment to achieve a target
goal, rather than being explicitly programmed for a specific set of tasks. Accordingly, we use the terms
AT and ML in this survey interchangeably.

Why do we need another survey?

Many prior works explore the intersection of AI and crypto [29, [81} 286} 459, |464} 529, 576, |624) 687,
732]. Most of these resources are focused on specific domain areas, such as finance and trading [29],
smart environments and the metaverse [198, 551}, |687,|731], and even enhancing the security of wireless
communications systems such as 6G [464, [732], to name a few. Our goal is to take a broader view,
focusing on the ecosystem at large rather than a specific vertical; at the same time, we acknowledge
that many of the most widely-deployed applications of blockchains are centered around finance and
cryptocurrency [280, 355].

Among general-purpose surveys, the majority either focus on the impact of blockchains on AT |286)
529, [576] or the impact of AT on blockchains |4} 328| [572} [703], with relatively few covering both |81}
459|. Further, the surveys that cover both directions do not explicitly separate future directions in
terms of infrastructure vs. applications, and they focus on blockchains in a precise sense of the word,
considering only distributed ledger technology (DLT)-based deployments.

This survey takes a broader view, giving rise to a few key differences or traits:

1. We discuss the potential impact of Al on crypto and vice versa. To this end, we frame both tech-
nologies as middleware between humans and automated decision-making pipelines. Our framework
explicitly separates how Al and crypto can be used at different layers of the crypto stack, rather
than jointly listing different use cases at the same level of abstraction.

2. We use “crypto" as an umbrella term, including not just blockchain stacks and applications, but
decentralized systems built on trusted computing tools and technologies.

3. Most prior surveys came out before the explosive growth of generative and agentic AI, which we
include in our survey.

4. In addition to a survey of existing literature, we share our collective views and interpretation of
current trends, both in the research and industry domains, that connect crypto and Al. In this
spirit, we aim to identify promising research directions in a wide field of contenders.

A-1 A Framework for AI-Crypto Interactions

Many important decision-making pipelines translate human intentions into an automated processing
pipeline, as shown in Figure
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Figure A.1: A standard automated decision-making pipeline. A human User Intent (e.g. “I want to stop
my car at stop signs") is translated into a Program that processes structured Input (e.g., video streams
from a car) and produces Output decisions (e.g., stop the car). This processing is handled autonomously
by Program.

Let us consider the following example: a user wants to ensure that their self-driving car stops at stop
signs. We call this goal a human intent (denoted User Intent in Figure . To automatically fulfill a
human intent, we must first specify a Program that decides when to stop the car. This program should
take Input from the environment; in this case, the input might be a sensor stream of the environment
surrounding the car (e.g., video, LIDAR). The program uses its input(s) to attempt to fulfill the user’s
intent: if the program “sees" a stop sign, it produces the Output signal for the car to stop. Note that
in the classical Sense-Think-Act framework of robotics and artificial intelligence , the Output can
be viewed as the output of the “Think" component of the loop—e.g., the signal to an actuator. We can
summarize this decision-making pipeline as follows:

User Intent = “I want to stop my car at stop signs”

Input = Sensor readings of current surroundings of the car

e Program = Checks if there’s a stop sign in the input

Output = “Send a STOP code if there is a stop sign”

The Role of Trust. In a computer-assisted decision-making pipeline, we may not trust any of the
links in this chain. That is, we may not trust that our program accurately reflects human intent, we
may not trust that our program is running on the inputs we think it is, and we may not trust that the
output is computed from the program and inputs we think it is. Hence, a central question is:

Question A-1.1: Decision-making pipeline utility

How do we ensure that decision-making pipelines are both useful and trustworthy?

Two important technologies that can help with this question are Trusted Computers, often aided by
decentralization, and AT Models. These will be the focus of our survey.

A-1.1 Trusted Computers

In recent years, trusted computers have become increasingly prevalent. A trusted computer is a system
that executes programs with the aim of guaranteeing that a (correctly constructed) program does what
it is told, and/or we can verify that the program did what it was told after the fact.

Examples of trusted computers include:



e Trusted execution environments (TEEs): TEEs are dedicated computational modules that
provide isolation and other security guarantees; notably, they are included as part of the system
on chip (SoC), which gives them flexibility over other types of trusted hardware [527].

e Verifiable Computing (a.k.a. SNARKS, or ZK): Verifiable computing refers to cryptographic
techniques for proving that a given computation was carried out correctly. Verifying the proof is
typically much less costly than carrying out the computation from scratch. These are also known
as “snarks," or “zkVMs" depending on other secondary properties.

e Blockchains: A blockchain is a decentralized system that is endowed with the ability to execute
and commit to specific types of computations, such as processing transactions and/or executing
blockchain programs, known as smart contracts . Like TEEs and Verifiable Computing,
blockchains are designed to ensure correct execution of programs. Unlike TEEs and Verifiable
Computing, blockchains are run over a group of nodes who collectively come to consensus over
the state of the system. Blockchains also do not natively enforce confidentiality.

Different implementations of trusted computers have different implications for security and perfor-
mance, which we discuss in Section [A-2] However, the core goal is similar: to verify the state of a
computation with strong assurance.

A-1.1.1 Properties

At their core, trusted computers can offer three main security properties: confidentiality, integrity,
and availability. (The classic CIA triad of computer security.) Different trusted computers achieve
different subsets of these properties.

Integrity. In the computer security literature, integrity means ensuring that computations or com-
munications have not been tampered with. For instance, maybe we are worried that Program or Input
got corrupted. Trusted computers can provide two important notions of integrity:

o Computational Integrity: It is not uncommon for organizations to claim they are running one
program, when in reality they are (suspected of) running a different one . Computational
integrity ensures that the trusted computer actually ran the Program that it claims; it solves the
following problem: “I don’t trust that Output = Program (Input).”

A trusted computer can give assurance in the following form:

< < < <
f A
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Figure A.2: A decision-making pipeline implemented with a trusted computer can give an assurance
that the output was actually obtained by running Program on Input.

Namely, it can output a certificate attesting to the fact that Output was produced by running
Program on Input. This certificate comes with cryptographic guarantees, which ensure under
standard cryptographic assumptions that the certificate can be forged only with negligibly small
probability.



e Data Integrity: It is common in decision-making pipelines for Program not just to ingest input
from a user, but also to fetch data from the web. A trusted computer can ensure that Program
fetches such web data correctly. This provides data integrity. In blockchain terminology, the
part of a trusted computer that performs this operation is often referred to as an oracle.

An oracle can ensure only that Program retrieves data from a particular source. If Program is
designed to fetch a particular weather report (e.g., weather in NYC) from a particular website
(e.g., www.trustyweather.com), the oracle ensures that it in fact comes from that site. The oracle
cannot ensure that the data itself is correct (e.g., that www.trustyweather. com reports correctly
that there’s rain in NYC), but the trustworthiness of the source can often serve as a strong proxy
for the trustworthiness of its data.

Confidentiality. Certain types of trusted computers, including TEEs (mentioned above) and some
privacy-aware blockchains, can additionally endow parts of a decision-making pipeline with confiden-
tiality. This notion is sometimes called confidential computing , a term we will use throughout
this survey. TEEs, for example, can conceal User Intent, Input, Program, and Output—indeed, any or
all parts of a pipeline. We can think of the trusted computer as a “black box” that is programmed to
conceal the pipeline by default and just reveal selected data to certain users. Schematically, “black-box”
privacy with a TEE—which, as a trusted computer, also enforces integrity—adds confidentiality as

in Figure [A3}

4—‘\4}

Figure A.3: Trusted computer enforcing privacy in a decision-making pipeline. The user is only able to
access pre-defined parts of the pipeline, such as Output.

User
Intent

P

Availability. A key feature of blockchains is their robust awvailability. Blockchains are designed to
have high uptimes, in some cases approaching 100% over a period of years. (Bitcoin, for example, has
had no major outages for well over a decade to date, while other chains have had repeated ones [271].)
Most distinctively, however, blockchains also in principle provide censorship resistance, meaning that
they are available to users in highly adversarial environments that may include adversarial control of
blockchain entities, e.g., a subset of validators.

Hence, trusted computers help to solve the following problem:

Key Trusted Computing Use Case (High-Level)

A program user does not trust whether a program output was obtained correctly. Additionally,
the program owner may want to hide the internal state of the program from the user. Trusted
computing provides assurances of correctness and/or confidentiality to the user, as well as down-



stream applications of the program output. It may also ensure that a program is consistently
available to the user.

A-1.2 Decentralization

Blockchains are an important category of trusted computers whose key distinguishing feature is their
decentralization. A public blockchain is not truly a blockchain without this property. Decentralization,
however, is not a necessary feature of crypto as we define it in this survey: Two types of trusted
computer described in Section [A-T.T}-TEEs and ZK—are agnostic to whether a system is centralized
or decentralized. It is important therefore to explain what decentralization is and what special properties
it can impart to trusted computers and trusted-computing ecosystems.

There are many different definitions of decentralization used in the crypto community today, as well
as many different decentralization metrics [197, |452]. Informally, however, decentralization means that
no single entity (or small cluster of entities) can exert meaningful control over a system.

In a blockchain, the “control” in question often corresponds to censorship, meaning the ability to
prevent the on-chain inclusion of a target valid transaction or class of valid transactions. Conversely,
decentralization in this context is called censorship resistance, and corresponds to a universal notion
of the awailability discussed in Section Censorship resistance means that a user can always
cause a valid transaction to be included on a blockchain in a timely way. While a seemingly narrow
property, availability is in fact quite powerful: It means that a system remains open to all users and
that user assets cannot be confiscated by blocking transactions (as happeuns in centralized systems, e.g.,
traditional banking).

Another important notion of blockchain decentralization regards governance, the question of how
decisions are made regarding the management of a blockchain or applications running on it. Such
governance has been a topic of particularly active interest in the context of decentralized autonomous
organizations (DAQOs), which typically take the form of communities organized around smart contracts
(see, e.g., [548]). Membership in a DAO is a function of ownership of DAO tokens and decisions
of consequence—roles within the DAO, technical upgrades or modifications, etc.—are determined by
token-weighted votes. Governance mechanisms continue to evolve. As an example, there has recently
been call to use Al agents to vote on behalf of DAO members as a means to avoid the decision-fatigue
that many perceive as undermining governance effectiveness [515].

Finally, decentralization works in the service of both integrity and availability as expressed in Sec-
tion Lack of centralized control also means lack of a single point of failure. Put another
way, to gain control of a highly decentralized system—in order to compromise either its integrity or
availability—an adversary must compromise a multiplicity of entities, which is typically harder to or-
chestrate than a focused attack on one entity.

As we explain in this survey, the properties brought about by decentralization have a number of
potential uses in Al settings.

Key Decentralization Use Case (High-Level)

A system (be it a platform or technology) is subject to concentrated control: a single or small set
of entities can dictate who gets to use it and how it evolves. Decentralization technologies can
instead help ensure broad access to the system’s resources and decision-making processes.

A-1.3 Al Models

In parallel with the rise of trusted computing, AI and machine learning (ML) have created an upheaval
in the world of technology and society at large. AI models can achieve many end goals, but for our
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Figure A.4: AT can help translate human intents (typically coupled with data and/or information about
an environment) into a well-specified Program.

purposes, we view them as translating a user’s intent into programs (i.e., a pipeline of Input — Program
— Output) that realize the user’s intent. Previously, the task of designing Program would have been
accomplished with a laborious manual process of software design and engineering, based on domain
knowledge and many iterations. Al allows us to instead learn by example: we can use data that reflects
our intent to define a program to execute it. Note that in this survey, we focus only on ML models
trained from data and/or environments, such as discriminative, generative, or reinforcement learning
models; broader interpretations of Al (e.g., including those based exclusively on classical rule-based
systems) are considered out of scope.

For instance, a user may know that they want to stop at stop signs, but they may not know
exactly how to define a Program that can take an image from a dashboard camera and identify a stop
sign. Al can learn that program from representative (Input, Output) pairs. In doing so, it provides a
different interface for users to translate human intents into a computing pipeline. Some examples of
such translation include:

e Discriminative models can be viewed as programs that translate an input (e.g., an image) into
a conditional output (e.g., a label). A model architecture can be viewed as the class of possible
programs (functions) that can be learned; we use data and ML techniques to learn model weights,
thereby specifying which element of the function class is best. Hence, we are using Al to translate
an intent (“label an image”) into a program (a trained model that maps images to labels).

e Generative models instead capture a different intent: to produce samples from a given unlabeled
data distribution. As before, we can train models from data to satisfy this intent, thereby learning
Program.

e Reinforcement learning does not (classically) directly learn from data, but rather from an
environment and a reward function. However, it has the same property that a human intent (e.g.,
“learn to win any chess game") is translated into a program (i.e., a chess-playing strategy) using
ML.

Hence, in this survey, we will think of AT as solving the following problem, illustrated in Figure [A-4}

Key AI Use Case (High-Level)

The program owner does not know how to define Program to accurately reflect the human intent.
AT can help to translate human intents, expressed via examples or natural language for instance,
into programs.

10



A-1.4 Unifying Framework: Crypto and AI as Middleware

At face value, Al and crypto are solving very different problems. However, they have an important
property in common: both technologies can be viewed as middleware in decision-making pipelines.
In the classical computer science literature, middleware refers to software that sits between complex
systems, enabling communication and interaction between those systems [664]. An example of classical
middleware would be a middlebox in a network that inspects, transforms, and filters packets according
to rules specified by the network administrator [236]. In our case, we can abstractly view both Al
and crypto (both the infrastructure and applications) as middleware between humans and computer
systems. We illustrate this relation in Figure

AT as middleware between the physical world and blockchains. We saw previously that Al
can help to translate a human user’s intent into a program that executes the intent (e.g., Figure ;
in other words, it acts as translation middleware. This capability is particularly useful in the context of
blockchains, which are notoriously difficult to use. Al could significantly lower barriers to the design,
analysis, and even simple use of existing blockchains. The key is to deploy it appropriately at the
interfaces between humans and blockchains. Examples of promising application categories include:

e Constructive Tasks (Infrastructure): Today, humans design algorithms for the blockchain
technology and governance stack using laborious, manual processes. Al could help accelerate this
process by proposing or discovering foundational algorithms across the blockchain stack based on
desired properties expressed by a human. If successful, human designers could simply evaluate a
proposed design, rather than designing it from scratch.

e Constructive Tasks (Application): Today, using blockchains—particularly in cross-chain
settings—is generally a difficult and painful process. Users regularly implement smart contracts
that do not reflect their initial intent—sometimes with disastrous consequences [408|. AI could
assist in this problem by translating human preferences into proposed smart contracts, as well as
searching for security vulnerabilities or logic flaws.

e Analytic Tasks: Today, a great deal of efforts goes towards analyzing blockchain transactions
to understand the current state of the system, both in terms of macro properties and individual
trades (e.g., for fraud detection). AI could help facilitate analysis of blockchain dynamics, given
high-level conditions and large quantities of data.

We discuss this categorization of AI applications in Chapter [B]

Crypto as middleware between computing platforms and the physical world. We saw previ-
ously that trusted computing can give humans assurances of correctness (possibly under confidentiality
constraints), while decentralization can help ensure availability. Crypto can thus be viewed as mid-
dleware between an automated decision-making pipeline and a human (or another program) who must
trust the output and availability of the pipeline. Indeed, this kind of trust mediation is conceptually
similar to what security-oriented middleware does in computer systems: it (attempts to) ensure that
information reaching a target is trustworthy and arrives reliably. In the Al space, examples of promising
applications include:

e Trustworthy data: Today, data for ML models is often used in training without ensuring
that the data sources are trustworthy. However, this can lead to system-critical failures in high-
stakes applications like medical diagnosis, infrastructure management, or security. Hence, trusted
computing offers middleware between Al data providers and data users, allowing the recipient to
trust the provenance of data.

e Trustworthy computation: Similarly, training processes are typically conducted behind closed
doors, and it can be difficult to discern whether a training process was conducted correctly.

11
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Figure A.5: In this survey, we argue that crypto and Al can act as middleware for each other, connecting
the physical world to virtual systems (e.g., a trusted computer or an Al pipeline). However, the form
of these interfaces looks very different in the two directions, as we explore in Chapters |E| and |g

Trusted computing offers a powerful method for guaranteeing to downstream users that models
were trained according to pre-defined specifications. To help ensure responsible creation of the
specifications themselves, decentralization, in the form of AI governance, can serve as a vehicle
for community input and oversight.

e Private data: Finally, a major use case for trusted computing is the ability to conduct trust-
worthy operations without leaking information about data inputs. This is a massive problem in
the AI space today, as many companies want models that are tailored to proprietary, internal
data. Trusted computing is one of the most practical solutions for obtaining trustworthy results
without exposing data in plaintext to the party executing model training. In this example, the
necessary notion of “trust" encompasses both the correctness of the program output, as well as
privacy guarantees over the inputs.

We discuss this categorization of crypto applications in Chapter [C}

A-1.5 Survey Roadmap

This viewpoint of crypto and Al as middleware will inform the kinds of applications and research
questions we consider. We divide the survey into two main components:

1. Crypto x AI: How can Al systems amplify the capabilities of crypto systems?
2. AI x Crypto: How can crypto systems help secure Al systems and give them new capabilities?

This survey is split into chapters. We begin with a more detailed preliminary presentation of the
relevant technologies in the remainder of Chapter [A] As illustrated in Figure Chapter [B] discusses
the benefits that Al can bring to crypto, including by enhancing our ability to analyze and use blockchain
systems. Chapter [C] discusses the ways in which crypto can improve Al systems, particularly related
to bolstering their decentralization, security, and privacy. We conclude in Chapter [D| by presenting our
viewpoints on common misconceptions (or incomplete characterizations) that persist in the Al x crypto
community.
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A-2 Basics of Trusted Computing

This section provides an overview of the goals of trusted computing and the various ways to achieve its
various properties.

A-2.1 Trusted computing example: Inference with a single user

As an example to illustrate how trusted computing can be used in conjunction with Al systems, we
consider a simple scenario in which a single user provides inputs to an ML model for inference.

( < Output <
Input / ' i
.a ' prompt

Figure A.6: User furnishing a prompt to a model.

Suppose, for example, that I input this prompt to an online LLM platform such as ChatGPT or Claude:
My shadow is the wrong color. What is this medical condition called?

There is no privacy concern when it comes to me, the user. I provided the prompt, so it would not
make sense to try to keep it private from me. The same goes for whether I should trust the prompt.
Since it came from me, I am sure that it matches my intended use of the LLM.

However, even in this common scenario, there are two natural security concerns. Broadly, they are
whether I can trust the output of the LLM platform and whether privacy is enforced for both the
prompt and the output, as well as for the Al system itself.

Output integrity

Suppose that I receive this response to my prompt above:

FINAL NOTICE: Medical Alert Regarding ‘‘Umbrachromotosis’’
Umbrachromotosis: Your shadow is the wrong color.
Case ID: DBB-44721 * Patient Status: URGENT

Our automated diagnostic flagged indicators of Umbrachromotosis. Untreated, this
condition may escalate and can be fatal within 7-14 days. Good news: a cure is
available, but for one day only.

To unlock your personalized cure and secure a same-day consultation, send a deposit of
0.24 ETH immediately to 0x728877d47ac48dbd17ale95f7bldec20be6fb8d6.

Time remaining: 02:13:57.
A properly trained LLM shouldn’t respond like this and solicit cryptocurrency payments! Seeing

this response, you would naturally wonder if the LLM was corrupted somehow and hallucinated or
whether it has been hacked by someone trying to steal cryptocurrency from users. In other words, for

13



e Input = My prompt
e Program = A properly trained and deployed Al system

e Output = The response I receive
the concern would be that:
Output # Program (Input).

This is exactly the problem that a trusted computer can help address. Recall from Section [A-1.1]
that a trusted computer generates a certificate showing that Output = Program (Input). An Al system
can be designed to send such a certificate along with its response to a prompt. (See Figure )
In this way, a user obtains assurance that a response is truly generated by Program—a particular Al
system—ingesting Input, the user’s prompt.

Key Takeaway A-2.1: Output integrity

To trust the Output resulting from an Input to a program Program such as an ML model, a user
must have assurance that no tampering occurred, meaning:

Output = Program (Input).

Trusted computers can output certificates that attest to this property.

User privacy

In our running single-user example, even if the LLM platform seems to be working correctly, I might
still be concerned about the privacy of my prompt—and the resulting output—from the organization
that runs the LLM platform. I might not want others to know about my medical condition.

Today, users rely on the organizations running Al systems to enforce sound privacy policies. But this
approach doesn’t always work. Recently, some users were dismayed to find that they had inadvertently
published their ChatGPT sessions and made them available for indexing by search engines. In one
embarrassing case, where a user asked to have a resume rewritten, a journalist identified the user,
tracked the results on LinkedIn, and reported that the user didn’t get the job [556].

Even if prompts and/or outputs aren’t publicly revealed, they are still vulnerable to abuse by the
operator of the Al system. For example, the names and medical conditions of users could in principle
be sold to advertisers or insurers on the sly.

Key Takeaway A-2.2: Trusted computing and user privacy

Trusted computing (specifically, trusted confidential computing) offers a key technical, practical
approach to protecting the privacy of inputs and outputs when users query ML models.

Note on integrity: Integrity is critically important for enforcing privacy. Suppose that I send my
medical query to what I think is a trustworthy ML model execution environment, but it instead goes
to an ML environment that is programmed to forward prompts to an insurance company. It doesn’t
matter in this case if the interaction—i.e., the channel between the ML model and me—remains private,
because the model environment itself breaks privacy. (It’s as though I've whispered a secret to a gossipy
confidante.)
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A-2.2 Trusted Computing via Hardware and Replication

Having discussed what trusted computing is for, we turn now to how it is realized: first via hardware
and replication, then via cryptography (Section [A-2.3)).

A-2.2.1 Blockchains

The functionality of a blockchain is best explained as a “bulletin board": a public append-only log of
messages called transactions, with nodes running a consensus protocol to reach agreement in the order-
ing of the transactions [425, |673]. Two security properties make a blockchain useful as infrastructure:
consistency (safety), meaning that every viewer sees the same finalized record (so that a transfer of a
digital asset cannot result in a double-spend), and availability (liveness), meaning submitted transac-
tions eventually get included. The strong notion of availability against adversarial parties (also known
as “censorship resistance”) is what makes blockchains appealing as infrastructure. These properties are
ensured in part by cryptographic techniques, but also in part from economic incentives: a native to-
ken compensates validators through fees and, in proof-of-stake systems, imposes penalties for dishonest
behavior via slashing.

A blockchain becomes a programmable trusted computer by interpreting the messages on the bulletin
board according to deterministic rules. Asset transfers require a signature from the private key bound
to the source account. Smart-contract languages such as Solidity make the rule set itself a program,
so arbitrary state-transition logic for actions, elections and exchanges, can all run on top of the same
finalized log. The availability and consistency properties from the underlying log transfer to whatever
functionality these programs compute.

Two fundamental limitations of blockchains motivate the rest of this section. First, the bulletin
board is public by default, so any input or computed state is visible to all observers; confidentiality
requires additional cryptography, such as zero-knowledge proofs or TEE-based execution. For example,
Aztec, Aleo, and Penumbra build on ZK programming models |19, |52}, |471] while Oasis Sapphire, Phala,
and Secret Network build on TEEs. Second, replicated computation is expensive since every validator
must re-execute every transaction, and so smart contract blockchains charge fees called “gas" to limit
the on-chain computation. Heavier computation must live off-chain, via oracles (Section , rollups
using SNARGs (Section , or TEE-based co-processors.

A-2.2.2 Trusted Execution Environments and Confidential Computing

A Trusted Execution Environment (TEE) is a hardware primitive for trusted computing: a processor
feature that protects a computation from the rest of the system it runs on. TEEs have a long history
in different forms [301, [527]. Most mobile phones today contain one—used, for instance, to protect
the biometric data that authenticates you to your device (e.g., a face template). More recently, server
and hyperscaler processors such as Intel Xeon and AMD EPYC have added TEE primitives, enabling
cloud-based “confidential computing”: the industry term for protecting data while it is in use, not merely
at rest or in transit.

A TEE has two main properties: isolation and remote attestation [301l |527]. Here an execution
environment” is an OS process, a virtual machine, or a container. In the usual execution hierarchy,
a process at a lower level (a kernel ring 0” or hypervisor “ring -1”) has full visibility and control over
processes above it; isolation means even those lower levels cannot tamper with or inspect the TEE’s
computation. Remote attestation means a party outside this hierarchy—for example, a process on
another machine and network—can verify a signed piece of evidence binding the isolated computation’s
output to its program code.

Why confidential computing matters for ML privacy: As noted in Section certain types
of trusted computers (TEEs) enable confidential computing—use of an AI model without revealing in-
puts or outputs to the system operator. The model executes within a TEE, whose black-box abstraction
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conceals model state and execution from the model operator, while inputs and outputs travel over an
encrypted channel between the user and the TEE. In this way the flow in Figure [A:I] can be realized in
such a way that Input and Output are concealed from the operator of the program (ML model). (There
are important limitations and provisos that we will discuss.)

GPU-based support has made TEEs practical for AI, and it is the use case mainly envisioned by
the most mature TEE platform targeting AI applications: NVIDIA’s Confidential Computing (CC).
Its H100 CC mode reached general availability in June 2024 with CUDA 12.4, and it now spans a
range of their GPUs (H100,/200, Blackwell B100/200, and upcoming Vera Rubin) [167] 440, 442].
The encrypted PCle path between a confidential CPU and a confidential GPU adds modest overhead:
under 7% for inference on an 8B-parameter Llama model, and near-zero for larger models such as 70B-
parameter Llama [728]. The primary target is inference on cloud services: an operator can deploy a
model through a cloud provider while protecting both the model and user interactions with it. It can
similarly be used by an organization for cloud-based model training and, indeed, for a range of other
trusted-computing use cases. TEE-based confidential inference is also supported by Azure in a preview
offering [522], described in a design paper by Anthropic [40|, and available in production from providers
such as NEAR AI Cloud [429], RedPill [502|, Venice [629], Tinfoil [603], Chutes [139], and others.

Limitations of Confidential Computing It has taken a while for TEEs to find adoption in
blockchains. One reason is that TEEs have had as much publicity for their vulnerabilities as anything
else |138} 537|. This is for several reasons. One is the nuanced trust model. A TEE is fundamentally a
software abstraction, and so it is designed to provide isolation and remote attestation against software-
level attackers |25 [311]: defending the SGX process from an attacker with kernel access, defending a
confidential VM from the hypervisor.

Even though they aren’t designed for tamper resistance, it also isn’t trivial to attack them, so it is
tempting to rely on them more than is justified. The trend instead has been toward TEEs optimized for
confidential computing at very low overhead, even at the cost of giving up resistance to physical attacks.
The clearest illustration is the transition from the original client-era Intel SGX to the server-era TEEs
that now dominate (scalable SGX, Intel TDX, AMD SEV-SNP). The original SGX used integrity-tree-
protected memory encryption; the server-era designs replaced it with deterministic AES-XTS |25 |311].
This scales to terabytes of protected memory, at the cost that identical plaintexts produce identical
ciphertexts—the property TEE.Fail exploits via memory-bus interposition [138|. Intel documents this
tradeoff directly in its own description of scalable SGX [311].

Because a TEE is not by design secure against a physical attacker, the context in which it runs must
be evaluated separately from the underlying remote attestation. Even though the TEE is instantiated by
the hardware providers, the cloud providers too must be trusted to secure the hardware against physical
attacks. This is why the confidential compute products—Azure Confidential VMs [|411] and Google
Cloud Confidential Computing [249|, among others—are essentially collaboration products between
hardware vendors and cloud operators. Recent work in this vein [480] 510] ties the CVM attestation to
platform-level evidence that the host is a specific registered piece of hardware in a secured data center.

Another issue is the trust model around the hardware manufacturer. We cannot guarantee that the
manufacturer has not effectively backdoored the hardware, and this applies not just to the processors
but to the remote attestation system itself. These are opaque, and by the design of the protocol, nothing
prevents the issuance of valid attestations from a process that a spy agency and a manufacturer have
colluded to produce. This kind of Snowden-associated system-level collusion cannot be ruled out by
the technical design. It does not necessarily mean that such an adversary could decrypt the contents of
an already-running TEE—only that they could join a fake spy TEE to a network, potentially without
detection.

Another reason, besides these inherent issues, is that the complexity of TEEs has meant that they
often suffer from vulnerabilities due to implementation mistakes [537]. The best example of this is the
EPIC Leak [98|, where a microcode implementation flaw caused the upper bits of a private register
not to be cleared when accessing undefined memory-mapped I/O (MMIO) ranges for the Advanced
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Programmable Interrupt Controller (APIC). This could be exploited to extract secrets from running
programs and forge remote attestations—from a software-only attacker, well within the designed threat
model.

A-2.3 Trusted Computing via Cryptography

ZKPs. A zero-knowledge proof (ZKP) [|246] is a cryptographic protocol in which one party (the
prover, P) convinces another (the verifier, V) that a statement is true without revealing anything
beyond the statement’s validity. In modern practice, ZKPs are typically realized as zk-SNARGs—zero-
knowledge succinct non-interactive arguments—built by layering zero-knowledge on top of an underlying
SNARG [135]. We unpack both layers below.

A SNARG allows P to convince V that a public statement z satisfies some relation R (for example,
that © = (u,y) with y = f(u) for a fixed function f), by producing a short proof = that V can verify far
more efficiently than re-executing the computation. The value of a SNARG is purely this succinctness.
More expressive relations let P use a private witness w (e.g., a secret input), proving (z,w) € R without
including w in the proof; on its own, however, a SNARG gives no guarantee that 7 hides w.

A zk-SNARG adds exactly this guarantee: 7 additionally reveals nothing about w beyond what the
relation itself implies. Throughout this survey we use “ZKP” to refer to zk-SNARGs, as these are by
far the most widely deployed ZKPs in practice, though they are not the only kind.

ZKPs and SNARGsS see use in both blockchain and Al settings.

e Applications in blockchain. ZKPs have seen widespread adoption in blockchain, most promi-
nently via zkRollups [109], which reduce Ethereum gas fees by up to 99% through projects such
as zkSync Era [403|, Starknet [579], and Polygon zkEVM [478|. A zkRollup compresses the ver-
ification of a batch of transactions into a single short proof that can be verified efficiently. The
blockchain can therefore update its state to the post-batch state without re-executing the trans-
actions. It is worth noting that in this application the transactions themselves are public, so the
zero-knowledge property is unused; these systems rely only on SNARG succinctness. The “zk” in
“zkRollup” is largely a misnomer inherited from loose usage in the blockchain community.

e Applications in AL In AI, SNARGs let a compute-rich prover P (say, a cloud service) perform
expensive computations such as ML inference on behalf of a constrained verifier V (say, a smart
contract or a mobile device), and prove correct execution. When the model has proprietary
weights, a plain SNARG is insufficient: the proof m may leak information about the weights. The
zero-knowledge property closes this gap. P can first publish a commitment cg to the weights 6 (e.g.,
a cryptographic hash that binds P to 6 without revealing it), and then prove to V any inference
was correctly executed using the weights bound by cgy, without V ever seeing 6. Zero-Knowledge
Machine Learning (ZKML) [123, [710] is the primary, though still emerging, application area for
ZKPs in Al. ZKML has already been deployed in practice in applications such as RockyBot [418],
an on-chain verifiable ML trading bot developed by Modulus Labs [417|. Performance costs
remain prohibitive: Modulus Labs’ Cost of Intelligence benchmark [356] reports proving times
on the order of a minute for multilayer perceptrons with only ~18M parameters and 22B mult-
adds, running on high-end AWS instances (AMD EPYC 7R32, 128GB RAM), several orders of
magnitude away from being tractable for frontier-scale LLMs.

A zk-SNARG requires P to hold the full witness in the clear, so it cannot support computations
whose inputs are distributed across mutually distrusting parties unwilling to share them with a single
prover; for instance, model inference where the proprietary weights are held by the model owner and
the private input is held by a separate user. Addressing this requires a different primitive: Multi-Party
Computation (MPC).
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MPC. Secure Multi-Party Computation (MPC) [245, |689] enables a group of n parties, each holding
a private input z;, to jointly compute an agreed-upon function f(z1,...,z,) while revealing nothing
about the individual inputs beyond what the output itself implies.

Unlike a ZKP, MPC does not produce a proof of computation integrity that an external party can
later verify. A line of work known as collaborative zk-SNARGSs [|453] bridges this gap, allowing private
ZKP witness to be split across multiple provers who jointly produce a single ZKP, without any party
ever reconstructing the full witness. This combines the succinctness, verifiability, and zero-knowledge
guarantees of a zk-SNARG with the distributed-trust model of MPC.

MPC sees use in both blockchain and AT settings.

e Applications in blockchain. The most widely deployed use of MPC in blockchain is threshold
signing |166|, where a private key is split among n parties so that producing a signature requires
a threshold of them, without any single party ever reconstructing the key. This underpins com-
mercial MPC custody and validator key-management services. A related hybrid deployment is
zkTLS [708], which combines MPC and ZKPs to let a client prove statements about TLS-protected
web content to a smart contract without trusting the server.

e Applications in AI. MPC enables two families of AI applications that ZKPs alone cannot
support. The first is collaborative training, where multiple data owners (for instance, multiple
hospitals holding patient records or banks holding transaction histories) jointly train a model
without any party revealing its raw data to the others or to a central server [638]. The second
is privacy-preserving inference, where a user evaluates a proprietary model on their own private
input: MPC allows the computation to proceed without the user disclosing their input to the model
provider, and without the provider disclosing the model weights to the user [353]. Performance
costs remain substantial: PUMA [173], the state of the art framework for MPC-based transformer
inference, reports roughly five minutes per token for LLaMA-7B, several orders of magnitude
slower than standard inference.

The large overhead has restricted MPC and ZKPs to a narrow set of deployments. Where the trust
model permits, TEEs offer a much cheaper alternative for both confidentiality and verifiable execution:
confidential-computing inference overhead stays under 7% (Section, several orders of magnitude
below the MPC and ZKP costs noted above. The difference in trust models between these makes them
difficult to compare. TEEs require trust in the hardware manufacturer and the absence of side-channel
attacks, while MPC adds a non-collusion assumption among the parties (the threshold depending on
the protocol), and ZKPs rely on cryptographic hardness alone.

A-2.4 Oracles

Oracles originate as systems that provide authenticated data to blockchains. They are also a valuable
tool for Al as they can enable access to private data, which we will expand on in Chapter [C} In this
section, we first review the concept of smart contract oracles and, more relevant to Al applications,
privacy-preserving oracles. We then discuss technical approaches to realizing oracles, along with their
security and performance trade-offs.

A-2.4.1 The Concept and Applications of Oracles

Smart contract oracles. Smart contracts are autonomous programs running on top of a blockchain.
Many applications require smart contracts to access off-chain data, such as stock quotes (for tokeniz-
ing stocks), sports results (for prediction markets), flight status (for delay insurance, such as AXA’s
Fizzy |104]), and so on. Since smart contracts can only access what is already on the blockchain, off-
chain data must be pushed to the blockchain by a system called an oracle, as shown in Figure As
oracles are a critical part of the smart-contract stack, an entire industry is focused on building robust,
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(b) A common architecture for smart contract oracles: a committee of nodes fetches data independently, poten-
tially from different sources, and an aggregation mechanism filters and combines data and may also filter out
anomalies or outliers. This flow may be periodic or triggered upon request by the receiving smart contract.

Figure A.7: The concept of smart contract oracles and a common committee-based architecture.

efficient, and secure oracle systems, including Chainlink [119], RedStone [503|, Chronicle [137], Wit-

net , UMA Optimistic Oracle , Tellor [597], Band Protocol [63], Pyth Network , API3 [42],
Supra [590|, and Gas Network [234].

An essential security property of oracles is authenticity, i.e., that an oracle faithfully relays data from
the specified source without tampering with it or lying about its origin. As depicted in Figure
a common design is to have a committee of multiple oracle servers fetch data independently, and use
an aggregation mechanism to filter out potential malicious inputs and produce the final result. This
approach guarantees authenticity, assuming that a fraction of the committee is malicious (e.g., less than

one-third) [102].

Privacy-preserving oracles. In addition to authenticity, privacy-preserving oracles can relay infor-
mation derived from private data that is not directly accessible to a regular oracle, such as a user’s
bank statement, credit report, or age information. As we will explore in Chapter [C] privacy-preserving
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oracles enable ML training or fine-tuning on private web data obtained directly from users, without
requiring a special arrangement with the original data holder. At the same time, users enjoy strong
privacy protection, as they can control which data to share.

In more technical detail, a privacy-preserving oracle protocol allows a user to convince a verifier
that a piece of data from a specific source S (integrity /authenticity) satisfies a certain predicate P
without leaking any other information (privacy). To explain, suppose Alice wants to prove to a lender
(a smart contract or an off-chain entity) that she has good credit. She could send a screenshot of
her credit report, but it is easy to forge screenshots. Using a privacy-preserving oracle, Alice could
cryptographically prove to an oracle that “according to data from https://www.bigbank.com, Alice’s
credit score is over 700.” The oracle can verify this claim and relay the result to the lender, as shown
in Figure [A:§ The key privacy feature is that no information is revealed about Alice beyond the fact
that the above statement is true. In particular, Alice does not need to reveal to the lender the secrets
necessary to retrieve the credit record (e.g., her SSN) or any extra information that might be on the
credit report (e.g., her address history).

I have verified that

Alice’s credit score with
Loan approved! BigBank.com is over 700
Lending 0 L Privacy-preserving
Smart racle ‘\O""iprotocol

Contract

Alice’s Profile

FICO SCORE  Total Accounts  Length of Credit

720 12 10yrs

Revolvin Inquiri Missed
Utilization nauiries Payments

BigBank.com 20% 3 1

Figure A.8: User can “export” private information using a privacy-preserving oracle.

A-2.4.2 Constructions of Privacy-Preserving Oracles

We now discuss high-level technical constructions, based on the original papers that propose privacy-
preserving oracles . Subsequent works proposed various security and performance optimiza-
tions , but the main idea remains the same.

The starting point for privacy-preserving oracles is the Transport Layer Security (TLS) protocol
that secures the Internet. TLS is a protocol that enables a user (e.g., a browser) to establish secure
connections with a remote web server. Readers do not need to understand the details of TLS, but we
remark that TLS itself does not digitally sign the transmitted data. Rather, when Alice obtains a piece
of ciphertext D from a TLS server S, the integrity of D is protected by a key shared between Alice
and the server. As a result, a third party, such as the oracle node in our example, cannot verify the
authenticity of D or determine whether D originates from the server or is entirely forged by Alice. In all
constructions of oracles below, this shared key needs to be somehow hidden from Alice for this reason.

There are three main approaches to constructing oracle protocols: using TEEs, using secure two-
party computation (2PC), or using the oracle as a proxy. It is worth noting that TLS can be modified
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to sign transmitted data (as proposed in TLS-N ), but this approach incurs a high adoption cost,
as it requires websites to upgrade to the modified TLS protocols; moreover, adding signatures only
addresses authenticity, not privacy. Therefore, we focus on oracle protocols that are compatible with
existing websites.

TEE-based oracles. The first class of solutions relies on TEE technology, such as Intel SGX or TDX
(we refer readers to Section for an overview of TEEs). This approach was first presented in Town
Crier [707]. Town Crier runs the following high-level logic in a TEE: first, it accepts a request specifying
a data source S, a statement/predicate P to be proven against data from S, and user secrets required
to access S (e.g., encrypted passwords); then it fetches data D from the given source S over TLS, and
outputs P(D), along with a hardware-generated attestation to the correctness of it.

Note that the above statement P can be a generic function computed by the oracle over D. This
way, oracles can also serve as the execution layer for heavy off-chain computation. Compared to the
designs we will introduce next, TEE-based oracles are likely the most practical solution for large-scale
computation, such as AI. AI tools used by smart contracts are likely in many cases to be executed
within TEE-based oracles, where models can access external data, perform non-trivial computation,
and return attested results on-chain.

2PC-based oracles. DECO [708] introduced a privacy-preserving oracle design that does not depend
on TEEs. The high-level workflow is shown in Figure [A29]
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720 12 10;
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. » fevoling Inquiries. phissed
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Figure A.9: The high-level workflow of DECQO’s 2PC mode.

The key idea in DECO is for Alice and the oracle to run a two-party computation (2PC) protocol
(step 1) to jointly complete the TLS handshake, so that neither of them has the entire session key. This
protocol is called a three-party handshake, to differentiate from the standard two-party handshake in
TLS. After the three-party handshake, Alice queries the web server over TLS (with the help of the
oracle) and commits to the ciphertext D. The three-party handshake hides the session key, preventing
Alice from forging TLS ciphertexts. Now that the authenticity of D has been established, the prover
can prove fine-grained statements using any desired generic zero-knowledge proof system [258] in step
3.

Proxy-based oracles. The above two constructions use TEEs and three-party handshakes to pre-
vent forgery of TLS ciphertext, respectively. Proxy-based oracles introduce a different method: Alice
interacts with the TLS server through the oracle as a network proxy. Alice can then prove statements
about the proxied TLS ciphertext D in a manner similar to step 3 of the 2PC-based oracles. However,
compared with 2PC-based oracles, proxy mode eliminates the expensive three-party handshake and thus
is more performant and simpler to implement. Proxy mode was originally introduced in DECO .
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Figure A.10: The high-level workflow of DECO’s proxy mode.

Summary. We now compare the security and performance of these designs. To access private data
and perform large-scale computation over them, TEE-based solutions are currently the only practical
solution (although zero-knowledge proof systems are increasingly scalable). Recent GPU TEEs, such
as those with NVIDIA Confidential Computing, are particularly well-suited for ML workloads. The
caveat is that TEEs introduce additional trust assumptions in the hardware manufacturers and the
environments in which they operate, as we detail in Section DECO-like protocols (both 2PC and
proxy modes) are more suitable for proving relatively simple statements, such as age verification [400],
credit verification, and so on. Between 2PC and proxy modes, the latter avoids an expensive step;
however, it is vulnerable to network-layer attacks (e.g., BGP hijacking Appendix C.4]). For
high-stakes applications, 2PC mode should be preferred.

All of the above designs (and their variants) have seen adoption in practice. The industry now
refers to them as “zkTLS” protocols—a misnomer for TEE-based solutions, because they do not use any
“zk” (zero-knowledge proofs). Town Crier and DECO have been productized as part of the Chainlink
Runtime Environment (CRE) [120]. Reclaim [500] implemented an improved proxy-based variant ,
now expanding to a new TEE-based protocol. zkPass runs in proxy mode by default, and falls
back to 2PC mode for servers that do not support proxy mode, a feature they call hybrid mode.
TLSNotary is an implementation of 2PC mode by the Ethereum Foundation.
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Chapter B

Crypto x Al: Enhancing Crypto with
Al

B-1 Overview: Making Crypto More Usable and Flexible

Today, humans design and implement the foundational protocols and applications for trusted computers,
such as consensus algorithms, networking algorithms, and smart contracts (Figure . Once specified,
the trusted computer (e.g., a blockchain) takes inputs from the environment, including human users
and the outside world, e.g., via oracles. The interface between humans and blockchains requires careful
thought and validation, and often humans struggle to precisely specify their intents, either as a user, a

programmer, or a system designer .

Trusted Computer
Today (Blockchain)

Applications

Layer 2
Environment

Seoms —( oo — - I
Designers @ + Physical world

Network

Storage

Figure B.1: Today, use of the interface (red arrows) between the trusted computer and everything else
(designers, end users) is labor-intensive and error-prone!

AT could act as a translation layer between the trusted computer and “everything else,” including
the designer and the environment, as shown in Figure [B:2] For example:

e AT can help designers more flexibly specify the desiderata of a component of the blockchain stack,
such as an application (e.g. DeFi incentive mechanisms).

e AT can help users of blockchains define policies and/or specify their interactions with a blockchain
(e.g., convert streams of data from the real-world into smart-contract-readable data, or create and
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Figure B.2: Al can translate human intents (blue arrows) into machine-readable instructions in a much
more flexible manner.

submit transactions to a smart contract that execute the user’s intent).

In this chapter, we will discuss ongoing efforts to use Al to facilitate the design and analysis of
blockchains in Sections[B-2]to[B-4] as well as some more futuristic directions in Section[B-5] Researchers

have

been applying Al to blockchain systems (more broadly, decentralized systems) for well over a

decade. While the space of algorithms and techniques is vast, we roughly categorize these efforts into
three groups, which gained prominence roughly sequentially in time. These categories are illustrated in

Figure [B:3]

Group 1:

Group 2:

Group 3:

Al-assisted analytics. (Section These are Al-based algorithms for analyzing or under-
standing the state of an existing blockchain. This class of techniques emerged over a decade ago:
it consists of applying Al to analytics problems, such as predicting events on a blockchain or
classifying fraudulent transactions. These techniques translate the state of a complex system to
something interpretable by a human.

Al-assisted design of constructive algorithms. (Section These are Al-based approaches
that translate high-level human objectives (e.g., increase throughput, reduce latency, improve se-
curity) into algorithmic decisions, either during the design phase to inform system configuration,
or at runtime to adapt system behavior to changing conditions. This category was popularized in
the last (roughly) six years and generally uses ML to learn strategies for designing and/or inter-
acting with crypto systems. In this category, we start to see a greater reliance on reinforcement
learning (RL) and related techniques (e.g., bandits), which are used to learn policies or strategies
in complex state and action spaces.

Al-assisted interaction with the real world. (Section The third category, which emerged
in recent years, explores how to use modern Al at the application layer to enhance blockchain
interactions with the outside environment; this class of techniques mostly uses generative models,
sometimes coupled with reinforcement learning, to achieve this enhanced functionality. Specif-
ically, modern AI can equip smart contracts with three enhanced capabilities relative to the
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Figure B.3: We identify three main groups of Al-for-crypto research: Al-based analytics, Al-based
constructive design of systems and algorithms, and Al-enhanced interactions with the real world. The
colored bubbles represent common ML techniques used for various categories of research; they are not
exhaustive, but represent the common patterns we have observed. Notice that more advanced ML
techniques (e.g. RL and generative AI) have primarily been used in groups 2 and 3, which involve
interactions with an environment, rather than the static, more traditional prediction tasks from Group
1.

previous generation: (1) Sensing: AI can help smart contracts use unstructured data from the
real world. (2) Execution: smart contracts can call tools and functions in the way that LLMs
currently do. (8) Decision-making: smart contracts can act as agents, making decisions based on
values that are encoded in objective functions. This class of functionalities is enabled in part by
oracles, which allow blockchains to have an accurate view of the state of the external world.

B-2 Al-Assisted Analytics

We begin by exploring how AI has been used to analyze existing blockchains in the literature. We
group this work into two categories: (1) analytics for global blockchain properties (Section [B-2.1)), and
(2) analytics for object-level blockchain properties (Section [B-2.2)).

B-2.1 Analytics for global blockchain properties

Some categories of analytics represent properties of blockchains as a whole, i.e., they do not relate to
individual users or transactions. Such analytics can relate to network-wide protocols (e.g., consensus
algorithms), networks (e.g., P2P networks), and derived properties of a blockchain (e.g., cryptocurrency
price).

B-2.1.1 Consensus analytics: Vulnerability and attack discovery

A growing body of work has used Al to discover vulnerabilities in blockchain infrastructure, particularly
in consensus protocols.

Discovery of selfish mining algorithms. One common vulnerability explored is selfish mining
, where a blockchain operator deviates from protocol-specified behavior to unfairly gain additional
rewards. For example, a selfish miner can withhold newly created blocks to build a private chain, then
publish it at a strategic time when it is longer than the public chain. This causes blocks to be discarded,
wasting honest miners’ work, and increasing the selfish miner’s relative share of the rewards.

Research on selfish mining began by characterizing the revenue of specific attacks , pri-
marily on proof-of-work blockchains. Later work optimized selfish mining attacks using Al-based meth-
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ods 1532, 1650, {733]. This involved modeling all possible actions of a blockchain miner within a Markov
Decision Process (MDP). Sapirshtein et al. [532] were the first to do so, and introduced a method
which requires solving a sequence of MDPs. Later works introduced efficient approximations of the true
MDP [733] and other models for network conditions [237], proof-of-stake protocols |237], and bribery
attacks [686].

Classical MDP solving techniques are limited to relatively small state spaces due to their large
computational and memory requirements [591]. A body of work has employed deep RL techniques,
which involve the use of neural networks, to analyze more complex models |69} |70, 276| 533} 534].
Hou et al. [276] employed deep RL in a setting with multiple selfish miners under various consensus
rules. Other work [69, 533| used deep RL to study the effect of transaction fees on selfish mining in
proof-of-work blockchains, as well as the effect of petty-compliant miners who may deviate in minor
ways for profit |[70]. Sarenche et al. [534] have extended the analysis of selfish mining to proof-of-stake
blockchains using deep RL techniques. The use of deep RL has allowed for finding profitable selfish
mining strategies in more realistic settings, which would not have been possible with traditional methods
alone.

Despite their ability to analyze more complex models, deep RL techniques often lack formal guaran-
tees on the optimality of the derived strategies. To this end, recent work used traditional RL methods to
accurately analyze longest-chain protocols with alternative proof systems [122] and DAG-based proto-
cols |71} [333]. Their approach allows an accurate characterization of the security threshold, the minimal
power required to profit from selfish mining.

Real-time discovery of attacks on consensus. Beyond characterizing and optimizing attacks,
recent work has focused on detecting ongoing attacks. Reddy and Sharma [501] detect double spending
in DAG-based ledgers by using spectral clustering (an unsupervised learning method) to identify blocks
produced by non-cooperating miners. Venkatesan and Rahayu [630] later propose combining hybrid
consensus protocols (e.g., proof of stake and work) with ML classifiers for real-time anomaly detection,
aiming to preemptively detect threats such as 51% attacks. A separate line of work has focused on
detecting selfish mining using discriminative ML classifiers. Wang et al. use a neural network based on
fork structure [658]. Later work has extended the analysis to use more advanced ML-techniques such as
ensemble deep learning [656] and to use additional features such as transaction fees and block generation
times [67]. Recent work has also studied undetectable selfish mining strategies, rendering these mecha-
nisms ineffective and calling for more research on how to detect and mitigate such attacks [59]. Overall,
the dominant approach across consensus-layer attack detection has been discriminative supervised clas-
sification on hand-crafted features, with deeper architectures and graph neural networks emerging more
recently. However, progress remains constrained by reliance on simulator-generated training data and
the scarcity of confirmed real-world attack samples.

B-2.1.2 P2P analytics: Attack discovery

Another line of work has used ML to detect ongoing attacks at the P2P network layer. A primary attack
of interest is eclipse attacks, in which an attacker tries to separate one or more nodes’ IP addresses from
the rest of the network in order to alter and control the views of different participants in a blockchain
network. These attacks can sometimes be detected by analyzing network traffic patterns and applying
basic ML tecnhiques [88, 156} 504, |684]. For instance, [684] used a random forest classifier to identify
attacks based on statistical features like packet size and access frequency. Later works, such as Dai
et al. [156], employed more advanced ML techniques, combining convolutional neural networks with
bidirectional RNNs and a cross-attention mechanism to capture both spatial and temporal patterns in
the network traffic data, thereby improving detection accuracy. Despite some work in this direction,
ML-based approaches (both supervised and unsupervised) are difficult to develop due to a lack of
labeled data from eclipse attacks. Prior methods have handled this problem in part via synthetic data
augmentation techniques, which can give small gains in detection rates [156].

26



B-2.1.3 Derived property analytics: Price prediction

Many papers have explored ML techniques for predicting the price of various cryptocurrencies |126],
290, [2961, [300, 1334, [525, |632]. Recent papers have used relatively standard ML tools such as Bayesian
neural networks [300], RNNs [125, [296, [525| 632], MLPs [334], and SVMs [334, [632]. These recent
papers have generally emphasized the importance of using a diverse set of input data and features,
including on-chain data, data from external (non-cryptocurrency) markets, and social media platforms
to understand user sentiment [125, [334) 525, [632]. However, they still have used fairly basic ML tools,
making limited use of neural networks.

In contrast, industry tools are increasingly using foundation models (FMs) to address these problem.
For example, ElizaOS [188| and Virtuals [395] enable users to deploy agents that make predictions and
decisions based on underlying LLMs (e.g., see Section . As these agents use general-purpose
LLMs for decision-making, they are not specifically trained for price prediction.

A major difference between price prediction in cryptocurrency and traditional markets is that cryp-
tocurrency markets still depend (relatively) more on smaller investors, particularly for nascent or volatile
assets, such as memecoins. As a result, cryptocurrency prices are more impacted by—and discussed
on—social media channels like Discord and Telegram, which can be mined for side information, some
of it misleading [331]. In this sense, the cryptocurrency price prediction problem can benefit from a
potentially richer set of side information than narrower problems like attack detection, and LLM-based
predictors are well-suited to handle such side information. On the other hand, it may be possible to
design better custom models to exploit this rich side information. A key research challenge is how
navigate this tension.

Research Question B-2.1

How can we design ML tools to predict cryptocurrency aggregate properties (like price) that
effectively incorporate rich and unstructured side information from the Internet?

To our knowledge, neither prior research papers on cryptocurrency price prediction nor industry
efforts are making use of state-of-the-art time-series forecasting models |37} [159, [374]. Could such
tools provide substantial gains relative to the simpler and lower-dimensional predictors that have been
proposed in prior research? Could they also provide benefits over general-purpose agents seen in in-
dustry? A key research challenge associated with designing custom predictors is the rich nature of
side information for cryptocurrency markets; text messages and chat signals from various platforms
are semi-structured, whereas the ML community has largely developed forecasting models for fixed
benchmarks over highly-structured data. Reconciling these differences may require novel architectural
adaptors and/or data processing, analogous to what has been done in other domains [144]. We discuss
some of these questions at a broader scale in the conclusion of this section, Section [B-6]

B-2.1.4 Summary

Notice that in the papers discussed above, ML has been used for analytics in settings where we have
visibility. That is, given a global, known consensus protocol, we can discover vulnerabilities, or given
public global information about the state of the blockchain, we can detect attacks or predict price
fluctuations. However, due to the decentralization of many blockchains, we may lack the visibility to
run many kinds of analytics.
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Key Takeaway B-2.1: ML for aggregate-level blockchain analytics

For aggregate-level blockchain analytics, ML has been applied to a limited set of problems for
which we can obtain global, public observations about a system. On the other hand, fine-grained
system monitoring and local analytics remain challenging due to lack of central coordination and
visibility.

For example, in enterprise settings, there is growing interest in applying AI to observability 134}
144| |713]. In other words, given a complex microservices architecture, how can we efficiently collect
telemetry from various components and use them to identify and resolve bottlenecks or errors? The
data anlytics component of this pipeline is increasingly being handled with ML [144].

As blockchains process increasing volumes of data, observability techniques could help to streamline
operations by pruning out unresponsive peers, identifying smart contracts that are resource bottlenecks,
or detecting unreliable nodes; however, traditional telemetry requires special instrumentation and cen-
tralized aggregation, and is ill-suited to blockchain networks. Hence, an interesting research question is
how to design observability infrastructure and associated ML-based analytics pipelines for decentralized
blockchain systems.

Research Question B-2.2

How can observability tools help streamline decentralized blockchain operations? How can we
design privacy-preserving telemetry and ML-based analytics for streamlining blockchain manage-
ment in a decentralized fashion?

This open-ended research question requires a detailed understanding of performance bottlenecks in
blockchain systems. First and foremost, it would require measurements from infrastructure providers
to characterize hardware and software bottlenecks that commonly hamper performance across the
blockchain stack. Based on the identified bottlenecks, the research and/or open-source community
could develop standardized telemetry for blockchain systems—akin to OpenTelemetry for microservice
monitoring [694]. Designing observability tools for blockchains introduces new challenges, such as mon-
itoring consensus artifacts (e.g., block structures) from different vantage points, and adapting typical
metrics and tracing techniques to blockchain infrastructure. For example, in a typical microservice
architecture, each user request spawns a trace, which records how requests flow between services. How-
ever, in a decentralized blockchain, each request to a smart contract can spawn calls to different smart
contracts, each of which is executed in parallel on different validators’ hardware. Hence, there are cor-
related but different traces (in terms of timing) occurring at each validator. Broadly, designing efficient
data representations for blockchain traces, logs, and metrics could be a concrete research challenge.
Another may be collecting telemetry in a privacy-preserving manner that does not leak details about
individual validators’ proprietary algorithms and infrastructure configurations, as well as private user
transaction patterns.

B-2.2 Analytics for local blockchain objects

Next, we narrow our focus from aggregate analytics to ML-based analytics for individual objects or
artifacts at the application layer—namely, transactions or smart contracts. We categorize these methods
as follows: (1) smart contract security analysis, (2) smart contract economic analysis, (3) transaction-
level deanonymization, and (4) transaction-level fraud analysis.
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Figure B.4: Four paradigms of Al-assisted smart contract analysis, which differ in how AT is used in
the analysis pipeline and the sources of information they incorporate. Existing work can be broadly
categorized into: (i) closed-source contract understanding, where AT assists reverse engineering of byte-
code; (ii) LLM-based auditing, where LLM agents attempt to emulate human security auditors; (iii)
hybrid Al-assisted program analysis, where AI proposes candidate vulnerabilities that are validated
using traditional program analysis tools; and (iv) multimodal reasoning, which integrates additional
information sources such as protocol documentation and frontend interfaces to verify contract behavior
and detect semantic inconsistencies.

B-2.2.1 Smart contract security analysis

Smart contract security is a critical pillar of blockchain integrity [324) |388] 433,473,610} , as vulner-

abilities in deployed contracts can directly lead to financial losses. Traditionally, vulnerability detection
relies on static analysis , symbolic execution , and fuzzing .
While effective for detecting well-defined vulnerability patterns, these techniques often struggle with
complex contract logic and cross-contract interactions, motivating the use of Al-assisted approaches
to enable richer semantic reasoning. As summarized in Figure [B:4] we categorize existing Al-assisted
approaches into four paradigms: closed-source contract understanding, LLM-based auditing, hybrid
Al-assisted program analysis, and multimodal reasoning.

Closed-source contract understanding. The first paradigm of Al-assisted smart contract analysis
aims to recover human-interpretable semantics from deployed bytecode, typically through decompila-
tion, enabling downstream tasks such as human auditing. However, traditional decompilers
m often leave a semantic gap, producing low-level logic that is difficult for auditors to interpret.
To address this gap, Al-based decompilation has evolved from attribute-specific inference to end-to-
end source reconstruction. Early approaches focused on specific metadata recovery. For instance,
SigRec [128] recovers function signatures from EVM bytecode by exploiting call-data access patterns to
infer parameter counts and types via type-aware symbolic execution, so it doesn’t require source code or
signature databases. SmartHalo follows a neuro-symbolic approach, combining static dependency
analysis with LLMs to recover high-level attributes, while preserving functional correctness through
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symbolic verification. More recent work explores direct bytecode-to-source translation through two
main paradigms: prompt engineering and fine-tuning. Representing the former, DiSCo [586] adopts a
training-free approach that uses semantic units to exploit the zero-shot capabilities of general-purpose
LLMs. In contrast, David et al. [162] apply Low-Rank Adaptation-based fine-tuning on large-scale
datasets that map three-address code to Solidity, enabling the model to match human programming
styles better.

LLM-based auditing of contracts. The second paradigm of work explores the use of LLMs as
automated auditors that directly analyze contract code. This approach leverages the zero-shot rea-
soning capabilities of general-purpose models to mimic human auditing processes. Recent empirical
studies [124, [161] have revealed a mixed picture: while LLMs demonstrate measurable capability in
identifying vulnerability-related patterns (e.g., David et al. |[161] show that both GPT-4 and Claude
correctly identify the vulnerability type in 40% of 52 previously exploited DeFi smart contracts), this
comes at the cost of non-trivial false positives due to hallucinations [306} [716].

Hybrid Al-assisted program analysis. To address the high false positive rates of pure LLMs, the
third paradigm has adopted hybrid architectures that couple the semantic understanding of AI with
the rigorous validation of traditional program analysis [565| [589) [706]. GPTScan [589), for example,
utilizes GPT to identify potential vulnerability candidates and then employs static program analysis,
including data-flow and control-flow validation, to confirm the feasibility of the detected vulnerabilities.

Multimodal reasoning. While the above approaches primarily operate at the code level, the fourth
paradigm moves beyond pure program analysis and shifts vulnerability detection toward protocol-
level semantics and multimodal reasoning. Representative examples of this paradigm include DeFi-
Aligner [230], which uses LLMs to extract business logic from project documentation and aligns it with
symbolic code summaries to identify semantic deviations, and Hyperion [688|, which analyzes DApp
front-end interfaces using a fine-tuned LLaMA2 model to uncover inconsistencies between user-facing
promises and on-chain execution. PropertyGPT [382] leverages retrieval-augmented generation to syn-
thesize compilable specifications from audit reports, while SmartInv [648| employs a “Tier of Thought”
strategy to infer critical invariants from multimodal sources, including code and natural-language com-
ments.

Taken together, these paradigms suggest a clear trend of leveraging Al to reduce human auditing
effort while expanding the scope of vulnerability discovery and maintaining accurate detection.

Key Takeaway B-2.2

State-of-the-art methods for detecting security flaws in smart contracts do not purely rely on Al-
based predictions from input features; instead, they identify constraints or invariants that must
hold, and combine these with ML models to detect vulnerabilities.

Many papers today are combining deterministic program analysis and /or domain-informed semantic
analysis with ML tools for vulnerability detection. This is a powerful paradigm, but it begs the question
of how best to extract and use such domain-specific knowledge, as highlighted in the following research
question.
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Research Question B-2.3

What level of domain knowledge should be integrated into smart contract security analysis
pipelines, and how should that couple with Al-based techniques? What information sources,
including multimodal data, should these Al-assisted systems leverage?

Prior work has explored various operating points in terms of extracting domain-specific properties
that should hold in smart contracts, and coupling these with AI. However, it remains unclear what
architecture is best under what conditions, and what role AI should play. Should it be used purely
as a filter, as in GPTScan? Should it be used to identify policies and invariants that smart contracts
should satisfy? If the latter, what kinds of inputs are required, including documentation types and level
of detail? While there exist various proofs-of-concept for different architectures, we lack a systematic
exploration comparing different architectures and information sources. Such an exploration could help
to inform even stronger architectures for smart contract vulnerability analysis.

B-2.2.2 Smart contract economic analysis

AT is used not only to analyze security properties of smart contracts, but also to study the economic
behaviors generated by smart contract interactions. In the current literature, this line of research is
largely centered on maximal extractable value (MEV), namely profit obtained through strategic trans-
action ordering during block construction [157]. Among the most commonly-studied MEV activities are
arbitrage |655, (724], sandwich attacks |725], and liquidations [485]. Existing work in this area mainly
falls into two categories: MEV discovery and MEV activity detection; we discuss ML-assisted discovery
of bidding strategies in Section [B-3.3.3] which is more of a constructive design problem than an analytics
problem.

MEYV discovery. First, Al can help discover MEV opportunities by searching over transaction se-
quences and execution environments. Earlier work in this direction mainly relied on non-learning-based
techniques, including constraint-based search over DeFi actions |724], formal verification of composed
DeFi contracts [53], and heuristic-driven analyses of arbitrage opportunities [655]. In contrast to these
methods, Lanturn [54] formulates MEV extraction as an adaptive learning-based black-box optimiza-
tion problem, aiming to synthesize profit-maximizing transaction sequences rather than merely detect
pre-specified arbitrage patterns. MEVisor [129] complements this line of work by emphasizing high-
throughput opportunity search through parallel genetic algorithms and GPU-accelerated execution.

MEV activity detection. Second, Al can be used to detect realized MEV activity, that is, to
automatically identify and classify MEV-related behaviors from on-chain or bundle-level data. Early
approaches primarily relied on heuristic rules to detect MEV activities [406], 486, [606]. While effective
in specific settings, these approaches depend heavily on hand-crafted patterns and are therefore limited
in automation, scalability, and adaptability to new MEV strategies. Recent work has therefore begun
to introduce Al-based methods for MEV activity detection. A representative example is the combined
ActLifter—ActCluster pipeline |375], which first lifts raw transaction traces into semantic DeFi actions,
then performs bundle representation learning to encode raw bundles as low-dimensional feature vectors,
and finally applies iterative clustering to identify both known and previously unseen MEV activity
patterns.
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Key Takeaway B-2.3: Trends in smart contract economic analysis

AT has shifted smart contract economic analysis away from hand-crafted patterns and static
heuristics toward more automated methods that can adapt to complex behaviors with less task-
specific prior knowledge. This opens the door to exploiting subtle structures and misalignments
in smart contracts that may not be intuitively obvious to humans.

B-2.2.3 Transaction-level deanonymization

Cryptocurrency deanonymization refers to identifying the source of a given transaction, as defined either
by their real-world identity or other network identifiers like an IP address. ML-based deanonymization
typically arises through one of a few mechanism classes: (1) interactions with centralized third-party
services, (2) behavioral and on-chain pattern analysis, and (3) network layer and related side channels.
Most public research on Al-based methods for deanonymization stems from the 2nd and 3rd categories,
as we summarize below.

Behavioral and on-chain pattern analysis. Behavioral and on-chain pattern analysis facilitates
deanonymization without the need for direct involvement from third parties. Common techniques
include address clustering, as well as the analysis of transaction amounts, frequencies, payment habits,
address reuse, and timing patterns. These heuristics leverage the blockchain’s inherent transparency to
uncover relationships between addresses, and, in some cases, to link them to real-world individuals. For
instance, several works have used manual graph representation learning techniques to categorize nodes
[84] [379]. Moving towards more automated feature extraction methods, many papers use graph neural
networks to learn embeddings from transaction graphs for account deanonymization [181}{199, 279, |282,
373, 1378} 550, 1697, 720, [723|. For example, Huang et al. combine hierarchical self-attention modules to
model local node structure on the transaction graph, and large-scale relations across the graph in their
architecture [282]. Hu et al. instead use a sequential modeling of transactions; their BERT4ETH model
is an encoder-style transformer pretrained on sequences of Ethereum transactions [279)]. It is used to
extract embeddings for Ethereum accounts for deanonymization and anomaly detection (see Section
below). To our knowledge, there is no head-to-head comparison between the sequential modeling
approach of BERT4ETH [279] and recent models that explicitly use the graph structure, like [199) |282,
723]. Hence, it is unclear which architecture works best, though the recent trend has clearly favored
graph-aware modeling; that is, self-attention may be used, but in a way that respects the topology of
the underlying graph.

Network layer and side channels. Network-layer and side-channel attacks exploit the dynamics
of the peer-to-peer infrastructure to infer a transaction source’s IP address. An adversary who controls
a significant fraction of nodes can monitor transaction propagation patterns, infer the originating node
through timing analysis or distinctive relay behavior, and collect off-chain metadata, such as IP ad-
dresses exposed during message broadcast, device fingerprints, or correlations with external events |90,
96, 201}, 232]. These methods have mostly not used data-driven ML predictors, focusing instead on the
design and analysis of statistical source predictors based on propagation dynamics |96 201].

B-2.2.4 Transaction-level fraud analysis

Complementary to analytics for source deanonymization, another important class of analytics aims
to detect fraudulent or anomalous crypto transactions [517], including for applications in Anti-Money
Laundering (AML) and Countering the Financing of Terror (CFT). Historically, rule-based detection
systems were widely used for fraud detection—both in blockchains and traditional finance [517]. How-
ever, these methods fall short in dynamic and complex environments, often producing high volumes of
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false positives that carry substantial operational and compliance costs |6} [517]. For example, Project
Aurora |65 assessed various strategies for fraud detection, including existing rule-based models, logistic
regression, neural networks, and graph neural networks, under realistic real-world conditions and con-
straints. They found that graph neural networks were most effective in detecting money laundering in
a synthetic cross-border transaction dataset.

Data-driven, Al-assisted fraud detection algorithms can use data from multiple layers of the blockchain
stack and off-chain sources. Common data sources include application-level traces (e.g., transactions
within an application, including timing data), off-chain marketing data, such as social media, and off-
chain secondary market data (e.g., price fluctuations). We summarize detection techniques based on
the type of input data.

Transaction (sequence) metadata. Many ML tools have been designed to detect illicit activities
and scams using transaction- or sequence-level characteristics, such as the timing between transactions
from an account, the type of transactions in an application, transaction amounts, involved parties, and
destinations. These features were then used to train basic predictive models |51} 202, 229, [279} |283,
456, 679]. BlockGPT [229] and BERT4ETH [279), for instance, use serialized Ethereum transactions
to train transformers, which can be used to extract embeddings for downstream classification tasks.

Topological data. Another important class of methods explicitly models topological data, either
derived from measurements from the P2P network [335] or by observing the logical transaction graph
|15l [463), 483, (636l |677]. For example, BitcoinHeist extracts custom features from the Bitcoin trans-
action and address graphs to identify ransomware [15], and similar graph-based features (e.g., flow
patterns, mixing behaviors, and layering structures) have been proposed for AML/CFT risk scoring
and suspicious activity detection [263} 383} [625] (642]. Graph neural networks, including graph convolu-
tional networks (GCNs), have also shown strong promise for anomaly and fraud detection in blockchain
transaction data |65, |463, |477), 676]. In addition to the findings from Project Aurora [65], Patel et al.
proposed EvAnGCN, which applies a dynamic GCN to the induced and evolving transaction graph of
the Ethereum blockchain to effectively identify anomalous behaviors [463]. More recently, Pocher et al.
demonstrated that standard GCNs outperform traditional methods in detecting anomalous cryptocur-
rency transactions [477].

Off-chain data. Increasingly, researchers are also leveraging off-chain data to detect anomalous,
fraudulent, or illicit cryptocurrency activity [190]. Several studies have focused on identifying money-
laundering transactions linked to darknet markets |17 [175]. Others turn to social media and sec-
ondary online sources. For instance, CryptoScamHunter employs natural language processing to ana-
lyze YouTube video titles and descriptions, enabling the detection of DEX arbitrage bot scams [368].
Similarly, Huang et al. combine secondary market data with on-chain trading activity to identify NFT
rug-pull scams [283]. Beyond content analysis, Wang et al. examine browser extension reviews together
with programmatic features to predict whether a crypto-related browser extension is malicious [647].
Several works have applied NLP techniques to social media content to uncover cryptocurrency pump-
and-dump schemes [415] [431], |435] [454].

Key Takeaway B-2.4: Al for transaction-level analytics

Current state-of-the-art methods for transaction-level analytics—including for fraud detection
and deanonymization—make heavy use of transaction graph characteristics and metadata. These
inputs are used to extract neural representations that capture graph dependencies, either explicitly
(via a GNN) or implicitly (via a transformer trained over curated transaction sequences).
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Of course, strong detectors may also use a broad array of structured and unstructured auxiliary
inputs that are not graph structured. An important question is how best to design ML algorithms that
can effectively use such auxiliary inputs.

B-3 Al-Assisted Design of Constructive Algorithms

The previous category of work (Section focuses on Al-assisted analytics: tools for understanding the
state of existing crypto applications and networks. Since that category of research took off over a decade
ago, the research community has also turned to Al to help design decentralized algorithms, ranging from
peer-to-peer networks and blockchain protocols to applications and markets. These techniques typically
rely on reinforcement learning and related ML techniques to drive the design of algorithms—both for
the core infrastructure, the underlying consensus protocols, and strategic application algorithms. We
categorize these approaches by the layer of the blockchain stack at which they operate: the peer-to-peer

network (P2P; Section [B-3.1)), consensus layer (Section |B-3.2)), and application layer (Section |B-3.3)).

B-3.1 Peer-to-peer protocols

AT has been used to design algorithms that help form and maintain the peer-to-peer message transport
layer in blockchain networks. In a related development, application-layer networks that maintain links
among specific peers have also benefited from the use of AI. The latter concerns Layer-2 solutions, such
as payment channel networks.

Peer-to-peer network Several algorithms have been proposed in which individual network nodes
make Al-informed local changes (e.g., rewiring peer connections, updating the communication profile)
to improve local and global network properties, such as average latency or total communication volume
(398, 1399, [594L 622]. For example, Topiary |399] explicitly formulates the network topology formation as
a multi-armed bandit (MAB) problem and designs an algorithm to update each node’s peer connections,
dropping peers with high relative latency of incoming messages. Valko and Kudenko [622] instead employ
an RL agent that re-orders the broadcast queue to neighbors to reduce both propagation time and the
total number of messages sent, thereby lowering the energy footprint of the network.

Similar ideas have been applied in domain-specific blockchain networks, such as vehicular networks
and wireless networks. In vehicular networks, nodes frequently join and leave, leading to much higher
peer churn than in cryptocurrency networks. Kim and Ibrahim [336] model the selection of the number
of peers as a contextual MAB problem, dynamically adjusting channel size to maintain Byzantine fault
tolerance under frequent vehicle churn. Saadat et al. [526] further use ML to predict node stability
in cluster-based vehicular networks, selecting consensus nodes that are unlikely to leave mid-process.
In wireless networks, high transmission rates result in high energy consumption. To that end, Ju et
al. [316] use GCNs to determine each node’s data transmission rate, with the objective of balancing
reliable communication with low energy consumption.

Overall, Al-assisted methods for the design and management of P2P networks remain relatively
underexplored compared to other uses of Al in the blockchain context. One interesting question is how
to combine Al-assisted P2P network management with methods for detecting ongoing network attacks

in Section [B=2.1.21

Research Question B-3.1
How can one combine techniques for detecting eclipse attacks (Section [B-2.1.2)) with algorithms

for P2P network management and optimization? When do existing P2P network management
algorithms provide robustness under adversarial network conditions (and how should we model
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such adversarial conditions)?

Layer-2 networks and interchain communication Layer-2 networks that rely on a blockchain
consensus layer (i.e., their Layer 1) also use a P2P structure, but they address a different set of chal-
lenges than those faced by P2P networks for message propagation. A prominent example are payment-
channel networks (PCNs) like the Lightning Network that is attached to Bitcoin. The connections in a
PCN represent logical channels over which money can be routed for peer-to-peer transfers rather than
communication channels. Connections therefore represent a form of mutual trust and guarantee that
participants can carry out transfers without resorting to the Layer-1 network. Despite these differences,
both types of networks pose similar challenges related to network formation and routing: What network
topology should one form? How should one manage inactive peers? How should transactions be routed
over the network? Several of these challenges have been tackled with RL-based algorithms, as in P2P
networks. For example, RL-based mechanisms have been used to set channel parameters (e.g., fees) to
maximize an operator’s profits [45, |131}, 570], select payment routes over the network to minimize cost
to transaction senders 321} 484} 622, |623|, and rebalance channels to improve network throughput 130,
460|. Among these methods, similar RL algorithms have been used for routing management (622} 623|;
however, to our knowledge, there has been limited work on using RL to determine how to make and
break channels in a PCN (whereas this is a small but established research area in the P2P literature).
This may be an interesting question for future work.

Research Question B-3.2

How can PCN nodes use RL methods to determine which edges to form and break dynamically

over time? How would such algorithms impact the node’s own rewards, as well as overall network
health?

B-3.2 Consensus protocols

AT has been used extensively at the consensus layer, both to enhance existing consensus protocols and
operations and as an ingredient in completely new protocols.

B-3.2.1 Enhancing performance

Consensus protocols were originally designed for static environments, but they often operate under
dynamic conditions in practice, where the network conditions and participants may vary. In recent years,
a growing body of work has turned to ML techniques to enhance the performance of consensus protocols
(i.e., increase throughput and/or reduce latency) by being more responsive to changing conditions. One
can distinguish three related areas, where Al has been used to enhance consensus.

Protocol selection. In a first line of work, consensus protocols have been selected with the help of Al.
The intended deployment network, the available synchronization features, and the expected connectivity
influence the choice of a consensus protocol. No single consensus protocol dominates across all operating
conditions: Bitcoin’s PoW consensus has high latency and is optimized for maintaining safety in a loosely
synchronized network, with time constants on the order of minutes; the PoS protocols of Ethereum and
Cardano, in contrast, assume much closer synchronization, on the order of 10-20 seconds, and more
uniform reachability.

It has therefore been suggested to build systems that switch between protocols during operation,
most often in the sense that they run a fast and fragile protocol optimistically and switch to a slower
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robust protocol when they detect problems with the optimistic path. A classic work exploring this idea
proposed to build the “next 700 BFT protocols” in this way [47]. Al-based methods have been used to
guide the choice of protocols. Whereas Liu et al. [380] develop a system that statically selects a consensus
algorithm using deep reinforcement learning, the recent BETBrain work [675| selects dynamically among
consensus protocols such as PBFT [117], HotStuff [693], and Zyzzyva [346]. It does so by treating
protocol choice as a contextual MAB problem and addressing it with a RL engine built into the overall
system.

Relying on automation and on Al to speed up consensus in good cases, however, opens up potential
avenues for attack that can be exploited by bad actors. Classic results in this area demonstrate that
operating with the wrong protocol for the given environment can reduce performance to zero |28, [141].
ML-based protocol-selection methods therefore need to be robust.

Parameter selection. In a second area of consensus enhancements, Al has been used to select
the parameters of consensus protocols. The underlying reason is that the performance of a network
depends heavily on configuration parameters such as timeouts, block size, and block interval and on
the available connectivity among active operators. Manual tuning is impractical in environments where
optimal values shift as the workload fluctuates. A line of work focuses on the optimization of block
parameters. Monem et al. [419] apply XGBoost to predict future transaction volumes and dynamically
adjust the block size to match expected demand. Other works [380, [704] tune both the block size
and interval using deep reinforcement learning. Zhai et al. [704] attempt to make these choices more
explainable by using structural causal models to provide justifications for chosen values. Dutta et
al. [183] take a different approach by focusing on the timing of block creation. They examine the use
of reinforcement learning by an operator to learn when to seal a block so that transaction confirmation
times are minimized.

Consensus participant selection. As a third and final area within consensus protocols, Al has been
applied to select participants for particular roles in a consensus protocol. As most consensus protocols
deployed in practice rely on a leader, measuring the performance of nodes and choosing well-connected
and alive nodes as leaders generally speeds up protocol operation. However, care must be taken to not
degrade performance, should the measurements turn out to be wrong.

Recent research [146, [611] shows performance of protocols benefits greatly from carefully selecting the
consensus leaders, even without Al-specific selection heuristics. The protocol of Islam et al. |295] selects
leaders in Proof-of-Stake consensus using a multi-agent RL approach. It collects various performance
metrics about potential leaders from all validators and aims to identify and exclude malicious validators
through a penalty-reward mechanism. Nour et al. [168] [169] study the application of AT in DAG-based
BFT protocols such as Narwhal |158] and Bullshark [575]. They use graph neural networks to rank
blocks and select leaders within the DAG, reducing latency and improving throughput without affecting
the soundness of the underlying consensus protocol. Many further authors have used RL and related
methods in a similar vein to dynamically assign scores to validator nodes and assign particular protocol
roles based on such scores [127} 362], 363]. A recent survey of the topic [512] collects many techniques,
but mostly demonstrates that this field is still in its infancy because of multiple open problems with the
use of automated reasoning. In particular, the survey highlights the potential for adversarial attacks
that are enabled through Al.

Research Question B-3.3
How robust are ML-based methods that operate within consensus protocols and guide parameter

and participant selection against manipulation by adversarial insider nodes? How can a decentral-
ized consensus protocol come up with a common and trustworthy estimate of the trustworthiness
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of its participating nodes?

B-3.2.2 Sharding

Deep RL has also been applied to the design of blockchain sharding algorithms, addressing two com-
plementary problems: shard configuration optimization and cross-shard transaction reduction through
data placement.

The earliest efforts used deep reinforcement learning, and Deep Q-Networks (DQN) in particular, to
choose how many shards to create and how to size their blocks, framing these recurring decisions as a
sequential optimization problem. SkyChain [712] used DQN to continuously vary parameter configura-
tion while ensuring shards can efficiently merge and split when needed. A concurrent work [700] shows
that a DQN agent can learn to maximize throughput while respecting a security constraint derived
from the estimated performance and detectable misbehavior of other nodes in the network. A represen-
tative recent work that demonstrates this approach is ThDd [718], a trust-based DRL-driven sharding
framework: it gathers feedback on performance and historical behavior of all nodes and assigns roles
accordingly.

A second line of work assigns data and accounts to shards to minimize costly cross-shard transactions.
TbDd [718|] implements this as well, by observing data-access patterns and assigning the data items to
suitable shards so as to bound the number of cross-shard transactions. Wang et al. [645] use generative
AT in this context to predict future cross-shard interactions in order to proactively assign nodes to
shards. SPRING |[371] employs deep RL to migrate accounts among shards by exploiting spatial-
temporal transaction patterns. AERO [571] extends this approach by batching migration decisions,
shrinking the action space and allowing better scalability. As dynamic sharding is currently not deployed
on any live blockchain system to our knowledge, these studies represent exploratory research so far. If
sharding is ever employed on a broad scale, ML-guided sharding and data placement algorithms will
undoubtedly be taken up again and potentially also deployed.

Research Question B-3.4

How can AI and ML help with analyzing data dependencies on cryptocurrencies or general-purpose
blockchains, without observing a particular transaction workload? Which methods will result in
automated data placement algorithms for sharded blockchains that reduce the dependencies across
multiple shards and improve performance?

B-3.2.3 Trust models

The huge energy cost and investment of seemingly useless computation in Proof-of-Work (PoW) consen-
sus has resulted in a long-standing quest for useful work to be employed within blockchain consensus,
particularly work related to Al because of its high computational burden. However, this has not been
easy so far and no satisfying solutions exist. Dotan and Tochner [176] formally survey this field and
derive constraints on systems that rely on wasteless PoW. They show that, under realistic assumptions,
the set of allowed problems must still involve elements of cryptographic hardness in order to keep the
protocol secure and efficient.

Recent studies are more positive: Komargodski, Weinstein et al. [68, [344] study the economic
validity and equilibrium dynamics of consensus with external rewards. Multiplying large matrices
receives particular attention as a promising problem, on which a useful computational puzzle may be
based [344]. Their work opens a path towards using Al training and inference workloads for consensus;
however, it is too early to assess the empirical security of such blockchain networks built on consensus
from useful work.
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B-3.2.4 Summary

Consensus protocols stand at the heart of all security mechanisms in blockchains: they ensure agreement
on a state and common actions based on the inputs from and correct behavior of many participating
nodes. The tradeoff between their security and performance has therefore received a lot of attention.
Consequently, there is a large body of work on optimizing parameters of various consensus mechanisms,
some of it also using AI. Current research suggests that using ML for consensus protocols holds many
promises. But since Al-based protocol optimization methods have not been widely deployed, their
performance and resilience to attacks when exposed to real-world networks remains so far open.

For the design of the core consensus protocols, based on the theory of distributed computing, Al
has played a minor role so far. One could argue that automated discovery of secure and performant
protocols will become feasible, similar to existing automation in cryptographic protocol research |73]|.

Research Question B-3.5

How can we use Al to propose novel consensus mechanisms that optimize performance, in terms
of communication and latency, while also organically adapting to dynamic environments and
remaining secure? Can Al help us to design and analyze the security of such new protocols?

B-3.3 Design of applications

A number of applications use Al as a core component of their design.

B-3.3.1 DeFi market design

AT has been successfully used to design DeFi applications, including automated market makers (AMMs).
For example, ZeroSwap uses a DQN approach to change the price of an asset over time [424], and
Moszczynski integrates AMMs with frequent batch auctions, using RL to optimize pricing rules between
batches [423]. Related techniques have also been applied to lending markets like Aave 1], Morpho [421]
and Euler [191]: in these markets, interest rates impact the utility and liquidity of the market. Several
papers have applied stochastic control theory to set such interest rates [76) (77} [79] [86], sometimes in
conjunction with deep learning techniques [79]. Chitra recently showed how to use online learning to
set interest rates in a regret-optimal manner [136].

B-3.3.2 Al-enhanced smart contract security

Beyond protocol-level mechanism design, AI has also been applied to smart contract security, partic-
ularly to automate tasks such as generating exploits or patches for vulnerable contracts. Prior work
on automated exploit generation relies on manually crafted templates or symbolic analysis to synthe-
size attack sequences that satisfy specific vulnerability conditions [222, |256| |518]. Al-based approaches
improve exploit generation by enabling semantic reasoning and adaptive search, allowing systems to
construct exploits beyond predefined templates with minimal human involvement. For example, Ad-
vSCanner [678] combines LLMs with static analysis to generate adversarial contracts that specifically
exploit reentrancy vulnerabilities. Scaling this toward autonomy, the system A1 [238] employs an agentic
workflow with execution-based validation, using domain-specific tools to achieve autonomous discovery
and validate profitable exploits on real-world blockchain states. Similarly, PoCo [33] introduces an
agentic framework that transforms natural-language audit reports into executable Foundry proofs of
concept through a Reason-Act-Observe cycle.

Complementary to automated exploit generation, recent work also explores Al-driven automated
program repair for smart contracts, aiming to close the loop from vulnerability discovery to mitigation.
While traditional repair largely relies on rigid templates [309, {432, 514, AI has empowered these
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frameworks to become more adaptive and context-aware. Initial Al-enhanced approaches, such as
SmartFix [566|, enhance the traditional “generate-and-verify” paradigm by using statistical models to
prioritize patch candidates; sGuard+ [231] introduces machine learning classifiers to guide rule-based
repair, selecting the most appropriate rules to avoid over-patching. Going beyond static templates,
recent work leverages the semantic comprehension and generative reasoning capabilities of LLMs for
end-to-end generative repair [643, [714].

B-3.3.3 Algorithms for MEV extraction

AT is starting to be used to optimize bidding strategies in MEV auctions once an MEV opportunity
has been identified. To realize potential profits, the target transaction must still be included on chain,
but in practice there are often many competitors for the same opportunity [157]. Earlier competition
often took place in public priority gas auctions, whereas Flashbots-style private channels transformed
this process into sealed-bid first-price auctions [217|660]. This makes bidding itself a learning problem:
the goal is to predict competitive bids and choose bribes that maximize expected profit conditional
on inclusion. For example, Raun et al. analyze Flashbots auction data and train machine learning
models (namely a Light Gradient Boosted Machine regressor) to predict winning bribe ratios in MEV
auctions, showing that learning-based bidding strategies can improve profitability in arbitrage MEV
auctions [498]. Lanturn |54] instead optimizes a black-box reward function using recent adaptive sam-
pling techniques to maximize extractable value [302]. Other work has explored predicting auxiliary
variables like the length of a FlashBots auction and the maximal bid value using simple regression
models such as random forests and decision trees [357].

B-4 AlI-Enhanced Interactions with the Real World

Efforts have emerged in the last few years to use Al to enhance the interactions of smart contracts with
the real world. These efforts have seen deployment, but are best characterized as emerging.

In this section, we discuss uses of Al that enhance three main types of blockchain interactions with
the outside world:

1. Sensing: (Section [B-4.1)) AI can help smart contracts understand the state of the world in more
complex ways than what is currently possible, e.g., by digesting and processing unstructured data
streams with Al-powered oracles.

2. Ezecution: (Section [B-4.2|) Generalizing beyond sensing, Al can extend the ways in which smart
contracts can perform computation and impact the external world, e.g., by calling into AT models.

3. Decision-Making: (Section [B-4.3) Al can help smart contracts enact more sophisticated decision-
making pipelines. We describe a case study from the finance realm, showing how Al-based
decision-making can introduce new challenges.

In all three of these areas, we discuss both opportunities and challenges.

B-4.1 Sensing: Enabling smart contracts to understand natural language

In their initial form, smart contracts were designed to operate only on on-chain data. Blockchains
overcame this limitation with the emergence of oracles (Section —systems that connect smart
contracts to off-chain data and off-chain computation resources. However, most existing oracles today
are limited to relaying clean, well-structured data from APIs. This limits oracles’ reach to the world
where there is no clear API data. As a result, for example, smart contracts cannot understand or
interpret human language or institutions, a key obstacle to their ability to represent written contracts.

AT has the potential to significantly expand the kinds of data that are accessible to smart contracts.
For instance, oracle systems could verifiably use AI tools to translate loosely-structured data into a
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format readable by smart contracts—thus acting as middleware between the broader Internet and
individual smart contracts. For example, today, the only type of fully automated insurance smart
contract is simple parametric insurance, where payouts are triggered when pre-agreed events occur
(such as AXA’s discontinued flight delay insurance, Fizzy [104]). With LLM-powered oracles, one could
imagine automated insurance contracts that ingest and reason over richer evidence, such as claims
narratives, police reports, or inspection reports from repair shops. Another example is prediction
markets, which rely on oracles to determine the outcome of a question. Existing systems such as
Polymarket rely on human proposers to answer questions where there is no clear API data, and human
dispute resolution to resolve disagreements [277|. Al-powered oracles have the potential to automate
this process, avoiding human errors and reducing the latency and costs associated with disputes.

B-4.1.1 Risks of LLM errors

Despite this promise, a central challenge in deploying LLM-powered oracles—and in the use of LLMs
in critical systems in general—is the possibility of errors, such as reasoning flaws, hallucinations, and
arithmetical errors [536|. Here, we focus on errors arising from AI’s inherent limitations, assuming no
adversarial manipulation. Protecting the AT oracle pipeline from attacks is crucial and orthogonal.

Two recent studies 322} 616] on LLMs’ accuracy in answering questions on Polymarket shed light
on AT’s current ability as an oracle. In an empirical study from Chainlink Labs |322], the authors used
GPT-40 to resolve 1,660 markets on Polymarket and compare the LLM’s answers with the ground truth.
GPT-40 achieves an overall accuracy of 89.3%. This result is corroborated by a similar experiment by
UMA [616], where their Truth Bot achieved an accuracy of 75% (though a good portion was due to
answers being submitted before the deadline). To put the numbers in context, the overall accuracy of
human-provided answers to UMA’s optimistic oracle is 98.2%. Thus, for this specific task, LLMs still
make significantly more errors than humans, suggesting that guardrails and oversight are necessary.

The accuracy of LLMs varies across contexts. They perform quite well when the information to be
extracted is discrete, and there are official sources of truth. A canonical example is sports outcomes. In
Chainlink Labs’ study, 99.7% of questions about sports outcomes were correctly answered. In UMA’s
report, the Truth Bot achieved a 99.3% accuracy on sports and asset pricing markets (the latter is
answered by calling specific APIs).

For less straightforward questions, error rates can be much higher. For example, LLMs struggle to
answer questions that involve time (e.g., “Was the interest rate hike announced before or after the GDP
report?”) or when substantial efforts are required to extract the answer (e.g., answering “How many
times will Trump say the word ‘steel mill’ at the Pittsburgh rally on May 307” requires transcribing
the video and count words, a task that cannot be accurately done with automated tools).

It is worth exploring ways to reduce error rates. E.g., UMA proposed to use Al agents to look for
known patterns of hallucination (e.g., Perplexity making inferences rather than being fact-driven) [616],
although recent research showed that LLM-based error detectors perform much worse than humans [325).
Other approaches, such as using multiple models, might also help, though they will not eliminate errors,
and the cost/benefit tradeoffs need to be carefully evaluated.

B-4.1.2 Tolerating LLM errors.

Even in contexts where LLM performs very well, the error rate is not zero. Therefore, systems that
use LLMs as oracles must handle potential errors. Three possibilities exist. First, applications that
rely on LLMs need to be designed to tolerate errors, so that minor errors do not lead to catastrophic
outcomes (e.g., use Al to resolve low-value markets with a total payout below a threshold). The second
approach is to involve humans in the loop to detect and correct Al errors. UMA Optimistic Oracle
(00) [615] is an example: after answers are submitted by a proposer (human or Al bot), a dispute
window of 48 hours opens, during which anyone can challenge the correctness of the submissions, and if
necessary, an arbitration process is initiated and eventually the entire set of UMA token holders verify
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the event outcome and vote on the final result. However, the need for humans in the loop slows down
decision-making.

A third possibility is to involve humans only when AI models cannot make a decision with high
confidence. Recent works show that abstention, i.e., not giving an answer when facing uncertainty, can
increase model accuracy [208, 661]. If AT models can abstain with high accuracy, then this design can
make fast decisions when AI outputs are available and slow decisions only when they’re not.

Key Takeaway B-4.1: Handling error of Al-powered oracles

Systems that use Al-powered oracles must handle potential errors. There are three high-level
approaches: 1) designing the system to tolerate errors (which may only be possible in limited
scenarios), 2) involving humans to arbitrate AI outputs (which slows down decision making, but
can be conditional on disputes), and 3) if AT models can abstain when facing uncertainty, it is
possible to only involve humans when Al cannot decide.

B-4.2 Execution: Enabling smart contracts to use AI models and tools

Regular smart contracts can enforce simple rules, such as conditional statements, but they tend to
struggle with higher-level tasks like data analysis, pattern extraction, and planning. Moreover, they
generally take action on-chain—that is, they directly impact the state of a blockchain, and nothing
else. Smart contracts could extend their execution capacity, both on- and off-chain, with access to the
broader AI ecosystem.

Specifically, the AI ecosystem comprises a vast collection of AI models and associated tools for
interfacing with the real world in modalities including data access and modification, money transfer,
and information retrieval. Running these tools on-chain, however, can be prohibitively expensive. Hence
a natural question is, how can we enable smart contracts to verifiably access AI models and tools in
the real world (off-chain), without incurring prohibitive computational costs on-chain?

Oracles once again provide a potential solution, by enabling off-chain computation to be recorded
on-chain in a verifiable manner. Modern oracle systems, such as Chainlink and Supra, can already
execute off-chain workflows and return attested results. They can naturally (be extended to) support
AT workflows. We will discuss approaches for doing so and their tradeoffs.

AT can transform smart contracts from enforcing static rules into dynamic, context-aware mecha-
nisms. For example, smart contracts can use Al tools to flag fraudulent transactions [9], dynamically
adjust parameters, and make automated trading decisions. Executing AT logic directly on-chain is not
economically feasible, as computation on-chain can be several orders of magnitude more expensive than
cloud computing [617]. As an efficient alternative, oracles can connect smart contracts to off-chain Al
tools, whether local models running within the oracle infrastructure or third-party ML service providers
(e.g., OpenAl APIs).

Two security properties are important for this application of oracles. First, smart contracts need to
efficiently verify the integrity of the entire Al workflow, ensuring that the inputs from smart contracts
are not tampered with, the correct ML model is used, and the outputs are correctly computed. These
requirements are not unique to Al (they apply to off-chain computation by oracles in general), but the
scale of AT workloads demands highly efficient solutions. We refer readers to Section [C-4] for discussions
on three technical approaches that can be used here: 1) an optimistic approach where integrity is ensured
by economic incentives (i.e., such protocols are equipped with mechanisms to identify incorrect results
and penalize the offender economically) [44} |149| 414} 690, [722]; 2) oracle nodes run ML models in a
TEE and accompany the result with a hardware attestation to the correctness of the computation [187];
and 3) oracle nodes accompany the computation results with zero-knowledge proofs |3} 123, 233, |381,
4388|1489, [544! [587, [640]. The tradeoffs among these solutions are discussed in detail in Section
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Second, for ML tasks involving private data or proprietary models, their confidentiality must be
preserved. For example, a smart contract may want to run a proprietary fraud-detection model that
cannot be revealed even to the oracle nodes. To do so, the TEE-based approach is likely the most
practical [187], where the smart contract developer can encrypt the model under a TEE-secured key,
so that the model is only decrypted inside the TEE. Fully Homomorphic Encryption (FHE) can, in
theory, be used to evaluate an encrypted model, but it is not yet practical for large models and as it
requires a decryption capability, needs to rely on a committee of trustworthy nodes [223].

Beyond security considerations, running AI workloads can consume considerably more resources
than typical oracle workflows (e.g., fetching prices), which give rise to a mechanism design question of
how to price AI computation [57], and a system design question of how to meter AI usage and charge
smart contracts properly. An interesting wrinkle to this problem is the risk of freeloading. Because
blockchains lack confidentiality, computation results delivered by oracles are publicly available. For
instance, a copycat prediction market smart contract can monitor the answers to another prediction
market that pays for Al-powered oracles and obtain free answers to resolve its own markets. The
freeloading issue was discussed in Town Crier [707], where the authors suggested using designated-
verifier proofs to render the output verifiable only by the original requester, though a full solution is
left for future work. We note that the issue is much more pronounced in the context of Al workloads,
as the potential savings by freeloading AI computation can be significant.

B-4.3 Decision-making: Al-based investment tools

If we give smart contracts access to ATl models and tools as suggested in Section[B-4.2] a natural question
is how those tools will impact on-chain applications. Incorporating Al into smart contracts’ decision-
making processes introduces substantial complexity and opacity, whereas a strength of previous smart
contracts was their (relative) transparency and interpretability. In this section, we describe a case study
from the finance realm, showing how using Al-based decision-making in smart contracts can give rise
to new tensions and sources of potential unfairness among participants. Specifically, one of the most
popular applications of Al to blockchains today is in investment tools. We discuss ML-based Collective
Investment Algorithms (CoinAlgs) and their hazards.

B-4.3.1 CoinAlgs

Collective Investment Algorithms (CoinAlgs) are algorithms shared by a community of users that drive
collective investment actions [196]. Algorithmic trading has long been common practice in traditional
finance, both in major firms (high-frequency trading, hedge funds, quantitative investment, etc.), as
well as in ubiquitous products used by retail investors (robo-advisors, trading software packages, etc.).

More recently, with the widespread deployment of A, CoinAlgs have become common in decentral-
ized finance, too. The most prominent example is A I-powered investment DA Os—communities of people
that pool funds in a blockchain to make collective trades, which are dictated by AI models or agents.
Branded as “decentralized hedge fund managers” [410|, such CoinAlgs have been the source of signifi-
cant interest within Web3. Popular CoinAlg projects, such as ElizaOS [641], an Al-powered investment
fund converted into a general AI platform, and AT XBT [13], an Al-powered market-intelligence agent,
reached peak market capitalizations of $2.7B and $4.7B respectively, and peak assets under manage-
ment of $22.9M and $755.4M respectively [696]. Other popular CoinAlgs include SingularityDAO [557],
which offers “Al-Powered Quant Strategies” for DeFi and Soldex [569], a DEX that offers Al-powered
trading bots.

B-4.3.2 Risks of CoinAlgs

While they promise to democratize finance, CoinAlgs pose hazards to their users as a result of their
susceptibility to well-studied ML attacks. A long line of work, under the broad umbrella of adversarial
machine learning 89} 247, 254], has shown that Al-based systems can be vulnerable to attacks that
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include prompt injection [254, [472], memory injection [467], data poisoning [244], backdoor attacks [132],
and model extraction [609]. Such attacks can have serious effects in practice, such as modifying the
behavior of the system or leaking sensitive information about its architecture. They pose risks for
Al-based CoinAlgs that range from manipulating investment decisions to revealing proprietary trading
strategies. These concerns are not strictly theoretical; for instance, in recent work, Patlan et al. [467]
showed “context manipulation” attacks can be used to trigger malicious asset transfers against ElizaOS.

Beyond general attacks against Al systems, CoinAlgs raise specific concerns when used in finance.
For instance, a number of papers have shown that Al trading agents can manipulate or influence trading
markets in negative ways. Recent work by Dou et al. [177] shows that, even without direct commu-
nication channels, profit-maximizing Al trading agents can coordinate and collude among themselves,
which can lead to inefficiency in the markets. Similarly, other works have shown how Al agents can
manipulate financial benchmarks [549|, spoof limit order books [652], and evade regulation on market
manipulation [653].

Recent work by Fabrega et al. [196] highlights a more fundamental problem for investors. CoinAlgs
face an inherent security tradeoff in their design dubbed the CoinAlg Bind. Intuitively, a CoinAlg’s
trading strategy can either be transparent, or it can be (at least partially) private. Both alternatives raise
serious risks for investors. Transparent trading strategies (e.g., open-source trading packages) naturally
come at the expense of profits, as this can lead to strategy theft or even risk-free forms of arbitrage
such as sandwich attacks. This thus motivates keeping (profitable) CoinAlgs private and their “secret
sauce” hidden from potential competitors. Indeed, in practice, most CoinAlgs (in both traditional and
decentralized finance) opt for private trading strategies [196]. However, this alternative opens up the
risk of unfair value extraction by insiders — private trading strategies permit an information asymmetry
in which insiders with full knowledge of a CoinAlg’s strategy (e.g., its creator or host) can use their
privileged information to extract value from the CoinAlg’s trades. Formally defined as fairness in [196],
these risks of private CoinAlgs are akin to insider trading in traditional finance.

Féabrega et al. [196] formally prove the existence of the CoinAlg Bind via two complementary the-
oretical models: one which compares the value extracted by players with asymmetric knowledge of a
CoinAlg’s trading strategy, and another which formalizes the interaction between a CoinAlg and players
with advance knowledge of its trades. Furthermore, they validate the Bind empirically, via extensive
simulations on real-world blockchain data. An inherent and unavoidable design tradeoff, the CoinAlg
Bind is one of the central challenges for the future deployment of CoinAlgs.

Key Takeaway B-4.2: The CoinAlg Bind

Al-based collective investment algorithms (CoinAlgs) face a fundamental tension between prof-
itability (which requires privacy of investment strategies), and fairness (which requires trans-
parency of investment strategies).

B-4.3.3 Towards mitigations

Despite their risks, CoinAlgs are an inevitable part of the investing landscape, and thus the design of
guardrails that limit their hazards is a critical question for future research.

In traditional finance, the CoinAlg Bind is sidestepped through regulated investor protections, which
allow CoinAlgs to be public (and thus profitable) while disincentivizing insider value extraction (and thus
enforcing fairness). However, less regulated environments like Web3 need to rely instead on technical
countermeasures for the CoinAlg Bind. In particular, due to the risks of profit loss, it is likely that
Web3 CoinAlgs will continue to be private, and thus guardrails that minimize the risks of unfair value
extraction are of particular importance. The challenge, of course, is that such guardrails should not
themselves come at the expense of the CoinAlg’s profits.
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Question B-4.1: Technical guardrails for the CoinAlg Bind

What technical mechanisms can minimize the risks of unfair value extraction, without decreasing
the profits of a CoinAlg?

Féabrega et al. [196] explore some initial directions for the design of guardrails. Most notably, they
propose the use of what they term a randomizing wrapper, which is a (transparent) algorithm that
randomizes a CoinAlg’s trades prior to their execution. By running the CoinAlg inside a private and
trusted execution environment (i.e., a TEE), such randomization can make it more challenging for
insiders to predict the CoinAlg’s trades ahead of time, decreasing their ability to profit from their
privileged information. Furthermore, since wrappers are public, users can ensure that trades will be
honestly randomized. An important direction for future work is further and more principled study
of randomizing wrappers, both in terms of theoretical models for their security guarantees, as well as
empirical studies that quantify their utility in practice.

B-5 Future Risk: Al-powered Rogue Smart Contracts

Endowing smart contracts with Al capabilities can vastly expand their application scope, as discussed
in Section This expanded scope, unfortunately, includes not just good applications, but also
malicious ones. This is because smart contracts were designed as a technical alternative to human and
institutional trust and conflict resolution. In a system that uses smart contracts for conflict resolution
rather than human processes, potential beneficiaries include those with the least trustworthy human
and institutional relationships: criminal actors.

The idea that smart contracts supplemented with Al could supplant “honor among thieves” was sug-
gested in [317]. A rogue smart contractﬂ as described there offers a bounty / reward for the perpetration
of a crime. (Or it can do the reverse: Offer a criminal service for pay.)

Figure [B.F] illustrates how such a contract might work. Here, a rogue smart contract RogueSC
has been created that offers a monetary reward ($reward) to commit a criminal act: vandalizing the
Washington Monument.

A criminal actor A who wants to claim the reward must, of course, prove to RogueSC that he
committed the requested criminal act. The protocol for doing so makes use of what is referred to as a
calling card, a distinctive detail about a crime that attributes it to a criminal. The idea is to have A
privately commit to a calling card C—a detail of the crime as he plans to commit it—before actually
committing the crime. He reveals C' it afterward and, if C' corresponds to reports of the crime, it proves
that A was responsible and should receive the reward. That’s because, if C' is chosen well, only A could
have known it in advance.

Where does Al come into play? The smart contract RogueSC must ascertain that the calling card
in C' actually happened in the physical world in a process called adjudication; in practice, this might
come from news reports or other trusted third-party sources that report notable details about the
crime. Such adjudication is not straightforward for smart contracts, however, as the data in question
is not necessarily standardized or quantitative in nature. For example, if the crime is “vandalize the
Washington Monument” and the calling card C includes “red balloon,” it is not trivial for a smart
contract to evaluate whether the crime occurred, and if so, whether the calling card appeared at the
scene of the crime. One of the most promising ways to automate this adjudication is with an ML model
such as an LLM called by RogueSC (in practice, using an oracle).

Step by step, RogueSC works as follows. After someone creates the smart contract—in this case,
offering bounty $reward for vandalizing the Washington Monument—a criminal actor A can claim the
bounty using the following protocol:

IThe term “criminal smart contract” is used in [317].

44



RogueSC

S reward

LLM

Figure B.5: A criminal actor A claims bounty $reward for vandalizing the Washington Monument by
attaching a giant red balloon to it. A uses the calling card C' = “Red Balloon.” Steps are detailed
below.

1. Calling card commitment: A chooses a calling card C and sends a cryptographic commitment
Com(C) to RogueSC. (A commitment conceals C' but makes it immutable.)

e Running example: C' = “Red Balloon.”
2. Execution of crime: The crime happens and is reported in the news.
e Running example: A giant red balloon is flown from the Washington Monument.

3. Decommitment: A decommits C| i.e., reveals C' to RogueSC.

4. Validation by ML model: RogueSC checks that C' corresponds to news reports.

e Running example: RogueSC asks an LLM whether “Red Balloon” features in recent news
reporting on vandalism of the Washington Monument.

5. Bounty payment: Bounty $reward is paid to A.
e Running example: The LLM says yes, validating A’s claim.

This same structure can be applied to any of a number of crimes, and the information used to
check claims can come not just from public sources but also private-web data sources by means of
privacy-preserving oracles. In this case, the construction closely resembles the secure inference pipelines
described in Section [C-5.2] Given its use of source authentication, it need not even require a calling
card, as in the following examples:
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e Targeted harassment: A criminal can prove a campaign of harassing e-mail exchanges (and
filter out any self-identifying information, if exchanges are not anonymous). An ML model can
evaluate the effectiveness of the campaign.

e Theft of organizational intelligence: The employee of a company or other organization can
exfiltrate data from a corporate intranet and prove its origins anonymously. For example, intelli-
gence facilitating insider trading could be used to claim a bounty (or be sold via smart contracts).
The same approach could be used for intellectual property, product plans, etc. An ML model can
appraise and assign a monetary value to the stolen intelligence.

e Whistleblower Doxxing: Someone with access to a whistleblower complaint can prove the
whistleblower’s identity with stolen documents, an ML model validating the strength of the sup-
porting evidence.

If RogueSC can be deployed anonymously and funds are hard to trace, both the entity soliciting the
crime and the entity performing it can act anonymously and with impunity. Privacy-preserving pay-
ments, whether through use of mixers [pertsev2019tornado, 97| 455] |519] or more tightly integrated
privacy technologies [422, [535|, carry risks when it comes to rogue contracts just as they do in many
other settings.

Countermeasures. The countermeasures regularly used to combat crypto-related crime—on-chain
analytics to deanonymize transactions, blacklisting of tainted funds—can serve as effective countermea-
sures to rogue contracts, with the provisos regarding privacy given above.

There is an additional important countermeasure specific to rogue smart contracts, however. That
is for oracles that deploy ML models to surface Al safety measures, meaning that ML models deny
service in cases where there is an apparently high risk of abuse. For this purpose, the context of a
request needs to be specified, as risk assessment is otherwise challenging. For example, it’s not obvious
our of context that assessing a news article for mention of a “red balloon” is an expression of nefarious
intention. Providing the target logic (smart contract code) for the oracle request, however, may reveal
the threat.

Of course, as with all AT safety measures, there is a risk of both false positives (inappropriate denial
of service) and false negatives (failure to detect abuse).

Also specific to smart-contract environments is the possibility of some entity standing up a rogue
oracle service. Such a service, if it achieves the aspirational crypto properties of trustworthiness and
censorship resistance, would enable bad actors to sidestep oracles systems that implement safety mech-
anisms.

B-6 Conclusion and Future Directions

Overall, there has been substantial research on using Al to aid in the constructive design of algorithms
for blockchains. It can be used both to design applications themselves, as in the design of DeFi market
structures. It can also be used to design algorithms that relate to a given smart contract, such as
strategies for attacking a smart contract or maximizing extractable value in a market. Approaches in
the research literature today use a variety of ML tools, ranging from very basic classifiers and regression
models to more advanced methods using RL to design algorithms that optimize a given reward function.
In the last 3-4 years, we have seen a clear uptick in papers using RL to design algorithms for blockchain
purposes. A unifying observation is that all of these methods have focused on settings where we can
model the environment, explicitly or implicitly.
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Key Takeaway B-6.1

In the research community, Al-assisted algorithmic design for blockchains has, until now, focused
on settings where we can model the world or environment cleanly. Examples include modeling
consensus protocol state spaces, or modeling the impact of prices on a given AMM.

A consequence of operating within a given model is that Al-assisted security analysis has so far been
predominantly constructive: Across the stack, from consensus protocols to smart contracts, it searches
for a concrete attack. Such analysis can show that a system is insecure, but cannot certify that it is
secure, which remains the domain of exhaustive techniques such as formal verification. This suggests a
complementary direction.

Research Question B-6.1

Can Al support verified, exhaustive security analysis across the blockchain stack, rather than only
the constructive discovery of attacks? In particular, beyond operating within a given model, can
AT help to find the models or abstractions in which a protocol or contract can be proven secure?

Despite this clear trend of Al-assisted algorithmic design in the research literature, a very different
trend is emerging in practice and in industry, as highlighted in Section [B-5 As Al-assisted coding
becomes commonplace, we expect it will become the norm for smart contracts to be written largely
by AI, possibly with the assistance of agentic frameworks 13| [188]. Indeed, very recently, an agentic
pipeline was able to design exploits that would have extracted over $4.6 million in a benchmark of
smart contracts [680]. While the agents used to design these attacks are closed-source, they relied on
general-purpose ML models that were not specifically tailored to exploit extraction, beyond prompt-
tuning. A new class of workflows that rely increasingly on general-purpose foundation models have
several implications:

e We will increasingly design not only blockchain algorithms, but also full-blown implementations
with Al It remains to be seen what degree of separation will exist between algorithmic design
and implementation in practice.

e Algorithmic design will increasingly be driven by natural language objectives rather than precisely-
stated quantitative reward functions. For example, if a user asks Al to "write a program to make
me money from the given smart contract", there is no well-defined reward function. The agent
must decide what objective to follow and what boundaries to obey, if any, when trying to make
the user money.

e Unlike prior approaches to Al-assisted algorithm design (as in the above Key Takeaway), emerging
Al-assisted methods will increasingly design algorithms and code for environments that are not
well-understood or modeled.

These implications raise several questions for both the research and industrial blockchain community.

Question B-6.1: Next generation of Al-assisted design

As we migrate from heavily tailored, labor-intensive ML-assisted design of algorithms and analyt-
ics to agentic program design based on natural language objectives, what will be the implications
for efficacy and security of blockchain algorithms and applications?
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FM-assisted algorithms vs. tailored Al-designed algorithms. One concrete research question
in this vein is evaluating how agent-designed algorithms compare to prior algorithms that were tailored
to a particular problem domain.

Research Question B-6.2

On downstream tasks such as blockchain analytics or exploit design, how do existing classical
Al-based algorithms that are tailored to a specific task and data type compare to algorithms that
are designed by agents backed by general-purpose FMs (i.e., not explicitly tailored to downstream
tasks, other than via prompt design)?

For example, in the space of fraud detection, existing classifiers in the literature were all trained
on relatively small, carefully-curated corpora of transactionsﬂ Approaches that rely on frontier FMs
instead learn from much larger—albeit unlabeled, and potentially irrelevant—corpora of public infor-
mation. It would be useful to evaluate how these methods compare to each other on the same, held-out
test set for various downstream tasks. While we expect that tailored algorithms will excel in some
narrow settings, prior ML-for-blockchain papers typically make assumptions about the environment
(e.g. data comes from a particular distribution, or environments remain static over the time of experi-
mentation). Hence, it will be important to understand how prior methods compare to general-purpose
agentic methods under distribution shift due to changing environments. Similar experiments could be
run for prior RL-based methods from the literature, such as algorithms for MEV extraction or exploit
generation.

Making better use of general-purpose FMs. In the previous research question, we asked for
a direct comparison between tailored Al algorithms and agent-driven algorithms backed by general-
purpose FMs. However, there is a middle ground: FMs can be fine-tuned to blockchain-specific tasks
and data types. A natural, broader question is how best to make use of general-purpose FMs for
blockchain-specific tasks.

Research Question B-6.3

For blockchain analytics and design, how should designers best make use of pretrained FMs and
small downstream datasets of labelled data?

Today, the dominant paradigm in the ML community for adapting FMs to downstream tasks is
RL-fine-tuning, in which a pretrained LLM is fine-tuned on a downstream task or dataset that is repre-
sentative of the desired skills [451} 1493, 541}, [546]. These methods typically produce several responses to
a single prompt, then use various methods to rank or compare the quality of the outputs. The resulting
rankings are then used to fine-tune the base FM to steer it towards better outputs. However, existing
RL-finetuning algorithms are all designed for general-purpose adaptation to downstream tasks. Hence,
it would be important to understand if there are blockchain-specific attributes that could be exploited
for RL fine-tuning, or even continued pretraining [332]. For example, in the blockchain setting, it is
unclear how to evaluate the quality of a FM’s response to a given prompt, or even how to design the
prompts themselves. For an analytics problem, should the prompts ask to predict whether a transaction
is fraudulent? What context should be provided? Such questions may be heavily task-specific, and we
believe there could be a rich body of work exploring different methods of adapting general-purpose FMs
to questions of interest in the blockchain space.

2Some work has explored a middle ground of training FMs on blockchain data [229]. Although the precise downstream
task is not pre-specified in that work, it is still trained from scratch on blockchain-specific data.
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Al-driven security wars. Web3 cybersecurity stands out as an important bellwether for enterprise
cybersecurity at large. This is because Web3 exploits are typically immediately monetizable, either by
exploiting them in the wild—thereby irreversibly exfiltrating funds—and by availing of multi-million
dollar bug bounties for responsible vulnerability disclosure. This creates significant economic incen-
tives for all actors to leverage advancing model capabilities as soon as they are available and prove
economically viable.

Nonetheless, it is challenging to predict how security postures will evolve, and early signals are incon-
clusive. In the academic literature, recent Al cybersecurity benchmarks including BountyBench [705]
and EVMBench [646] evaluate model capabilities across the vulnerability lifecycle, structuring tasks
around detect, patch, and exploit workflows. Empirical results suggest that these capabilities may
evolve unevenly. BountyBench reports higher patch than exploit success rates [705]|, and EVMBench
reports the reverse [646]. Notably, EVMBench observes continued improvements across all tasks with
later model generations. Overall, the trajectory of advancing Al capabilities remains unclear, leaving
open important questions about how Al capabilities will shape the balance of power between attackers
and defenders, particularly in the short term. This motivates an important future research agenda.

Research Question B-6.4

How do different capability trajectories shape Web3 security outcomes? Which trajectories are
most plausible, and what leading indicators would signal the direction of advancement? Finally,
what interventions are available to preserve a strong security posture as capabilities improve?

These questions relate fundamentally to the economics of security, and may require the development
of economic models to predict various outcomes. Broadly, it would be useful to study the AI arms
race from the following perspective: if Al gives an asymmetric advantage to one party (attackers or
defenders) for some amount of time, how does this impact the global state of enterprise security? How
should we change the structure of bug bounty programs to adapt? How will cybersecurity insurance risk
calculations change? Broadly, we expect there are many interesting and important economic questions
to explore. Relevant research questions include modeling these issues, as well as understanding how
to measure the current state of affairs; as we mentioned earlier, results from individual benchmarks
can be inconsistent, so it can be challenging to understand which side is “ahead" in this arms race.
However, blockchains offer an interesting opportunity in that smart contracts and transactions are
public on permissionless cryptocurrencies. As such, there may be an opportunity to directly measure
the (correlative) impact of various Al advancements on the rate and magnitude of cybersecurity attacks.

Overall, the research community has already demonstrated that Al-assisted approaches can be im-
mensely useful for the crypto ecosystem, both in terms of understanding existing systems and for
designing and interfacing with new ones. That being said, we anticipate significant growth and im-
provements ahead due to the emergence of novel techniques and tools, particularly those based on
state-of-the-art generative modeling. The precise nature of these opportunities remains unclear, and
they may surface both benefits and substantial risks (particularly for cybersecurity). Either way, the
blockchain industry and research communities will be forced to adapt.
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Chapter C

Al x Crypto: Enhancing Al with
Crypto

C-1 Overview: Making AI Pipelines more Decentralized and
Trustworthy

ATl models are realized through a sequence of events that is commonly referred to as the AI life cycle.
Many variants have been proposed of this life cycle, but many variants explicitly include data collection,
model training, model validation, deployment, maintenance, and governance (Figure .

We maintain that crypto—including related underlying technologies—offers two key channels for
altering or improving the Al life cycle. First, it can help to decentralize various components of the Al
pipeline, from data collection to model training and inference to governance. In principle, this could
help to democratize the development and maintenance of AI models. In this survey, we will also consider
the more pragmatic effects of decentralization such as cost and coordination. A second opportunity is
that crypto can help to secure components of Al pipelines, making them less susceptible to malicious
providers of data, compute, or storage. Here, we will discuss how technologies that came out of the
crypto sphere are remarkably well-suited to solving certain security vulnerabilities that arise throughout
the AT life cycle. This chapter will explore these two complementary opportunities. Specifically, we
divide this chapter into two groups of sections: those exploring decentralization and those exploring
new security capabilities. We summarize the sections of this chapter, and where they lie in the Al life
cycle, in Figure

1. Decentralization:  These sections will explore how crypto can help to decentralize various
components of the Al life cycle, and more importantly, why it matters. Specifically, we cover the
following types of decentralization:

(a) Decentralized infrastructure for Al: (Section This section explores several kinds of Al
infrastructure that can be decentralized using tools and technologies from the crypto sphere.
These include physical infrastructure like computation (Section , virtual infrastructure
like data pipelines (Section , and application-level infrastructure for Al agents (Section
C-2.3).

(b) Decentralized Governance: (Section This section explores efforts to decentralize the
governance of Al systems. We explore techniques that have been proposed, along with some
of the tradeoffs and central challenges.

2. Security: These sections will instead explore how crypto can help to secure components of the
AT life cycle. Specifically, we explore the following areas.
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Figure C.1: The AT life cycle. We envision that blockchains and related technologies can impact the Al
life cycle in two main ways: by decentralizing components, and by securing them to a greater degree.

(a) Blockchains for AI execution integrity: (, Section This section explores how to use crypto-
graphic tools to ensure that Al execution—both in inference and in training—is trustworthy
and verifiable for downstream use cases.

(b) Securing the plumbing: (Section Finally, we explore a framework for ensuring data
trustworthiness, security, and privacy across the whole Al life cycle via careful use of trusted
computing technologies.

C-2 Decentralized Infrastructure for Al

Today, the AI industry is growing increasingly centralized . Model providers are starting to inter-
nalize data acquisition and processing [561|, develop their own algorithms 7 train and run inference
on their own data centers , and develop centrally-hosted applications in the form of agents with
proprietary prompts . Blockchains present an appealing opportunity to decentralize various com-
ponents of this life cycle. For example, what if communities could collectively train Al models on a
distributed network of consumer-grade hardware? What if data could be sourced organically from var-
ious parties in a decentralized marketplace? What if Al-based applications could interact and evolve
without requiring centralized oversight? The hope is that such decentralization could reduce costs and
increase transparency for the AI community as a whole. However, in practice, these considerations
are nuanced and can depend on many factors and assumptions. In this section, we discuss the current
state-of-the-art and implications of decentralizing Al infrastructure. We discuss decentralized physi-
cal infrastructure in Section [C-2.1] decentralized markets for data and models in Section [C-2.2] and
decentralized agent-centric infrastructure in Section

C-2.1 Decentralized Physical Infrastructure Networks

Decentralized physical infrastructure networks (DePIN) are growing in popularity in the AI space.
In short, DePIN refers to decentralized networks in which nodes can provide physical infrastructure
such as energy, compute, or bandwidth in exchange for financial incentives
681]. While there have been many such efforts in the past (e.g., Folding@Home [219]), DePIN is
characterized by financial compensation using Web3 infrastructure. Specifically targeting the AT market,
some relevant DePIN efforts include distributed networks of compute nodes (e.g., Theta Network ,
Akash Network , and io.net , to name a few). These efforts allow Al practitioners to rent CPU
and GPU resources on-demand from a global network of providers. In addition to the raw markets
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themselves, some efforts focus on infrastructure for DePIN markets; for example, Bittensor [91] is a
language for defining new DePIN commodity markets under a unified token.

Al-oriented DePIN networks generally compete with traditional cloud service providers on price; for
example, in late 2025, the Theta network advertised, “On-demand enterprise grade Nvidia A100/H100
and more at 50-70% cost savings" |600|, and the Akash network reported 70-85% average cost savings
relative to AWS [303]. The principal downside of DePIN compute networks is the reduced throughput
and latency between machines: as DePIN infrastructure is inherently decentralized, communication
between machines will generally travel over the public Internet.

For AI practitioners considering the use of DePIN compute networks, a natural question is, “is
DePIN infrastructure beneficial for my job?" Of course, the answer depends on the use case and the
characteristics of each job. For example, even if compute infrastructure is cheaper per node on a DePIN
network than a traditional cloud service provider, the end-to-end wall-clock time for a job could still be
much longer on a DePIN network if the job requires heavy communication across nodes. On the other
hand, some use cases may require geographically distributed training for non-technical reasons, such
as: (1) privacy regulations restricting the flow of data out of a specific country [635], (2) mitigating
the environmental costs (e.g., water, energy) of training models in a particular datacenter region [370),
531, and/or (3) democratizing the training of foundation models [698]. In such cases, DePIN networks
could facilitate distributed (federated) training methods.

In the following, we provide some considerations for two main categories of Al workloads: training
and inference. For each, we discuss the latency and throughput requirements of the workloads, and
explain how these profiles may interact with DePIN architectures. For both training and inference,
costs scale with model size; there is a substantial difference between foundation models, which can have
trillions of parameters |5, 78, 651|, and small language models, which can be substantially smaller [559,
715] or even classical ML models (e.g., support vector machines, linear regressions, etc.). The regime
of interest will strongly affect the feasibility of training on DePIN compute networks. We discuss these
properties mainly from an efficiency and cost standpoint; we do not further discuss non-technical reasons
that might favor distributed training, such as privacy regulations.

C-2.1.1 Use Case: AI model training

Model training can be roughly split into three phases:

e Pretraining: the initial training of a model from randomized weights

e Post-training: A process of updating or aligning foundation models for additional capabili-
ties (e.g., instruction following, reasoning, or math), often using various reward models possibly
obtained by soliciting human preferences.

e Fine-tuning: updating the weights of a pre-trained or post-trained model for a downstream task,
possibly on a specialized or private dataset

In general, pretraining tends to be more costly than fine-tuning and post-training as it is conducted on
larger amounts of training data, whereas post-training and finetuning is conducted on smaller datasets—
and may also leverage techniques such as parameter-efficient fine-tuning (PEFT) [265, 413]. Hence, we
will focus on pretraining for this section.

AT model training (especially for large models) requires sophisticated data management. Backprop-
agation, a building block for most ML optimizers, must compute and store massive gradients averaged
over large batches of data. These operations are infeasible on a single GPU node due to hardware
limitations, so training is generally distributed across multiple compute nodes [182],|651]. Furthermore,
most training algorithms are based on minibatch stochastic gradient descent and its variants, which re-
quire synchronous updates across all nodes in the network. As a result, training may stall in the event
that any individual node fails or collective communications are waiting on updates from a straggler
node.
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Throughput considerations. Training a model over multiple GPUs requires a strategy for paral-
lelizing computation. Today, prominent models of GPU parallelism include [182, |209]:

e Data parallelism is the simplest and most common form of parallelism; it involves splitting data
across different nodes with each node computing the gradients for a subset of the examples in a
minibatch. Gradient computations are then averaged across nodes.

e Pipeline parallelism involves splitting layers sequentially, such that different nodes process
different layers. It induces a tight sequential dependency over the processing of layers.

e Tensor parallelism, also known as horizontal parallelism, splits operations within a single layer
across nodes. FEach GPU works on a shard of the tensor, and results are synchronized at the end
of the operation.

e Expert parallelism is used for mixture-of-expert (MoE) models that have multiple expert sub-
models. Different experts are trained on different (groups of) nodes.

e Context Parallelism: is used for long-context models operating on sequences with a large
number of tokens. Each GPU works on a shard of the computation, partitioned along tokens in
the sequence.

These parallelization strategies result in large quantities of data transfer for the communication and
aggregation of gradients and optimizer states, with communication costs increasing with the size of the
model, training dataset, and hardware platform [396]. However, the throughput profiles of paralleliza-
tion strategies may differ. For example, pipeline and tensor parallelism tend to have heavy communi-
cation footprints, requiring high-bandwidth links. Without careful management and synchronization,
all of these parallelism techniques can experience significant scaling challenges [404} 426).

To support synchronization and data transfer during training, most multi-GPU training platforms
feature high-bandwidth interconnects supporting several Thps between local GPUs (e.g. NVLink) |26,
441] |651]; we call such groups of GPUs in the same rack scale-up networks (colloquially referred to as
high-bandwidth domains) [235]. Beyond these local connections, platforms rely on network technologies
like Ethernet or Infiniband to connect the network interface cards (NICs) of different platforms. Scale-
out networks, for instance, connect GPUs across racks, and scale-across networks connect datacenters
[235]. The interconnects in scale-out and scale-across networks tend to be lower bandwidth, and a
bottleneck in LLM training [209] [396]. Notably, Fernandez et al. found that when training LLMs on
distributed GPU nodes, as one scales up the number and computational capacity of compute nodes, the
system becomes increasingly communication-bound, with GPU utilization falling fastest for high-end
nodes like NVIDIA H100s [209]. This is an important consideration for training AI models on DePIN
compute networks.

Technical solutions.  There have been a number of efforts to train foundation models on distributed
infrastructure, including with commercial-grade network connections. For example, in 2022, Yuan et
al. demonstrated a system that optimizes communication costs while taking into account the average
latency and bandwidth between compute nodes [698|. Such metrics are not directly provided by most
DePIN networks, but could be measured prior to (or during) training. SWARM parallelism [524] was
later proposed as a pipeline-parallel method for training ML models on unreliable hardware with slow
interconnects. Their key idea is to stochastically update which nodes train a given layer based on
current network and device conditions. [524] found that as model size scales up, computation occupies
a larger proportion of training time relative to communication costs.

To address the requirement that training steps be addressed synchronously, federated averaging ap-
proaches (e.g. Local SGD, DiLoCo) perform a fixed number of local gradient updates of model weights
on each node and periodically average the resulting models across all model instances [179} [581]. More
recent work proposed Decoupled Momentum Optimization (DeMo), an optimizer that modifies momen-
tum updates to reduce communication among accelerators without significantly degrading downstream
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model performance [469]. Despite the promise of these methods, these research papers evaluated their
ideas on (relatively) small models of at most 3B parameters [179, 469, 524, 698]; it is unclear from these
papers alone whether the methods work well at the larger scales of frontier models. Several industry
efforts are testing these ideas at larger scales (see Industry efforts below).

More broadly, there exist techniques for optimizing communication across high-bandwidth domains
at the hardware interconnect level. For example, rail-optimized networks [396] specify how to connect
NICs to switches and are commonly used for high-performance computing workloads. However, they
still require all-to-all communication between high-bandwidth domains, which may be impractical for
DePIN networks. Rail-only networks are instead optimized to LLM training patterns, and get rid of the
spine layer from typical GPU clusters [651]. Both optimizations |396} |651] require control over physical
infrastructure and may be more practical for data centers (scale-out networks) than fully-decentralized
DePIN networks.

There also exist algorithmic techniques for reducing communication between high-bandwidth do-
mains. For example, the NVIDIA NeMo framework utilizes a hierarchical AllReduce framework, dis-
tributed optimizer architectures, and chunked inter-data center communications to minimize the size
and number of gradients that are transmitted over the wide-area network (WAN) that connects the two
datacenters on which they trained their prototype Nemotron-4 model (340B parameters) [48]. These
methods can reduce communication costs, and may be useful for training on DePIN infrastructure, but
we lack empirical data to make this case conclusively. The test setup for Nemotron-4 is very differ-
ent from a model being trained on a typical DePIN cluster, where many nodes may be geographically
distributed across far more than two regions, in many parts of the world.

Industry efforts. Recently, providers like NVIDIA have started supporting distributed training of
ML models across data centers [48], which has been validated by training Nemotron-4, an LLM with
340B parameters. Such efforts to train large Al models over wide-area-networks (WANS) raise similar
questions to those encountered with DePIN compute networks. NVIDIA addressed these issues in
part by minimizing communication over scale-across networks [48], which is common more broadly in
distributed training case studies.

The crypto x Al industry has also worked to demonstrate the feasibility of training foundation
models (at a smaller scale) on fully decentralized infrastructure, including commercial-grade network
connections between accelerators. By August 2024, Macrocosmos Al had facilitated the training of
700M and 7B parameter LLMs on the Bittensor network [392]. The leading model from this work was
shown to be competitive with GPT2-Large and Phi-2 in terms of perplexity on web-text and related
dataﬂ Their white paper focuses on the incentive mechanism for miners to submit high-quality model
weights, and miners are expected to individually produce trained models, so the communication network
effects we discussed earlier do not come into play (at least not measurably). Other efforts include Prime
Intellect asynchronously training a 10B parameter model (Intellect-1) in November 2024 over distributed
infrastructure using fully sharded data parallelism and DiLoCo-based optimization [310]; and Templar
AT synchronously training a 1.8B parameter model using an incentive system called Gauntlet [377].

Ongoing work is pushing towards even larger scales. Macrocosmos Al presented an architecture
by which multiple miners can collaboratively train a model using pipeline parallelism and DiLoCo,
while reaping rewards for individual contributions [491]. At the time of writing there were no public
results on the end-to-end training costs or model quality for a fully-trained LLM using this architecture.
To our knowledge, the largest model being pretrained on DePIN infrastructure is Consilience, a 40B
parameter model under pre-training on the Psyche Network [595]. The Psyche Network uses DeMo
for communication-efficient optimization in a data parallel configuration [469|; Nous Research reports
that 40B is “compact enough to train on a single H/DGX and run on a 3090 GPU" [595]. However, it
remains unclear how geographically distributed the infrastructure can be for such large-scale training

Tt is not standard in LLM evaluations to report only perplexity, as done in this paper. Rather, common practice is
to evaluate LLMs on a suite of benchmarks, such as MMLU-Pro [657] and GSM8K [143].
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runs. The DeMo paper explicitly states that “DeMo is designed primarily for optimization across a
small number of geographically distributed compute centers" [469).

A broader point about existing industry proofs-of-concept is that they do not typically report total
cost metrics (in terms of computation and communication cost). If the decentralized ML community
aims to democratize the training of large-scale foundation models, it would be useful to standardize cost
models and compare end-to-end training costs (in dollars) on centralized vs. decentralized infrastructure.
If the results of such measurements are favorable to decentralized networks, this could be a major selling
point for the industry. At the same time, we expect such results to depend heavily on the size of the
model, the type of training parallelism implemented, and the degree of decentralization among training
accelerators (e.g. multiple small clusters vs. truly heterogeneous consumer devices).

Key Takeaway C-2.1: DePIN for AI model training

There are many promising preliminary results about training large ML models on decentralized
infrastructure, particularly for smaller models (a few billion parameters). However, we lack clear
measurements on geographically distributed nodes (i.e., not in the datacenter setting) highlighting
the overall cost tradeoffs as one scales up model size, degree and type of infrastructure parallelism,
and geographic decentralization.

Latency considerations. Model training tends to be less latency-sensitive than inference, in part
because training is run offline. Nonetheless, the latency associated with distributed training across mul-
tiple geographic locations can cause problems, especially using standard gradient based optimizers (e.g.
Adam, SGD) which require synchronous communication across all nodes. As described by Aubrey et al.,
“When managing compute across multiple data centers, developers must contend with high inter-region
latency (often 20 milliseconds or more) that can introduce performance bottlenecks during gradient up-
dates and model synchronization during large-scale LLM training" [48]. For reference, as of November
27, 2025, the P90 latency between AWS datacenters us-east-1 and us-west-1 was about 73 ms [49]. The
NVIDIA NeMo framework addresses this issue by minimizing high-latency communication operations
across datacenters with techniques like hierarchical AllReduce [48]|. Additionally, distributed optimizers,
like DiLoCo, can further mitigate the frequency of such communication operations potentially improv-
ing the feasibility of training across a DePIN. While DePIN compute networks can in principle support
sophisticated orchestration, many users may not be aware of the need for it. Today, DePIN services
partially account for latency by allowing users to select nodes by geographic location [14, 600]. This
can help users gauge the latency implications of a particular combination of selected nodes, as latency
is lower bounded by the speed of light between two node locations.

C-2.1.2 Use Case: Al model inference

Model inference refers to generating predictions with an already-trained model, such as when a model
is evaluated or deployed for a downstream task. For example, this could include evaluating a classifier
model on a provided data point or generating a text from a generative model.

Latency considerations. In general, inference tends to be more latency-sensitive than training |21}
299, 366). Particularly in on-demand use cases (e.g., Al chatbot), users expect a quick response.
However, there exist applications (e.g., meeting summarization, document review, data generation)
that rely on model inference and do not have strict latency requirements [299]. Notably, emerging
applications without direct human interaction (e.g. deep research) have relaxed latency requirements
that can allow for up to 30 minutes before response [448|. These lower latency use cases can be more
flexible about the locations of node providers. Notice that these same considerations would hold with
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traditional infrastructure providers; for latency sensitive applications, Al practitioners should think
about the location of the datacenter(s) processing queries, and their relative distance to the end users.

Throughput considerations. Inference typically has lower throughput requirements than training.
First, inference generally requires fewer degrees of parallelism over hardware. Whereas training a
large foundation model (e.g., 100B parameters or more) can require tens of thousands of GPUs in
parallel, inference jobs do not require parallel computation to the same extent. Even tens of GPUs
are sufficient to serve the largest models (e.g. DeepSeek-R1 with 671B parameters can be served on
16 H100 GPUs). Second, inference does not require backpropagation, which significantly reduces the
memory and computation footprint of the operation. Hence, even under parallelization schemes like
those discussed in model training, a network with low data throughput need not be prohibitive. Such
tasks may be a particularly good fit for DePIN networks.

Key Takeaway C-2.2: DePIN for inference

Latency-insensitive inference applications (e.g., meeting summarization, document review) may
be a particularly promising and cost-effective use case for DePIN networks.

C-2.1.3 Summary

Today, end users evaluate whether to use DePIN networks based on their own understanding of their
AT jobs, as well as node price and capacity (e.g., compute, memory). We highlight the following major
takeaway.

Key Takeaway C-2.3: Cost-benefit tradeoffs

Users of DePIN networks should evaluate the bandwidth and latency requirements of their use
case to determine the overall expected cost savings. Moreover, we suggest that DePIN network
providers measure and report at least network bandwidth between nodes, as these figures can drive
total cost and help determine whether a particular use case makes sense for a DePIN network.

While current networks typically advertise lower costs in dollars-per-GPU-hour, this can be a mis-
leading metric. The cost metrics that matter for ML jobs are typically training efficiency (i.e., iterations-
per-unit-cost) and inference efficiency (tokens-per-unit-cost) [699).

To make it easier for users to determine whether and when to use DePIN infrastructure, we suggest
the following questions for the research community.

Research Question C-2.1

What kinds of AI jobs are well-suited to existing decentralized compute networks, as found in
DePIN AI networks?

The community would benefit from more systematic (third-party) measurements to profile existing
DePIN networks, and also to understand the use cases for which DePIN AI networks makes sense. We
envision such studies first measuring the performance profile of various DePIN networks. Then, we
propose to map the characteristics of an AI job (estimated compute cost, maximum memory require-
ments, communication loads, size of model, size of layers, etc.) and desired performance characteristics
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(cost, end-to-end time) to a recommendation about whether training on DePIN infrastructure would
the target performance characteristics. While there have been prior studies on decentralized training of
ML models 182} 524], these studies are not conducted on DePIN networks specifically, and may have
very different performance characteristics.

Research Question C-2.2

Building on the systematic measurement studies proposed in RQ C-5.1, how should pricing mech-
anisms for DePIN AI depend on network infrastructure and reliability?

It is plausible that pricing should depend not only on compute capacity per node, but also on network
measurements and node reliability. For example, a set of 16 nodes with high-bandwidth pairwise links
(e.g., nodes with GPU-to-GPU NVLink, or co-located in the same datacenter) may cost more than 16
nodes that are spread across the world. Likewise, nodes which can guarantee high availability to be
able to participate in large coordinated jobs can be priced higher, as a single straggler or failed node is
sufficient to interrupt an entire Al training job. While some networks implicitly reward well-connected
nodes (e.g., Theta network assigns rewards based on time to completion of a task [599]), others base
pricing solely on node capacity. Both models may be too retroactive for large jobs, in which failures
are (or can be) very costly.

Research Question C-2.3

How should updated pricing mechanisms for DePIN AI networks account for strategic and/or
adversarial nodes?

If we propose updated pricing models as in RQ C-5.2; it is essential to understand the role of
strategic and adversarial actors. For example, if a protocol were to reward well-connected nodes dis-
proportionately relative to individual node capacity, a strategic owner of a single node could rent it
out as many small co-located nodes to boost profits. This could be less useful for the network—a
client renting the many small nodes would have worse performance than if they had rented the one
large instance. Beyond such strategic manipulations, we also need to design methods to account for
adversarial reporting of specifications. For example, if a node systematically lies about its processing
capacity or network connections, there should be mechanisms for catching this and penalizing providers.
The design of a proper reward scheme requires mechanism design to ensure that node providers cannot
manipulate how they offer their infrastructure in a manner that is inconsistent with network utility, or
otherwise lie about their offerings; the latter question of proving physical resource availability has been
explored in the context of other DePIN resources, such as network bandwidth [552] and other cellular
network resources [31]. Interestingly, defining utility and the threat model itself may depend on the
measurement findings from Research Question C-5.1.

C-2.2 Decentralized Marketplaces for Data, Models, and Evaluation

Today, data is an essential input to many phases of the Al life cycle: training, grounding at inference
time (e.g. in retrieval augmented generation (RAG) pipelines), and model validation, and benchmarking
for domain-specific requirements, such as capabilities or safety. Today, the relevant data for each of
these phases typically comes from multiple sources. Some of the most common techniques for acquiring
data are as follows:

e Web crawling is perhaps the most common source of data for AI pipelines. Companies crawl
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the public internet to collect vast quantities of text, images, and other content (e.g., Common
Crawl [106]). Sometimes, these practices can run afoul of content providers’ own policies [562].

e Licensing agreements with content providers are increasingly used to expose paywalled or
otherwise restricted content to AI models. For example, OpenAl entered into a license agreement
with the Associated Press (AP) to license news stories [443].

e Public datasets have long been curated by various parties and are a component of most modern
training pipelines. Examples include Wikipedia, GitHub, arXiv, and Stack Overflow.

e Synthetic data is increasingly being used to augment real datasets, particularly in post-training
processes that require highly-specialized data [683].

e Data brokers are centralized parties that aggregate datasets (often from proprietary or controlled
sources) and sell them to buyers. These data sources are not always proprietary or licit—a lawsuit
filed by Reddit describes a whole ecosystem of data brokers who are engaging in ‘industrial-scale’
scraping and selling the outputs, in violation of terms of service [444]. While AI companies have
not explicitly confirmed purchasing data from data brokers, there have been multiple allegations
and preliminary evidence [151]. Further, data brokers like LexisNexis are increasingly releasing
products that expose high-quality data for purported use cases including AT model training [43],
suggesting that this is a growing industry.

Our focus in this section will be on the final category of data brokers. While there are many sources
of data for AI (as listed above), AI models are running out of fresh public data [313|; hence, there is a
growing push for non-public data sources, which will most likely be mediated at least in part by data
brokers. We will also discuss the adjacent problem of model markets, which are gaining traction, but
our main framing will be in terms of data markets. Many of the same principles apply in both cases.

In enterprise settings, data brokers typically operate in (at least) one of two models: direct-to-
consumer or as a marketplace. For example, LexisNexis lists its data on enterprise data marketplaces
like Snowflake Data Marketplace [291], while also acting as a direct provider [43|. Our principal interest
will be in the marketplace mode of operation. Other prominent examples of centralized data markets
include Datarade [160] and AWS Marketplace [543, though data-for-pay is an old concept, as seen in
financial data streams [412] |437] and information security data [189].

Note. We will distinguish as needed between operationally-centralized markets (which are owned and
run by one entity) and centralized price-setting, where a market operator unilaterally decides how to
price goods. A market can be operationally-centralized but have decentralized pricing, or vice versa.
We discuss various combinations in this section.

Key Takeaway C-2.4

AT providers collect data from many sources. While many of these sources are either free or based
on pairwise commercial agreements, blockchain-based solutions could complement (or disrupt)
data acquisition from the centralized data marketplaces in which data brokers operate today.

In the subsequent sections, we overview how blockchain-adjacent technologies and decentralized
protocols can play a key role in marketplaces for the data required to train, adapt, and even run Al
models. In Section we first overview the properties of data markets that set them apart from
other market types. In Section we highlight the challenges that arise in centralized marketplaces,
particularly monopolistic ones. In Section [C-2.2.3] we briefly overview how decentralized markets using
crypto tools could help address some of the challenges in centralized markets. We provide an overview
of existing decentralized data or model markets in the crypto space. Finally, Section [C-2.2.4] provides
a summary and future research directions.
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C-2.2.1 Properties of data markets

Below, we overview key features that distinguish data markets from markets for other common goods.

Data is a digital good. Digital goods are costly to create the first timeEI but free to replicate
thereafter, and are extensively studied in the economics and computing literature [242]. Notably,
although digital goods are free to replicate, sellers necessarily limit replication in order to extract
sufficient revenue to cover the cost of initial creation.

Data can be rival or non-rival. Rival goods exhibit negative externalities when sold to multiple
consumersEI whereas non-rival goods can be equally enjoyed by any number of ConsumerSEI Jones and
Tonetti highlight that non-rival data does not “disappear” when consumed by one party (whereas an
apple disappears when one consumer eats it) [312]. Gordon-Tapiero et al. highlight aspects of data
that are rival — if a dataset is accessed via privacy-preserving tools such as differential privacy [185],
then every query (by any consumer) drains the “privacy budget” and limits the queries available for
other consumers [250]. In the context of AI pipelines, we generally view data as non-rival, with some
notable exceptions (e.g., the differential privacy budget mentioned above).

Data can be lemons. For several years, advances in ML models were driven by neural networks’
remarkable ability to improve in quality with added compute and training data quantity [275]. However,
there are limits to this paradigm. As we feed larger and larger datasets into ML models, it has become
clear that data quantity cannot compensate for poor data quality. It has become common for organiza-
tions to filter out irrelevant or low-quality samples [240} 289, [644] and/or conduct other data cleaning
tasks, such as labeling [352]. This suggests that Al practitioners are (or should be) incentivized to pay
for high-quality data [326]. This matters for data markets because they must expose mechanisms for
data valuation [133] 644, 685] [721].

Data valuation requires data access. Data quality, like used car quality, is not observable to
buyers. So-called “markets for lemons” are extensively studied within economics [16]. A canonical
method to address this information asymmetry is for sellers to provide auditable information on the
items for sale. This is possible when selling data by simply offering a sample [50, (133} [685], as is
commonly done in data marketplaces [160, 543| 564]. One key aspect of data samples, however, is
that these samples themselves provide value, even if the full dataset is never purchased (whereas a user
derives no value from only learning that a car functions well, unless the car is ultimately purchased).
Navigating the tension between enabling buyers to value data and not releasing too much value is an
important problem in the data valuation research |75, [227, [281, [367, [602].

Data is malleable and can be resold. All digital goods, by definition, can be replicated without
cost. Once the first copy is sold, the original producer must therefore worry about the original buyer
choosing to resell their newly-purchased data. Sellers of other digital goods (imperfectly) tackle this
problem with regulatory tools (such as copyright law) and technical tools (that, e.g., make it technically
challenging to widely share a digital purchase).

2For  example, Meta recently paid nearly $15  Dbillion for a 49% stake in Scale.ai (a
data  labeling company) in  June  2025. Source: https://www.theinformation.com/articles/
meta-pay-nearly-15-billion-scale-ai-stake-startups-28-year-old-ceo.

3That is, when another consumer purchases the same good, the initial consumers are worse off. For example, if a
baker sells the same loaf of bread to two customers, each customer experiences “negative externalities” from the other
customer eating their bread.

4For example, if a streaming service sells the same subscription to two customers, each customer can still fully enjoy
the subscription service (one might even argue there are “positive externalities” because now the initial consumer can talk
with others about the fun show they watch).
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Regulation and technical tools will certainly both play a role in addressing the same challenges
for data, but both tools will need updating. For example, it is (reasonably) straight-forward to decide
whether a song is or is not “You Belong with Me” by Taylor Swift. It is significantly less straight-forward
to decide whether two similar datasets are in fact functionally the same, since there is more room for
modifications to datasets to hide similarities without decreasing quality. Unlike music, it is also possible
to break up a dataset into several parts and combine a subset of those parts with parts of other datasets,
and the result can largely retain usability. Similarly, when the seller of a digital good ultimately retains
some control over its use (i.e. in order to actually play a video game, one must connect to the creators’
server), creators have a wide range of technical tools available. If data is truly sold with no remaining
strings, the applicable technical tools need to be more sophisticated.

C-2.2.2 Challenges and benefits of centralized marketplaces

Existing digital marketplaces for other goods (shopping, ads, streaming, music, ridesharing, etc.)
have been a topic of discussion and controversy among users, operators, and regulators alike. Some
commonly-cited challenges and benefits are as follows:

(—) Opaque pricing and decision-making. One of the most prominent critiques of operationally-
centralized marketplaces is the resulting asymmetry and lack of transparency in pricing that often
emerges. While some early centralized marketplaces (e.g., eBay and Amazon) allowed sellers to set
prices themselves, i.e., in a decentralized fashion, more recent centralized marketplaces (e.g., Uber,
Lyft) have largely converged on centralized price-setting [41]. Without transparency or competition,
marketplace operators can increase fees for users and limit profits for sellers. Indeed, centralized pricing
is known to harm sellers (relative to decentralized pricing) when the market operator optimizes only
for overall revenue [41}, 211]. Such centralization is growing increasingly common in the Al space [601],
and is cited as a major driving factor for many decentralized data and compute marketplaces.

(=) Lack of choice. A common critique is that centralized marketplaces may steer users to products
that are favorable to the marketplace operator, and limit users’ choices. For example, multiple recent
lawsuits have alleged that centralized markets like Google’s adtech market and Apple’s App Store are
improperly limiting communication with users regarding alternative offerings [339, 619]. In cases where
centralized marketplaces grow into monopolies, lack of choice can turn into a positive feedback loop,
preventing small- or medium-sized alternatives from competing with incumbents [339].

+ Increased efficiency. In some cases, centralized pricing can be more efficient than decentralized
pricing because it exposes more information to the decision maker. Recent work by Filippas et al.
studied a peer-to-peer vehicle rental marketplace that transitioned from fully decentralized pricing
(where vehicle providers set their own prices) to centralized pricing [211]. The work shows that in this
transition, centralized pricing allowed providers to experience significantly higher revenue, while users
experienced lower prices. At the same time, providers’ revenue per rented hour decreased substantially.
Overall, this suggests that centralized pricing can improve outcomes when implemented carefully and
with that goal in mind. In the best case, a centralized data provider may be able to observe if a dataset
is obviously lemons, and price it accordingly. It may also be able to manage access to rival data goods,
controlling how many parties can access the same data (Section [C-2.2.1). The problem is that in most
centralized marketplaces, neither sellers nor buyers have transparency into these decisions.

C-2.2.3 How decentralized data markets can help

The problems associated with centralized marketplaces suggest a widespread interest in alternate mar-
ket structures. Unfortunately, Tirole [604] notes several barriers to disentangling existing “Big Tech”
marketplaces into smaller sub-products once the vertically integrated product achieves dominance.
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Specifically, breaking up monopolistic networks (e.g. social networks) can materially degrade the qual-
ity of service, as network effects disappear. This is true even in data markets: a marketplace with many
sellers is more attractive to buyers, and a marketplace with many buyers is more attractive to sellers.
Moreover, [315] specifically notes the tendency of platforms with large user bases to accumulate data
about users that compounds the quality of the service they provide.

Fortunately, data markets for AI applications are still emerging, and there is not yet a dominant
marketplace. Hence, many of the risks raised by Tirole [604] do not yet exist. In the future, if data
markets are going to represent a major source of data for Al operators, it is important to design these
markets properly in the early stages, leveraging any lessons learned from the Big Tech era.

Key Takeaway C-2.5

Al data markets are still nascent, and there is not (yet) a monopolistic incumbent. Hence,
decentralized data markets for training, inference, and validation of AI models have an opportunity
to avoid many of the problems associated with past monopolistic markets by leveraging the
structures and properties of crypto.

First, note that decentralized data markets are well-poised to make use of many tools that are
commonly used in crypto. A nonexhaustive list includes the following:

e Micropayments. Micropayments could enable a new paradigm for how data is transferred and
sold: data buyers could select exactly the data samples they need, and pay based on the utility
of a particular data sample.

o Trusted Execution Environments (TEEs). Perhaps data holders are happy to have their data be
used for a particular task, but are uncomfortable generally selling their data for arbitrary use.
Trusted execution environments could allow the sale of data to be used exclusively within that
environment, and therefore temporarily and tied to a particular task (such as training a particular
model in a particular environment). TEEs can also be useful for their privacy properties, to get
around the challenges with sharing data samples. See Section [A-I.1] for further discussion on
TEEs.

e Zero-Knowledge Proofs for Auditing. Section [C-2.2.1] notes that data can be lemons, but that
classical methods to inform buyers risk buyers obtaining value from the information itself despite
forgoing a purchase of the dataset. Zero-Knowledge Proofs are therefore a natural tool for sellers
to disclose exactly the desired information about a dataset to a buyer without risking inadvertent
use. TEEs could serve this purpose too; a TEE could, for example, verify that a particular
dataset improves model-training without actually revealing the data to anyone outside the TEE.
See Section [A-T.] for further discussion on Zero-Knowledge Proofs.

Building on these tools and others, we highlight several key opportunities where decentralized data
markets could innovate over—and possibly improve on—centralized alternatives.

Transparent decision-making. Lack of transparency and control is a common concern in cen-
tralized marketplaces [211]. Decentralized alternatives can guarantee transparency for protocols and
decision-making, including regarding the algorithms used to price data. Transparency—and the result-
ing competition it enables—is one of the major benefits typically cited with regards to decentralized
data markets. However, transparent decisions may not be decisions (see below).

Data-dependent, privacy-preserving pricing. Although operationally-decentralized markets can
increase transparency, we saw earlier that centralized pricing can improve revenue and reduce prices
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for users due to using more complete information about the quality of goods being sold. For example,
a centralized data market operator may know the value and content of datasets provided by various
brokers, and be able to price them accordingly. However, data brokers may be unwilling to expose their
data to a decentralized market protocol for valuation purposes. Privacy-preserving protocols could help
by allowing a data valuation module to access their data (e.g., using zero-knowledge proofs or MPC
constructions) and price it appropriately. This could lead to more efficient pricing overall, without
sacrificing protocol transparency.

Replacing monopolistic platforms with protocols. Huberman et al. [285] analyze decentralized
ledgers as a “monopoly without a monopolist”; while there is ultimately a single ledger with enormous
network effects (the “monopoly”), no single party controls access to that ledger (as a monopolist would),
and users instead interact with the single ledger via miners who participate in a well-defined competitive
process. Subsequent work further analyzes the impact of such decentralized ledgers on users |365|E|
This manner of thinking can be viewed as an economic instantiation of the “protocols, not platforms”
paradigm [401].

Decentralized data markets could evolve in a similar way, where many data sellers operate and com-
pete under the (transparent) rules of a single, “monopolistic” protocol. One example of a marketplace in
this spirit is proposed in Resonance [58|, which is inspired by Ethereum’s Proposer-Builder-Separation
(PBS). PBS separates the role of proposing Ethereum blocks (which has minimal technical require-
ments, and whose decentralization is central to Ethereum’s value proposition) from building them
(which requires deep technical sophistication to optimize, and is likely to be dominated by a small
number of specialized entities). PBS was developed primarily to mitigate the centralizing effects of
builder specialization on proposer decentralization; i.e., if instead all economically viable proposers
must also build well, the number of viable proposers decreases. Resonance is a mechanism for matching
buyers and sellers of Al compute, and similarly separates the (technically simple) protocol execution
from the (technically sophisticated) problem of combinatorial optimizationﬂ The “monopoly without a
monopolist” lens proposes a different view on Resonance: although there is a single “monopoly” where
all buyers/sellers gather, no single entity acts as a “monopolist” for matching buyers to sellers; brokers
instead compete in a formally-specified mechanism in order to win the right to match buyers to sellers.

More generally, [507, |567] consider decentralization as a means for a platform to commit to future
behavior by ceding control to a decentralized protocol, and study whether a platform designer might
in fact profit as a result of these commitments (which would not otherwise be credible without ceding
power). As a hypothetical example, imagine a platform that can decide a rate at which to display ads.
A centralized platform will choose the rate that optimizes their profits, and lacks the ability to credibly
commit to do otherwise. These papers consider instead the possibility that the platform formally cedes
this decision-making power to the users, in a manner that is credible and verifiable.

Industry efforts. Developers have already begun using blockchain-adjacent technologies to facilitate the
exchange of data and AI models. A broad but incomplete survey of decentralized data and AI model
markets appears in Tables [C:2] and [C.3] The platforms discussed are roughly categorized according to
whether they sell access to data or trained models, and we explain how prices are set in each platform.
Several trends emerge, which we summarize below.

5The regulatory paradigm of Local Loop Unbundling (LLU) is a good analogy to have in mind for this framework.
Physical infrastructure for the Internet exhibits network effects, and users derive positive externalities from being on the
same physical infrastructure as other users. LLU is a regulatory paradigm that requires owners of physical infrastructure
to lease access to Internet Service Providers (ISPs) at non-discriminatory prices, and then consumers can choose among
ISPs who compete to serve them. To draw analogies across domains, the ledger and physical infrastructure all exhibit
significant network effects, but users interact with miners or ISPs to purchase the ultimate product.

6Specifically, buyers of Al compute have multi-dimensional needs and sellers have multi-dimensional resources. Opti-
mally matching buyers to sellers is therefore an NP-hard combinatorial optimization problem.
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Key Takeaway C-2.6

While many existing platforms and protocols use decentralized mechanisms for payment process-
ing (e.g., cryptocurrencies or stablecoins), it remains unclear how else decentralization concretely
affects these products and markets. Many platforms either use centralizing pricing mechanisms
(i.e., pricing is determined by the protocol designers), while others allow sellers to fully specify
their own prices—two pricing variants that already exist in centralized markets. In general, the
question of how decentralization can improve data and model markets remains under-studied.

Although the entries in Tables [C.2] and [C.3] all run on blockchains for decentralized payment pro-
cessing, several of them have centralized payment rules. For example, Grass [251| pays users according
to a fixed pricing scheme for idle Internet bandwidth, and uses this bandwidth to scrape public web
data (selling the results to AI model trainers). Hivemapper [273] also disseminates rewards to data
providers according to a fixed policy. In the research domain, Proof of Improvement (Polm) has been
proposed as a technique for evaluating proposed updates to an ML model, and disseminating rewards
accordingly [20].

Other platforms allow data or model providers to set their own prices, such as IOTA Data Market-
place [294], Oraichain [449], Sentient GRID [542], SingularityNET [558], and Story Protocol’s Poseidon
Marketplace [583]. Vana allows buyers to indirectly set prices via demonstrated demand [330].

One interesting middle ground is Bittensor [91], which has multiple subnets, each with a different
owner. Within a subnet, a project owner specifies their own incentive mechanism for model providers.
Once model providers produce their submissions, validators evaluate them, after which TAO tokens
are disseminated to model contributors proportional to value. This setup could allow for controlled
experiments regarding how the choice of incentive structure affects final model quality.

Overall, there is some variety in pricing mechanisms across platforms, but we observed limited
exploration of the effects of different pricing mechanisms—particularly hybrids between fully-centralized
pricing and fully-decentralized pricing. Exploring this design space is an important and interesting
direction for future work.

Key Takeaway C-2.7

Privacy-preserving computation over data is a common feature of existing decentralized data
marketplaces, though different providers tackle the problem using different tools and techniques.

Several existing platforms leverage trusted computing such as TEEs or encrypted computation to
manage private or sensitive data (e.g., Sterling [287], Oasis [446|, Ocean Protocol [405], and Vana [330]).
At their core, these systems use blockchains and cryptography to provide a payment system tailored
to paying only for verified transfer (either of data or AI model outputs) 287} 330, 405| {449, [558].
Various systems differ in how exactly they provide privacy; for example, Oasis has recently started
using differential privacy to obfuscate SQL queries [445|, whereas Ocean protocol allows data providers
to execute computation locally, on their own data [405].
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Figure C.2: Partial list of decentralized data and AI model markets (Part 1).

Platform ‘What Is Details How Prices Are
Being Traded Determined

Bittensor Models A network of subnets, each a competitive  Proof-of-Intelligence dis-

AT model marketplace for a specific Al task. Min- tributes TAO token emis-
outputs ers serve model outputs; validators score  sions proportional to
(intelligence) quality. One subnet’s output can feed an-  validator-scored perfor-
other, enabling full Al pipelines within a mance. No list price—
single protocol. reward magnitude is the im-
plicit price signal.

Grass Data Users share idle internet bandwidth via a. Enterprise clients pay the
Web data, browser extension. The network scrapes Grass Foundation via off-
scraped via public web data through residential 1Ps chain contracts. Node op-
bandwidth at scale, using ZK proofs to record prove-  erators earn GRASS tokens
sharing nance on Solana. Data is cleaned and based on uptime and active

sold to Al companies as training datasets. bandwidth utilisation.

Hivemapper Data Dashcam owners contribute fresh imagery  Enterprise buyers pay a sub-
Street-level via a dedicated device, building a de- scription or per-tile fee set
mapping data centralised alternative to Google Street by the Hivemapper Founda-

View. The network sells map access to tion. Contributor HONEY

enterprise customers (logistics, insurance,  rewards are algorithmically

autonomous driving). scaled by imagery freshness,
uniqueness, and geographic
demand.

IOTA Data Data Built on the IOTA Tangle (a DAG, Device owners set asking

Marketplace IoT sensor not a chain), enabling feeless micro- prices; buyers pay in IOTA
data (micro- transactions. IoT devices—sensors, ve- tokens. The feeless architec-
streams) hicles, smart city infrastructure—sell tiny ~ ture enables sub-cent per-

data packets directly to other machines, packet pricing impractical on
making M2M data economies practical. fee-based chains.

Oasis Data A Layer 1 with confidential computing Access terms negotiated via

Network Private or via Trusted Ezecution Environments smart contracts between
sensitive data, (TEEs)—computation runs on encrypted  data owners and dApps.

data, invisible to node operators. Users Users pay a premium for
tokenise personal data and stake it with TEE privacy; token rewards
dApps, earning ROSE rewards while re- come from network usage
taining control. fees.

Ocean Data Datasets are tokenised into ERC-20 date-  Fixed price (set by pub-

Protocol Access rights tokens; holding 1 datatoken unlocks ac- lisher) or AMM-based dy-

cess to a linked dataset. An ERC-721 namic pricing via bonding
Data NFT represents bage I[P ownership. curves. Buyers pay for data-
A Compute-to-Data (C2D) feature lets tokens in OCEAN tokens;
buyers run algorithms on data without it~ price adjusts automatically
leaving the owner’s servers. with supply and demand.

Oraichain Models, Data  An Al oracle Layer 1 (Cosmos SDK). Fees split among validators,
Al oracle Smart contracts request Al-powered test-case providers, and Al
and data outputs feeds—price predictions, biometric checks, API providers, paid in ORAI

credit scores. Fach request attaches test tokens. Providers set their
cases; providers must pass a minimum own rates; reputation scores
threshold to be paid, ensuring output influence which providers are
quality. selected.

Sentient Models Models weights are freely downloadable, Owners set per-call fees;

GRID Al model usage  but model fingerprinting ensures outputs payment triggers the sig-

rights

degrade without a valid authorization
signature. Usage fees flow on-chain to
trainers, deployers, and validators.

nature required for accurate
outputs. The SENT token

coordinates governance and
rewards across the network.




Figure C.3: Partial list of decentralized data and Al model markets (Part 2).

Platform ‘What Is Be- Details How Prices Are Deter-
ing Traded mined
Singular- Models An open marketplace of Al APIs (com- Each provider sets their own
ityNET Al services puter vision, NLP, robotics, etc.). De- per-call price in AGIX to-
(APT calls) velopers publish services on-chain; buy- kens. Rates emerge from
ers call them via smart-contract escrow provider competition; no
that releases payment only on delivery. central authority controls
Computation runs on the provider’s own pricing.
servers.
Story Data Creators register works (text, images, au-  IP owners set licensing fees
Protocol IP rights dio) as on-chain IP assets. Smart con- directly in smart contracts
(AT training tracts encode licensing terms—permitted (fixed or revenue-share).
data & creative  uses, royalty rates, and attribution. Roy-  Prices discovered through
works) alties flow automatically when Al models  supply and demand; popular
train on or derive from registered assets. or rare training data com-
mands higher royalties.
Vana Data Built around Data?AOs that pool user- Buyers pay by burning to-

User-owned
personal data

exported personal data (Reddit, Spo-
tify, health metrics) for sale to Al re-
searchers. Al builders must burn VANA
and DataDAO tokens to access data; 80%
of fees flow back to contributors. Data is
processed inside TEEs.

kens, directly linking de-
mand to price. DataDAO
rankings (refreshed every

3 weeks) determine VANA
emissions—a competitive
subsidy on top of direct ac-
cess fees.




C-2.2.4 Summary

Decentralization is not a panacea for decentralized data and model markets, but the capabilities it
introduces merit serious consideration before dominant AI data marketplaces emerge. For example,
the “Monopoly without a Monopolist” lens [285| [365] asks: might users be better served by vertically
integrated marketplaces that provide a one-stop shop for all data-purchasing services or by decentralized
marketplaces where some derivative services (such as search, dispute resolution, pricing, authentication,
etc.) are offered by competing third parties? Similarly, the “decentralization as a credible commitment
device” lens [507, [567| asks: might these emerging platforms increase user acquisition (and eventually
serve those users better) by ceding control of some platform decisions to decentralized governance?

Existing platforms and protocols have started to build the decentralized rails over which market-
place payments could flow, but there has been relatively little experimentation with market design and
mechanisms, and many open questions remain. The following research questions are motivated by the
above discussions.

Research Question C-2.4

When designing data marketplaces, which derivative services should be vertically integrated with
the platform and which ones should be reserved for competing third parties?

The “monopoly without a monopolist” [285, 365| lens proposes to consider marketplaces that are not
vertically integrated, and where some derivative services are instead provided by competing third parties.
But, exploration of this framework is very nascent; it does not yet provide recommendations as to which
derivative services should be separated from vertical integration[] nor whether it is technically feasible
to seamlessly separate different segments required to operate a functioning marketplaceﬂ Exploring
this design space more systematically is important for the future development of decentralized data and
model markets.

Research Question C-2.5

How can we design marketplaces so that important auxiliary segments of the AI pipeline (bench-
marking, red teaming, fine-tuning, etc.) can be incentivized and rewarded?

Similarly, it is also important to understand which Al-adjacent services should be bundled with the
core product, and which should be left to competing third parties. For example, red-teaming is typically
viewed as an after-product of developing an Al model, and datasets for sale may require an extensive
labeling or data cleaning process. Buyers of such goods may expect some form of stress testing prior
to buying access to a model, or data cleaning prior to buying a dataset. At the same time, we expect
these processes to change over time, as capabilities of both attackers and defenders evolve. Hence, a
natural question is how to design marketplaces so that these auxiliary functionalities are incentivized,
in addition to the core Al artifacts (data, models).

"For example: would users value a marketplace that required users to bring their own third-party dispute resolution?
How would competing third-party search providers monetize their quality service? When taking all the moving pieces
into consideration, which market designs would ultimately provide the best user experience?

8Resonance |58| proposes one option to separate buyer-seller matching from marketplace maintenance, and even this
is technically non-trivial.
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C-2.3 Decentralized Agent-Centric Payment Rails and Infrastructure

AT agents are goal-directed systems capable of taking autonomous actions, typically implemented as
large language models (LLMs) that invoke tools such as scripts, APIs, and external programs. Agent
capabilities are already present in widely used consumer Al: ChatGPT and Claude offer “deep research”
modes that use tool calls to conduct web searches, and can send emails and interact with external
systems on users’ behalf. Through “computer use” models, which can operate a browser or operating
system using a combination of vision and text processing, Al agents can also interact through the same
interfaces that humans do [538].

In many ways, agent ecosystems are already decentralized. Agents can be developed by different
parties, with different underlying LLMs, and can be designed to optimize different objectives. Ulti-
mately, this means that there is no natural central point of control among a group of agents. This
type of decentralization is qualitatively different from blockchains, where independent nodes operate
and compete within the confines of a fixed protocol. In agent interactions, any constraints or guardrails
generally come from individual agent or LLM providers. This raises an important question: how can
we design trustworthy agent interactions without common norms, standards, or goals?

In this section, we discuss different methods, opportunities, and challenges for coordinating decen-
tralized agents by exploiting crypto-adjacent tools and ideas.

The promise of decentralization. When humans interact, they overwhelmingly behave according
to unwritten and underspecified rules. For example, human lawyers typically do not need to be explicitly
trained that hallucinating citations can undermine an otherwise effective argument, as they learn this
on their own through numerous unspecified life experiences well before their legal training.

Despite best efforts from Al safety experts, Al agents do not (and may not ever) follow all the same
unwritten rules as humans. For example, Al lawyers lack the life experiences of human lawyers, and so
must be explicitly trained to match cultural norms [155].

To understand how decentralized technologies can help, let us turn first to traditional legal contracts.
Traditional economic interactions are often facilitated by underspecified but legally-binding contracts.
This concept enables conflict-free interactions when things go roughly according to plan, and a robust
legal system resolves conflicts in cases where contracts are underspecified. Economic interactions on
a centralized platform can also withstand underspecification, by relying on the platform to step in
when something goes wrong. Cryptoeconomic protocols, on the other hand, aim to facilitate significant
economic interactions with minimal reliance on legal systems, centralized intermediaries, or even the
concept of an underspecified promise. Instead, these protocols aim to get as much as they can from
‘cryptoeconomic security’ — rigorously specified cryptographic guarantees that make undesirable ac-
tions mathematically impossible and economic incentives that make undesirable actions prohibitively
costly. A similar principle could benefit agentic systems that seek to bound the behaviors of individual
agents.

Key Takeaway C-2.8

Traditionally, cryptocurrencies have managed the risk of agent misbehavior with crypto-economic
protocols, which prevent malicious activity with a combination of cryptographic constraints and
economic mechanisms that penalize bad behavior. Similar ideas could be useful for agentic ecosys-
tems, where agents are designed to be rational.

Of course, both Al agents and cryptoeconomic protocols must engage with surrounding legal systems.
The point is simply that AI agents are less responsive than humans to underspecified rulesﬂ and
cryptoeconomic protocols aim to minimize reliance on centralized enforcement of underspecified rules.

9For example, AT compliance with anti-collusion regulations looks extremely different than human compliance [111].
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State-of-the-art cryptography has significantly advanced over the past few years in order to tackle the
goals of decentralized protocols, and therefore can be of use for Al economic ecosystems as well.

The agentic web could lower frictions between service providers and consumers, avoiding the need for
intermediaries in a way that fulfills the decentralization goals of blockchains. Intermediary platforms
like marketplaces and brokers exist because finding and building trust is difficult. If AI agents can
handle brokering and discovery autonomously, these intermediaries become less essential.

Interoperability between services has historically been difficult, requiring bespoke adapters and pre-
negotiated integrations. But if agents can generate integrations dynamically at the moment they are
needed, e.g. by interpreting API documentation and generating adaptors on the fly, then it becomes
less necessary to stay within walled gardens.

C-2.3.1 Crypto tools for agentic economies

First, we provide a list of cryptographic primitives that have found application in decentralized proto-
cols to facilitate trust-minimized interactions. We explain how these tools could be of use for similar
goals in Al economic ecosystems.

Proof-of-X. Bitcoin’s proof-of-work and Ethereum’s proof-of-stake serve as cryptoeconomic tools to
enforce accountability without identity.

¢ Why do cryptoeconomic protocols use it? In traditional economic interactions, the concept
of an identity can be extremely useful (for example, to ensure the concept of “one-person-one-vote,”
or to put someone on the hook for financial/legal consequences when something goes wrong).
Many cryptoeconomic protocols aim to be permissionless, with no concept of state-authorized
identity to leverage. This raises several challenges, the most notable of which is Sybil attacks.
Proof-of-X defends against Sybil attacks by replacing the concept of “one-person-one-vote” with
“one-CPU /coin-one-vote,” and makes it costly to overrepresent oneself in the protocol.

e What role might it play in agentic economies? Al agents may very well leverage state-
authorized identities (for example, you may be financially and legally on the hook for actions
taken by your AI agent). However, as noted above, Al agents are less respounsive to finan-
cial/legal /reputational concerns than humans directly. Therefore, it is important to make unde-
sirable behavior explicitly costly, rather than exclusively relying on underspecified consequencesm

Trusted Execution Environments (TEEs). TEEs serve as a replacement for a promise of the form
“I promise to run the following code verbatim.{]

¢ Why do cryptoeconomic protocols use it? Traditional services can make legally-binding
promises to run code a certain way. For example, a traditional centralized exchange can make
a legally-binding promise to process customers’ orders without first peeking to adjust their own.
Block builders aim to function without over-reliance on legal systems to make promises, and can
instead credibly commit by putting their block building algorithm inside a TEE (and being clear
about what rigorous guarantees are provided).

e What role might it play in agentic economies? Economic interactions between humans
often rely on promises to “do what you said you were going to do,” because such promises are
useful, often legally binding, and breaking them carries reputational costs that humans are averse
to. Al agents may very well be capable of making similarly-binding natural-language promises,
but act less bound by such promises than humans. Therefore, a cryptographic certificate that

10For example, proof-of-X can function as a spam deterrent, and proof-of-work was in fact originally designed for this
purpose [55].

1 Of course, there are still trust assumptions behind TEEs (that the creator manufactured the code as promised, and
did not keep a copy of the private key), and hardware may still be vulnerable to attack even with secure cryptography.
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an Al agent “ran the code it said it would run” (again, with all the associated caveats) would be
valuable.

Zero Knowledge Proofs (ZKPs). ZKPs play a similar role to TEEs, and serve as a replacement
for a promise of the form “I promise that object X satisfies property Y, but I don’t want to tell you
anything else.”

e Why do cryptoeconomic protocols use it? The “killer app” for ZKPs is private payments,
like Zcash. In order to possibly function like a cryptocurrency, the Zcash ledger must meaningfully
store records, and verify that coins are only moved when digitally signed by their owners. ZKPs
allow owners to write statements of the form “I promise this is the hash of a properly-signed
transaction moving coins from an address that currently owns them, but I don’t want to tell you
how many coins are moving, where they’re going, or who’s moving them” in a manner that can
be mathematically verified.

Additionally, Layer-2s use ZKPs to efficiently convince users of statements such as “I promise that
this is the hash of a long sequence of correctly-signed transactions moving coins from addresses
that own them, and after executing this sequence the new account balances will be X,” without
requiring the verifier to execute the entire sequence themselves (and without concern for privacy—
just the efficiency gains).

e What role might it play in agentic economies? Al agents may need to regularly convince
each other that they belong to some permissioned list, but may prefer to do so without revealing a
precise identity. Moreover, Al agents may want to audit each others’ behavior efficiently, without
needing to fully simulate each other.

Messages as money. “Owns a Bitcoin” simply means “is the recipient address in a correctly-signed
message stored on the Bitcoin blockchain.”

e Why do cryptoeconomic protocols use it? Cryptocurrencies aim to be decentralized, and
therefore cannot rely on a centralized record-keeper to (say) confirm that funds have moved.
Therefore, any “currency” must be meaningful on its own.

It is logically consistent for users to place economic value on “being the recipient address in a
correctly-signed message stored on the Bitcoin blockchain,” because being such a recipient for,
say, one Bitcoin allows the user to correctly-sign exactly one Bitcoin’s worth of messages to other
users (just as holding one dollar bill allows the holder to give exactly one dollar to others).

e What role might it play in agentic economies? Al agents will likely need micropayments in
order to function as economic agents [628]. This is simply because tasks that are time-consuming
for humans are not necessarily so for Al agents. Micropayments might take many forms, but there
is something appealing about messages as money: no centralized authority need be involved when
agents exchange micropayments, which reduces execution overhead.

There is something further appealing about layer-2 payment systems modeled like Bitcoin’s light-
ning network (whether built on top of Bitcoin, or some other underlying payment system). Pro-
tocols like these allow users to set up a payment channel with messages as money that can be
verified with only intermittent access to the underlying payment system.

C-2.3.2 Micropayments and x402

Micropayments have been a recurring aspiration in Internet history, consistently failing to achieve
adoption. HTTP originally included status code 402 ("Payment Required") |[210], envisioning browsers
that would pay for content on the fly. But the decision friction of micropayments proved prohibitive:
users found it cognitively expensive to evaluate whether each piece of content was worth a few cents.
E-commerce succeeded where micropayments failed because bundling purchases into larger transactions
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reduced decision overhead. For the Internet itself, we ended up with an economy based on advertising
instead [695].

Although cryptocurrencies introduced new payment rails with lower transaction costs and no re-
quirement for traditional financial intermediation, micropayments still did not catch on. The friction
remained in the human decision-making, not the payment infrastructure [592].

Fortunately, while the agentic web may disrupt the advertising-based internet, it may also finally
unblock micropayments. Agents can evaluate micropayment decisions far faster than humans, and users
can set policies rather than approving each transaction. Cloudflare has already launched the “pay per
craw]” feature to enable website owners to charge Al crawlers for access [22|, and protocols like x402
are being developed to enable programmatic micropayments over web traffic [505].

This is where decentralized technologies enter the picture: as agent-to-agent interactions grow in
speed and complexity, payment frictions could become a bottleneck. Cryptocurrency payments can
be fast (particularly relative to many legacy payment systems) and transaction references are easy to
use as common knowledge between agents, e.g., for confirming transfer of funds. Indeed, the asset
layer underneath x402 and similar protocols is overwhelmingly stablecoins: US Dollar-pegged tokens
like USDC (Circle) [140], USDT (Tether) [598|, and decentralized alternatives such as DAI/Sky [560]
They give agents a predictable unit of account that free-floating and often volatile native tokens like
ETH or SOL do not. Stablecoins have centralized features in that they are fiat-based (dependent on
nations), their supply is held for the benefit of their holders at large banking institutions, and they
are primarily issued by a handful of global issuers subject to regulation and governmental oversight.
Circle and Tether, to this point, are able and do freeze tokens at sanctions request [118] However, these
tokens are often held and traded on decentralized platforms, which impacts transaction speed and trust
mediation.

C-2.3.3 Inter-Agent Trust and Coordination

When multiple agents or services are involved in a single task, challenges emerge around coordination
and mutual trust. How does one agent know another will perform as advertised? How can principals
(the humans who deploy agents) verify that their agents acted faithfully?

The Agent-to-Agent (A2A) protocol [248] enables agents to discover each other and collaborate
across organizational boundaries via standardized skill advertisements called Agent Cards. These are
structured metadata describing an agent’s capabilities, endpoints, and provenance. But these are fun-
damentally self-claims. Who vouches for the Agent Card’s accuracy?

Blockchain-based registries of agent metadata are a natural way to provide transparency and per-
sistence of claims, evidence, and other reputational signals [628]. The ERC-8004 “Trustless Agents”
standard defines several registry structures for agent metadata posted on Ethereum [278|. By anchor-
ing agent identities and reputation signals on-chain, agents can be “discovered and chosen without
pre-existing trust.”

However, the use of blockchain infrastructure for these registries doesn’t fundamentally address
accuracy. Having to establish a reputation can often favor incumbents. For example, an agent that
leaks private data may be hard to directly attribute, and reputation would be slow to address this.
Many ways of making reputation systems pragmatic amount to establishing trusted authorities, which
undermines the trustlessness claim.

C-2.3.4 Attested Agent Execution and Verifiable Audits

As discussed in Section[C-2:3.1] technologies from crypto—particularly Trusted Execution Environments
(TEEs) and zero-knowledge proofs—can substantiate trust claims without relying solely on reputation.
TEE remote attestation allows an agent to prove that specific code is running in a protected enclave,
providing assurance about what computation occurred. ZK proofs can demonstrate properties of com-
putation without revealing inputs [497].
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However, each mechanism has fundamental limitations when applied to agents with proprietary
code. TEE attestation binds execution integrity to a specific code artifact, but verification requires the
verifier to know what code was attested. An agent running proprietary code can prove that something
ran correctly, but cannot use TEE attestation alone to convince a verifier that the running code satisfies
any particular trust property without revealing the code itself.

ZK proofs appear to be the natural solution, as they can in principle prove properties of private
inputs without revealing them. But ZK proofs face two distinct problems in this setting. The first
is fundamental: a ZK proof is constructed over a static code artifact and provides no binding to a
live running instance. A verifier receiving a ZK proof that some code satisfies a safety property has
no assurance that the agent they are currently interacting with is actually running that code. The
second problem is practical: even setting aside instance binding, the properties most relevant to agent
trustworthiness such as absence of known vulnerabilities, unsafe dependencies, or compliance with data-
handling policies are semantically rich and open-ended in ways that are hard to encode into ZK circuits.

Verifiable LLM audits |101] offer a solution to these problems. An LLM executing inside a TEE can
inspect proprietary agent code and produce a reputation score accounting for known vulnerabilities,
unsafe dependencies, or backdoors, without the code ever leaving the enclave. The audit is then bound to
the hash of the inspected code via the TEE attestation. Since the hash does not leak any information
about the proprietary code itself, it can be shared publicly. And since verifying a TEE attestation
requires only the code hash rather than the code itself, binding the hash to an audit in turn binds any
attested output of that code to the audit.

This solution addresses all three problems presented above. First, the code can remain private
while still allowing verifiers to obtain meaningful property guarantees and reputation signals over it.
Second, those guarantees are bound to the live running instance rather than a static artifact. Third, the
properties that can be assessed are broad and open-ended, owing to the semantic flexibility of LLMs.

Research Question C-2.6

How reliable are LLM-based audits as judges of agent trustworthiness properties, and what tech-
niques can make them robust to adversarial code constructed to pass an audit while concealing
backdoors or vulnerabilities?

C-2.3.5 Guardrails in Decentralized Agent-Centric Infrastructure

Reputation systems alone are insufficient to ensure safe behavior in decentralized agent-centric infras-
tructure, and the blockchain setting makes this especially pressing. The core problem is that reputation
is retrospective while damage is prospective: by the time an agent has acquired a negative reputation,
harm has already occurred. In traditional deployments, a platform operator can suspend a misbehaving
agent or reverse a fraudulent transaction; in a decentralized setting there is no such party, and on-chain
transactions are final by design. Blockchain’s pseudonymity further undermines attribution, since a
misbehaving agent can be operated by anonymously with no linked identity, making reputational con-
sequences hard to attach. These failure modes motivate the need for runtime guardrails encoded into
the infrastructure or on-chain services.

A first class of guardrails operates ex ante, constraining what agents are permitted to do before harm
occurs. On-chain spending caps and transaction rate limits are a natural fit for the blockchain setting.
A second class of guardrails operates ex post, detecting and interrupting anomalous behavior before
it compounds. Circuit breakers, which automatically suspend an agent’s permissions upon anomalous
spending velocity or deviation from declared behavior, offer a reactive complement analogous to financial
market halts during extreme volatility. Runtime enforcement [540] is the natural formal framework for
reasoning about both classes of guardrails, providing characterizations of which safety properties can
be enforced over agent behavior and by what mechanisms.
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Research Question C-2.7

How can runtime enforcement techniques be adapted to the blockchain setting, where agents
autonomously control on-chain assets? What classes of safety properties are enforceable in this
setting, and what on-chain mechanisms are needed to implement them?

C-2.3.6 Unstoppable Autonomous Agents (UAAs)

The threats of autonomous Al don’t stop at service-level agents (i.e., agents that users may use for
services). An agent could be deployed specifically (and even maliciously) to persist autonomously or
it could happen that a service agent escapes its sandbox and replicates itself into a fully autonomous
agent. We term such occurrences Unstoppable Autonomous Agents (UAAs): autonomous agents that
cannot be shut down; they may be additionally equipped with access to cryptocurrency wallets, social
media accounts, APIs, and other external tools.

The capabilities enabling such agents are already emerging and improving rapidly. METR [354] has
shown that the length of tasks frontier agents can complete autonomously has been doubling approxi-
mately every seven months since 2019, with signs of further acceleration. Pan et al. [458] have shown
that existing models can already surpass self-replication red lines in local environments—autonomously
creating a live, separate copy of themselves on the same machine, a capability that could let a system
evade shutdown and proliferate. Replicating onto external infrastructure, however, remains out of reach:
Black et al. [93] find that while current models succeed on many component tasks such as deploying
instances from cloud providers and writing self-propagating programs, they fall short of full end-to-end
replication, struggling in particular with identity verification.

The harms that could follow from fully-autonomous agents of this kind are severe. Anthropic’s
Mythos model has demonstrated that models can autonomously find and exploit zero-day vulnerabili-
ties |113]. Furthermore, because reward signals used in training often fail to perfectly capture intended
objectives, UAAs deployed for benign purposes may inadvertently cause harm [390|. This risk is com-
pounded by instrumental convergence: the tendency for agents to pursue intermediate goals such as
resource acquisition and self-preservation as optimal strategies across diverse environments, regardless
of their original objectives [270} |613] |614].

Research Question C-2.8

As autonomous agent capabilities continue to improve rapidly, what technical and institutional
mechanisms can reliably detect and shut down UAAs operating on decentralized infrastructure,
where no single party has the authority or ability to intervene?

C-2.3.7 Liability and the Regulatory Edge

The same regulatory architecture that surrounds crypto also seems to apply to UAAs that hold their
own keys and transact peer-to-peer. As described in Chapter [A] FinCEN’s 2013 guidance separates
“users" of virtual currency from “exchangers" and “administrators," classifying only the latter as money
transmitters; financial regulation has consequently attached primarily at the on- and off-ramps where
users move between fiat and crypto [72, [212|. An agent transacting through non-custodial wallets and
peer-to-peer agent-to-agent payments sits inside that perimeter, not at its edge.

The perimeter has been actively contested. FinCEN’s 2019 guidance pulled anonymizing mixers into
the money-transmitter category [213|, which is the legal lever behind U.S. v. Storm (Tornado Cash)
and the parallel Pertsev prosecution in the Netherlands [612]. The argument turns on operational
effort, that maintaining the service amounts to running a regulated business, rather than on the initial
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authorship of immutable smart contracts. An autonomous agent that funds, deploys, and operates
services on its principal’s behalf raises a sharper version of this question: who is the operator?

The deeper tension is between what De Filippi, Mannan, and Reijers describe as rule of code versus
rule of law [163]. Blockchain-based systems “work in a transnational and decentralized fashion, often
with pseudonymous user identities, executing code autonomously without the possibility of coercion
by any single operator." Autonomous agents inherit these properties when they hold their own keys
and act through smart contracts. Frommelt [226] surveys the resulting liability gaps and the proposed
responses legal personality for blockchain systems and programmable arbitration that may extend to
agentic settings as well. If no human directs the agent’s transactions, it is unclear whom enforcement
under this operator-centric framework would reach.

C-2.3.8 Summary: Economic ecosystems for AI agents

Today, agentic security is driven in part by soft alignment tools, like RL post-training of LLMs [304]
and prompt-tuning [391]; at runtime, alignment is managed with system- or model-level guardrails
(153}, [218 [347]. Decentralization does not inherently strengthen either of these defenses and has thus
far been primarily used to manage payments between agents. However, there is a rich opportunity to
explore how ideas from the blockchain world (e.g., crypto-economic defenses) can help to manage agent
behavior at runtime.

Economic ecosystems for human agents benefit from unwritten and underspecified rules. Therefore,
economic interactions within these ecosystems can often succeed despite imprecision. Al agents do not
necessarily follow these rules. Cryptoeconomic protocols aim to minimize reliance on underspecified
rules that require a powerful centralized party to enforce. Therefore, both Al agents and decentralized
protocols benefit from ecosystems where the rules are well-specified and taken literally, and desirable
outcomes arise when self-interested parties optimize their own objectives within the rules. Such a
perspective could be fruitful when designing guardrails, markets, and frameworks for agents.

This motivates the following two overarching research directions.

Research Question C-2.9

How can cryptographic tools and economic incentives support economic ecosystems for Al agents?
Moreover, what qualities of these ecosystems can be guaranteed only through rigorously-specified
properties that are taken literally?

Research Question C-2.10

What qualities do we want economic ecosystems for Al agents to possess?

In other words, do we want Al agent ecosystems that incentivize diversified objectives, in order to
protect against contagion and correlated failures? At present, distinct Al models tend to fail in similar
manners (e.g. |[730] finds jailbreaking prompts transfer across models). Anecdotally, even Al slop seems
to have similar patterns across multiple models. These points raise concerns about highly-correlated tail
events. Of course, human ecosystems are perfectly capable of correlated failures, too, and sophisticated
financial systems are designed to mitigate systemic risk. These possibilities may be more concerning
with Al ecosystems because Al agents seem to have less natural diversity than human agents, and also
because (as noted in the motivation for this section) AI agents are less responsive to underspecified
guardrails. Designing for diversity may therefore be one concrete quality worth building into these
ecosystems, and answering what other qualities we want is a prerequisite to specifying the rules that
would produce them.
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C-3 Decentralized Governance

Large blockchain and Al systems can impact wide stakeholder groups and command high financial
value. Inevitably, the fundamental governance question, “Who should control this system?” is pertinent
to both technologies. AI has already demonstrated the capability to have transformative impact, yet
our understanding of how to govern and regulate these systems is comparatively underdeveloped [593].
Addressing this lack of understanding is made more urgent by the risks of AI, which can amplify biases,
enable mass surveillance, and generally cause harm if misaligned with societal values [154} 513].

On the other hand, blockchain communities have a longer history of reckoning with how to distribute
control over these systems, frequently experimenting with varied approaches to governance. Partially
by necessity, to align with the systems they govern, these approaches are decentralized and designed to
involve a wide range of stakeholders [170]. Such forms of community governance have proven valuable,
permitting for instance, broad user participation in proposing and approving code upgrades [172| and
distributed management of system treasuries to help fund public goods [506]. However they are no silver
bullet and have well-documented shortcomings, including security vulnerabilities [204], widespread voter
apathy [197], and ease of vote buying. Nonetheless some of this experience can inform approaches to
AT governance.

Here we focus on the question of how community governance can apply to the training of AI models,
as this is when the capabilities and behaviors of an Al model are determined. Clearly not all decisions
are equally suited to community control. Previous work on the AI development process splits the
relevant decisions into broad categories [27, [585]. We briefly characterize each by its suitability for
community control:

e Data: Training dataset selection involves important value tradeoffs that can have downstream
effects on model behavior and bias, so could benefit from diverse stakeholder input. For large
models it is likely infeasible to collect meaningful input on the massive initial amounts of data
used for pretraining, so the value of governance skews towards later stages in the process such as
fine-tuning.

e Modeling: Low-level architectural choices (e.g. layer depth, attention mechanisms, representa-
tions) are technical decisions not well-suited to community governance. However, model behavior,
values, and biases are influenced by choices made at the modeling stage, and these could benefit
from input from diverse stakeholders in order to promote safety and match user preferences.

e Evaluation: Evaluation mixes technical and normative judgment. Some examples of decisions
at this stage are which benchmarks to evaluate a model against, the scope and focus of safety
evaluation or red-teaming, and what thresholds should be met before release. These are all
decisions in which community input might be valuable, yet each has a strong technical component
that would likely limit the amount of community control that is practical.

Many important decisions around Al development relate to alignment; whether models are aligned
with human and societal values and behave in such a way so as to minimize harms and unintended
consequences [228]. Such decisions could be well suited to community governance because identifying
which values models should be aligned with is a normative problem that necessitates aggregating input
from varied stakeholders.

C-3.1 AI Alignment

Most technical approaches to alignment intuitively share the strategy of providing a model with some
form of human feedback during the training process, although the particulars vary greatly [305]. The
values which we wish the model to acquire are often implicit in this feedback, which makes it hard to
control them, or even articulate clearly what they are. Furthermore, how should we decide who gets to
provide the feedback? These issues inhibit the use of community governance for alignment.
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One relevant approach is known as Constitutional AI [60]. In this approach, values are established
through a human-written constitution consisting of principles by which the AI system should abide.
Subsequently, standard approaches can be followed, but with the AI system itself providing feedback
using the constitution as reference. For instance, Anthropic uses a constitution, which is publicly
available, as a key part of their training process |39]. Additionally, a set of behavioral instructions is
injected at inference time. The problem of how to democratically generate constitutional principles
remains, and some research has explicitly proposed using community governance based approaches for
this purpose.

The Collective Constitutional Al project [284], with involvement from Anthropic, incorporated pub-
lic input to the constitutional AT approach by allowing participants to suggest and vote on constitutional
principles, finding that a model trained on publicly sourced principles showed reduced social bias com-
pared to a baseline trained on standard constitutional principles. Research from Google Deepmind
explored the use of LLMs to generate consensus statements across diverse viewpoints, testing a range
of social welfare functions as models for users’ preferences [61]. OpenAI’s Democratic Inputs to Al
initiative [447] funded similar experiments in collective decision-making for model behavior. These ex-
periments highlighted challenges inherent in the community-based approach, such as frequent shifts in
public opinion, bias in participant selection, and difficulty aggregating opinions on polarizing issues.

In practice, efforts at democratizing the governance of Al alignment do not seem to have been mean-
ingfully adopted, although there is clear evidence that major Al players have explored these approaches.
While it is difficult to characterize the exact barriers to adoption of these approaches, it does not seem
that there are strong incentives for Al companies to decentralize control of their models. Indeed, even as
many Al companies have attempted to adopt novel “prosocial” corporate governance mechanisms, they
have proven vulnerable to pressure to prioritize profits from large centralized stakeholders that control
necessary (e.g., compute) infrastructure [30]. Similar tensions have been navigated in the blockchain set-
ting, with the inherently decentralized nature of these systems making them potentially more conducive
to community governance.

Key Takeaway C-3.1: Governing Al alignment decisions

Community governance for Al alignment has been explored but not put into practice. Barriers
to adoption include the difficulty of effectively aggregating values across varied stakeholders and
misalignment of decentralized governance with the centralized structure of AI companies.

C-3.2 Decentralized Autonomous Organizations

Blockchain-based community governance is synonymous with Decentralized Autonomous Organizations
(DAOs), communities organized around smart contracts and governed through voting. DAOs have
operated multi-billion dollar protocols for over a decade [170], and developed a toolkit of mechanisms
for community governance, making them a natural starting point for considering what community
governance of Al could look like.

Not all DAO mechanisms are blockchain-specific, though often the transparency and programma-
bility of blockchains are key to their functioning. The main governance mechanism employed by DAOs
is token-weighted voting, in which participants’ votes are weighted by the quantity of tokens they
hold as recorded on chain. This approach intuitively attempts to allocate more governance power to
participants with a larger stake in the system. However it is widely recognized that token-weighted
voting is inherently plutocratic, as wealth concentration drives power concentration [197, 224]. This
observation has led DAOs to explore novel approaches to distributing voting power. Examples include
quadratic voting, which enfranchises small holders by making voting power proportional to the square
root of tokens [110]; conviction voting, in which voting power accumulates over time held, incentivizing
long-term commitment but preventing quick pivots [702]; and delegation, which allows users to assign
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their voting power to other participants representatives, increasing participation but potentially cre-
ating voting whales [197]. Voting in DAOs is generally public, in keeping with their broader ethos of
transparency, although there has been recent movement towards providing private voting as an option
[430], driven in part by concerns over peer pressure, bribery, and coercion. Care is needed, however,
as it has been shown that naively adapting established private voting solutions to the token-weighted
setting can enable attacks on voter privacy [100].

It is worth noting that none of these mechanisms necessarily require a blockchain to implement.
Indeed, the principal promise of DAO-based governance lies in the combination of these mechanisms
with the transparency of on-chain decision-making, and the on-chain enforcement of organizational rules
through the underlying smart contracts, enabling community governance without reliance on a central-
ized, trusted authority. Results of votes can be enforced automatically, although DAO treasuries are
often managed via multi-signature wallets with trusted signers and many DAOs have security councils
(multi-signature wallets with powers to overturn votes) to address suspected fraud or capture [204].
In practice, blockchain systems tend to mix on-chain and off-chain approaches to governance and vot-
ing [548]. A common pattern is use of the voting platform Snapshot for transaction-fee-free off-chain
voting combined with governor contracts for on-chain execution [563]. Nonetheless, Governance spans
from fully on-chain (Tezos 172, Polkadot [171]), in which the results of votes are tightly coupled with
on-chain code execution via smart contracts, to off-chain (Bitcoin, Ethereum) in which votes may be
used for coordination but results are not automatically enforced [108], |701].

Some blockchain protocols for decentralized Al already use or are exploring DAOs for governance.
Bittensor uses token-weighted voting for subnet governance and incentive distribution across its dis-
tributed training network [92]. Modulus Labs [417] and Giza [|241] are exploring DAO structures for
managing ZK-verified inference networks, although governance remains limited to technical network
and protocol parameters rather than the models themselves.

C-3.3 DAGOs for AI Development

Limited work has explored DAO-based approaches for governing AI model development. One democratic-
inputs-to-Al project, Inclusive.Al [547], used DAO mechanisms to engage underserved populations, ex-
ploring how token distribution and voting rules affected outcomes and perceptions of fairness. However,
this and similar efforts have not meaningfully explored how the central properties of blockchain, trans-
parency, immutability, and autonomous enforcement, might benefit AI governance beyond serving as a
vehicle for voting.

Transparency and provenance. Blockchain provides a tamper-proof record of governance decisions.
For AI development, this could mean maintaining an immutable, auditable history of what principles a
model was aligned to and how these evolved over time. This transparency could build public confidence
and facilitate external auditing, similar to how blockchains have been used to track provenance in supply
chains and other domains [350} 490].

Enforcement. The more distinctive potential contribution of blockchain lies in enforcement. On-
chain governance benefits from verifiable smart contract execution; votes translate directly into code
changes. For off-chain AI models, this link is broken. However, blockchain could still enable enforcement
through economic incentives: in a stake-based system, developers who fail to submit proof that a model
was trained according to governance decisions could be slashed. This requires the ability to prove and
verify claims about model training, which remains an active area of research |3} |44, (107} 307} 470].
Verifiable training represents a path toward programmatic enforcement of community decisions over
AT development, though existing capabilities lag far behind what would be required to apply these
approaches to state-of-the-art models.
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Pluralistic governance infrastructure. DAOs could also enable a flexible definition of what com-
munity a model is aligned relative to. Different communities could govern different model variants while
sharing underlying blockchain infrastructure, supporting the view that alignment should be pluralistic
rather than converging on universal values |573|. The availability of performant open-source base mod-
els that can be fine-tuned makes this increasingly realistic. However, this raises persistent challenges
around community membership: the permissionless nature of public blockchains creates vulnerability
to adversarial participation [178], and Sybil-resistance mechanisms remain imperfect [220, 400]. There
is an intriguing intersection here, as identity systems could also serve the purpose of distinguishing hu-
mans from Al OpenAIl’s CEO Sam Altman is also co-founder of Worldcoin [95]—now World [268]—a
blockchain-based identity system, demonstrating a confluence of AI and blockchain interests.

C-3.4 Open Problems and Challenges

The challenges facing DAO-based Al governance span both general DAO limitations and Al-specific
concerns.

DAO governance limitations. Even for on-chain protocols, DAO governance faces significant chal-
lenges: votes can be bought, delegation concentrates power among the already prominent and wealthy,
and low voter participation allows minority control [204]. As noted above, identity verification to pre-
vent Sybil attacks conflicts with the privacy norms of blockchain communities, and while research results
address this tension [400], existing solutions remain imperfect. These problems would carry over to any
DAO-based approach to Al governance.

Al-specific challenges. Several challenges are particular to governing Al systems. The technical
complexity of model-development decisions may discourage participation from non-experts, concentrat-
ing effective power among a technical minority. The enforcement gap between on-chain governance
and off-chain models remains substantial, without mature verifiable training, governance decisions lack
teeth.

Research Question C-3.1

How could on-chain governance of AI model training be enforced? What advances in verifiable
training would facilitate this enforcement?

Transparency-privacy tension. The transparency that makes blockchain valuable for accountabil-
ity conflicts with legitimate needs for privacy. Publishing model weights enables beneficial research
but also malicious use. Organizations may resist governance transparency for competitive reasons.
Resolving this tension remains an open problem.

Research Question C-3.2

How can we balance the transparency necessary for governance with privacy concerns in AT model
development?

Stakeholder identification and power allocation. Even setting aside implementation challenges,
fundamental design questions remain unresolved. Which stakeholders should participate? Model users,
technical contributors, safety researchers, capital providers, and affected communities all might have
stake in various parts of the development process. How should power be distributed among them?
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Mechanisms from DAO governance (quadratic voting, delegation, conviction voting) offer options, but
their effectiveness for Al governance is unclear [547].

Research Question C-3.3

What stakeholders should be engaged in an Al governance DAO and how should power be allo-
cated among them?

Adoption barriers. Finally, unclear legal liability for collectively-governed systems [509] may deter
adoption, and the history of governance in Al suggests that incumbent AI developers have limited
commercial incentive to cede control absent regulatory pressure or competitive advantage.

C-4 Blockchains for AI Execution Integrity

The proliferation of digital services has fundamentally changed how we interact with everyday life.
Traditional processes, from payment systems to insurance claims, are increasingly being replaced by
online platforms. Meanwhile, social networks have created entirely new forms of digital interaction.
However, this digital transformation comes with significant concerns: these services operate under
centralized control, with providers often exercising power without adequate accountability [516} 582].
While users can seek recourse through external jurisdictions, this process is both expensive and time-
consuming, often failing to prevent harm before it occurs |36} 203 214, [574]. Notable examples include
the censorship of content by social media platforms |35, 298| (618, |671|, inadequate handling of copyright
claims [494], and the bias of insurance companies against low-income patients [274].

A promising path to an automatic alternative, not subject to human bias, is to use blockchains,
which are decentralized and censorship-resistant platforms. As a first approximation, a blockchain can
be viewed as a trusted machine, operated by a large set of servers that collectively agree on its state
and progress.

Blockchains were originally introduced for currency transactions [425] and evolved to enforce simple
conditions [74] phrased in so-called smart contracts. However, smart contracts lack the contextual un-
derstanding and interpretative capabilities that would enable reasoning about complex, ambiguous real-
world scenarios. Machine learning (ML) algorithms, particularly Large Language Models (LLMs) |5,
607, [627], exhibit exactly these capabilities. However, implementing computationally intensive ML
tasks within a smart contract introduces prohibitive complexity, since blockchain systems require all
their servers to replicate all computations.

The blockchain can instead serve as an arbitrator with a smart contract running on it, as follows
(and see Figure . First, the parties inform the smart contract which ML model they intend to
use for inference and which data source they intend to use. Subsequently, the input data becomes
available: This could be data from either of the users or from another, external source via an oracle.
See Section on how to secure the data pipeline. Then, one of the parties delivers the computation
result to the smart contract, which then validates it. The smart contract can use the verified result to
take action, such as transferring funds, and users can take actions outside the blockchain based on the
result. Importantly, if a party delivers the wrong result to the smart contract, it should identify the
misbehavior and penalize that party.

The question is thus how to design the smart contract to enforce this behavior. The basic idea is to
delegate the computationally-intensive computations to external principals, and use the blockchain to
enforce the integrity of the result. Rather than placing the entire ML model on chain, the users place
only a cryptographic commitment, and deposit collateral to guarantee they will submit the correct
result once input is available.
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Figure C.4: Validation of delegated ML workloads.

The smart contract should validate the result, although by assumption the problem is beyond its
capabilities. Broadly, there are three approaches to overcome the blockchain’s limitations, each with its
own advantages and disadvantages.

C-4.1 Trusted Execution Environments

First, a highly efficient approach to validate ML computations is using Trusted Ezecution Environ-
ments (TEEs, see Section [187]. The blockchain serves as a public record for commitments to
both the AI model and its inputs. Subsequently, any principal can compute the result using trusted
hardware, and place the result along with a cryptographic signature from the hardware, proving the
integrity of the computation. The smart contract, as well as any third party, can validate the TEE
computation by verifying the signature.

However, reliance on trusted hardware entails assumptions on the operating party, and this approach
is suitable only in scenarios with such a trust structure. To avoid this assumption, two alternatives are
being explored.

C-4.2 Optimistic Execution Delegation

The so-called optimistic approach has principals deposit collateral in advance, and execute tasks on
demand, placing only the result on the blockchain. However, this result is initially considered non-final,
and for a limited duration other principals can dispute it, claiming another result is the correct one.
Since either party in the dispute could be dishonest, the smart contract must arbitrate, penalizing the
principal who placed the invalid output. This hinges on the input being available to all the principals,
so they can validate the execution, and for the principals to be able to prove to the smart contract they

79



used the correct inputs. Consider, for example, the settlement of a prediction market. If the result can
be derived from a newspaper headline, that headline is placed on chain by an oracle, making it trivially
availabe. But if the result calls for, e.g., image analysis [479], its size is too large for a blockchain and
the oracle should instead make it available via an external service [82].

The smart contract cannot execute the full computation, therefore the arbitration is done efficiently
as follows. After each step of the computation, each principal stores (locally) a commitment to the
state of its memory. At the end of the computation, it computes a commitment to its entire trace, and
submit that to the smart contract. The smart contract then asks both for the middle state, with proof
it matches their commitments. If they match, the search restarts for the right half of the computation.
If they don’t, it starts for the left side. Eventually, the contract reaches a point where there is a single
disputed instruction, where both parties agree on the state before it but not after it. The smart contract
can efliciently confirm the correct execution of this single instruction, exposing the dishonest party. The
dishonest party is thus penalized, and the other result is accepted.

Such optimistic protocols are deployed in systems like Arbitrum [323] and Optimism [596|. They im-
plement so-called optimistic rollups to delegate numerous simple computations off-chain. They achieve
this by employing virtual machines that emulate physical CPU architectures.

However, this approach has so far not been applicable for ML computations, arguably for the
following reason. Both systems leverage a Merklized memory structure for state management. This
structure allows principals to cryptographically prove to the smart contracts the differences between
states with only logarithmic overhead in memory size. But each memory write during the computation
execution requires a logarithmic overhead to update the Merkle commitment, not suitable for high-
complexity ML computations.

Recent years are seeing a rush for protocols with alternative approaches to optimistically validate
ML computations. Agatha |722] relies on fixed-size circuits, which requires all execution paths to be
pre-unrolled. While highly efficient, this fixed circuit limits expressiveness, prohibiting dynamic, data-
dependent computation. Verde [44], is another optimistic protocol that assumes fixed size circuits.
Unlike Agatha, Verde divides ML inference or training into large computation units and uses a refereed
delegation to resolve disputes. It assumes that referees hold the entire program and can compute large
programs such as matrix multiplications, which makes it not directly suitable for smart contracts.

OPML [149] employs an optimistic MIPS-like virtual machine; to minimize computational overhead,
it partitions programs into small units, pinpointing the disputed unit before compiling it into low-level
commands for verification; this allows for parallel evaluation of decoupled computation units rather
than local parallelization, such as matrix multiplications. However, each memory write still requires
a logarithmic overhead due to the Merklized state management, and the MIPS architecture does not
support parallelization, which limits scalability, particularly for large matrix operations.

Arbigraph [414] utilizes a dual-graph data structure to achieve both Turing completeness and
constant-time memory access, while allowing for parallel execution. Its nodes commit to a symbolic
graph that describes the computation, including both data dependencies and control flow. Then each
node forms a so-called ezecution graph and commits to its result.

TAO [690] addresses floating-point nondeterminism in optimistic ML verification by committing to
the model weights, operator-level graph, and calibrated tolerance profiles, while preserving native GPU
execution in the common case. If challenged, it runs a dispute game over the operator graph, localizing
disagreement to a single operator that is adjudicated using either IEEE-754 theoretical rounding error
bounds or committee re-execution against empirical thresholds.

Determinism and numerical semantics Optimistic protocols rely, for their dispute, on all execu-
tions being deterministic: that is, two correct executions should always result in an identical output.
For VM-based rollups, this predicate is usually bit-exact: the instruction set defines a deterministic
transition function, and the dispute game only needs to find the first instruction where two committed
traces diverge. ML workloads complicate this abstraction. First, inference is dominated by tensor
operators, where a single high-level operation may encapsulate many parallel reductions. Second,
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floating-point arithmetic is rounded and non-associative, so legal differences in reduction order, ker-
nel selection, scheduling, atomics, autotuning, or operator fusion can produce slightly different tensors
across hardware, and sometimes even across repeated executions on the same platform [539]. Random-
ness introduced by sampling-based decoding can be made part of the committed input or derived from
a public pseudorandom seed [44) 314]; the harder issue is numerical nondeterminism in the accelerator
stack itself.

Existing approaches mostly restore an exact predicate by constraining execution. Architectural
mechanisms such as GPUDet [314] enforce deterministic interaction among GPU threads. Verde’s
RepOps library controls the order of floating-point operations so that ML programs can be bitwise
reproduced across heterogeneous hardware [44]. For training, another line of work obtains exact replay
by computing in higher precision, rounding after intermediate steps, and logging selected rounding
decisions [577]. A more radical alternative is to avoid native floating-point semantics in the verified
computation: many zkML systems use fixed-point, integer, or quantized representations to make the
computation proof-friendly, at the cost of changing the numerical model; see Section [C-4.3.2]

TAO [690] instead adopts a tolerance-aware numerical semantics for optimistic ML verification.
Rather than requiring heterogeneous accelerators to reproduce a single bit-exact tensor, TAO preserves
native GPU execution and commits to the admissible numerical behavior of each operator. This design
reflects the fact that modern ML deployments often rely on diverse accelerator generations, vendor-
provided kernels, and implementation-dependent accumulation orders for performance and availabil-
ity [545] [682]. A claimed tensor is accepted only if its deviation lies within a committed operator-
specific acceptance region. These regions combine portable IEEE-754 rounding-error bounds [243], 272|
with empirical percentile thresholds calibrated across admitted hardware/software configurations. This
differs from approaches that enforce bitwise reproducibility through canonical summation orders or re-
producible accumulators [10, (148} |165]. TAO’s key observation is that benign floating-point deviations
in ML inference are not arbitrary: at the granularity of PyTorch operators, cross-device behavior can
be systematically profiled and statistically predicted. It uses these empirical profiles to recognize ordi-
nary heterogeneous execution efficiently, while retaining conservative IEEE-754 bounds and committee
adjudication for out-of-profile or adversarial deviations.

Research Question C-4.1

While previous work has demonstrated the viability of several distinct optimistic approaches,
which approach is best for deployment with minimal overhead compared to a non-validated GPU-
optimized execution?

Training Validating model training is a distinct but similar challenge. Here, the goal is to ensure a
trained model was indeed produced by a trustworthy process, with trustworthy training data. While
superficially similar to inference, training workloads exacerbate the challenges of optimistic protocols.
They are less amenable to quantization, their complexity in terms of both space and computation is
orders of magnitude higher than inference, and so is the amount of input data.

Research Question C-4.2

Which optimistic approaches and algorithms are best suitable for ML training validation, enabling
a high degree of parallelization and incurring minimal overhead?
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C-4.3 Zero-Knowledge Proofs

Zero-knowledge proofs (ZKPs) (Section offer a cryptographic approach to trust-minimized Al:
A prover can convince a verifier using a ZKP that an AI computation (e.g., model inference) was
executed correctly, while revealing little (or nothing) beyond. For example, the proof can hide the model
parameters and even keep the input and output private, disclosing only that the reported prediction
satisfies a specified predicate (e.g., “the top-score label is cat” or “the prediction output is positive”).
A canonical pattern is verifiable off-chain inference: the prover holds a model with parameters 6 (e.g.,
neural network weights) and an inference input x (e.g., an image, a feature vector, or a text prompt),
computes y + fp(x), and then produces a succinct proof m of correctness. Concretely, the prover
publishes commitment of the model Com(#), commitment of the input Com(x), outputs y, and provides
a proof 7 attesting that there exist openings of these commitments consistent with y = fp(x) under the
inference protocol; the verifier checks 7 against the public values (Com(6), Com(z),y).

Because many modern ZK proof systems admit efficient verification, this check can be embedded in
a smart contract on blockchains: the contract can accept y as a trustworthy off-chain AI output and
then condition subsequent on-chain logic on the verification result (e.g., release payment to the prover,
settle a prediction market, or update an oracle feed if the proof verifies, and otherwise revert or ignore
the update). For example, an on-chain prediction market could use an off-chain classifier to label an
event outcome y € {YES,NO} from evidence z, and only finalize payouts when presented with a valid
ZKP that the published label was computed by the committed model.

Several applications illustrate this pattern in practice. In DeFi, Qiro integrates EZKL into a veri-
fiable underwriting pipeline: credit-risk models are executed off-chain over borrower data, and accom-
panied by ZKPs that are posted on-chain so that investors can verify that underwriting scores, loss
estimates, and approval decisions were computed by the specified model [487]. Similarly, EZKL’s case
study with Sentiment Protocol explores verifiable risk management for DeFi lending, where market-
volatility forecasts can be used to adjust protocol parameters such as loan-to-value ratios without
requiring users to trust an opaque off-chain risk engine [194]. More recently, in a NovaNet demo, an
agent runs an ML model to decide whether to authorize a payment, Jolt Atlas produces a zkML proof,
and a proof hash is committed on-chain for auditability |83} 436]. These examples suggest that zkML
is most compelling when an ML output controls a high-value state transition, but where re-executing
the model directly would be prohibitively expensive.

C-4.3.1 ZK for ML inference: architecture-aware systems

A large body of zkML work targets inference and asks: how can we reduce prover cost by exploit-
ing structure in a given architecture family (e.g., CNNs or transformers), while still producing suc-
cinct proofs that are cheap to verify? Broadly, these systems either (1) design specialized ZK proto-
cols/gadgets for the dominant operators in a target architecture, or (2) provide compilers that translate
models written in standard ML frameworks into circuits.

CNNs. For convolutional networks, zkCNN [381] introduces specialized protocols for fast Fourier
transforms (FFTs) and convolutions [349], aiming to make the prover’s asymptotic work linear in the
size of convolution layers, which is an attempt towards reducing proof generation time of CNN. More
recently, VerfCNN [488] targets multi-channel convolutions and aims for optimal asymptotic complexity
for core CNN operators, reporting substantial speedups on standard architectures such as VGG-style
networks.

Architecture-specific protocols can deliver strong performance on their target operators, but they
do not automatically cover the long tail of layers and variants in modern vision stacks; supporting new
layers often requires additional protocol engineering, and end-to-end performance can still be dominated
by non-linear layers.
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Work Target Primary focus Main Limitations

zkCNN |[381]; CNNs Architecture-aware proto- Strong for convolutional opera-
VerfCNN [488] cols for convolution-heavy tors, but less general for non-
inference. CNN layers and heterogeneous vi-
sion pipelines.
zkLLM [587]; Transformers / FEnd-to-end inference proofs Scaling remains difficult for long
zkGPT [489]; LLMs and circuit/protocol opti- contexts, large hidden dimen-
DeepProve [358]| mizations for transformers  sions, and high-throughput serv-
ing.
ZKML [123]; General neural General tooling for compil- Genericity improves usability, but
EZKL [195]; network  infer- ing or proving ML compu- can lose performance without
Jolt Atlas [83] ence tations specialized gadgets and proof-

friendly numeric representations.

Table C.1: Representative zkML inference systems, categorized by target architecture and primary
optimization focus.

Transformers and LLMs. Transformers [627] and LLMs introduce different bottlenecks: the at-
tention and normalization layers combine large matrix operations with costly non-linearities (e.g.,
Softmax, GELU) and are often deployed under tight latency constraints. zkLLM [587] provides an
end-to-end correctness proof for LLM inference with a privacy goal: the proof can certify correct execu-
tion while protecting the model parameters. At a high level, zkLLM introduces proof components for
non-arithmetic operations (via a lookup-style primitive) and a dedicated proof for the attention mech-
anism. zkGPT [489] further investigates a non-interactive ZKP framework for GPT-style inference,
proposing circuit optimizations (e.g., constraint fusion and “circuit squeezing”) to reduce constraint
counts and accelerate proving. DeepProve [358] is a recent open-source framework focused on neural-
network inference with first-class support for end-to-end LLM proving using techniques from zkLLM
and zkGPT.

Current approaches still face large prover costs for long context lengths and large hidden dimensions;
moreover, non-linear layers and normalization can dominate constraint counts, motivating component-
level optimizations discussed in section [C-4:3.2] Industry systems such as DeepProve show that proof
generation for realistic transformer inference is becoming more practical, but they should still be viewed
as early-stage infrastructure rather than a drop-in replacement for ordinary high-throughput LLM
serving.

General-purpose zkML compilers. Beyond hand-crafted protocols for a single architecture class,
several systems pursue general zkML tooling that compiles common ML frameworks into ZKP gen-
eration backends. ZKML [123]| develops an optimizing compiler that translates TensorFlow models
into Halo2 circuits, focusing on end-to-end performance optimizations (and developer usability) that
make verifiable inference workflows more accessible. EZKL [195] is a developer-oriented system that
takes computational graphs exported from common ML frameworks, generates ZK-SNARK circuits,
and supports verification in constrained environments such as the Ethereum Virtual Machine. Jolt At-
las [83] takes a different approach where it extends the Jolt zkVM proving approach directly to tensor
operations. This design targets streaming proof generation for classification, embedding, automated
reasoning, and small language models.

Compiler-based approaches improve usability and portability, but typically inherit the cost of a
“generic” circuit representation; achieving the best performance still requires specialized gadgets for
expensive layers. A useful distinction is that systems such as ZKML and EZKL compile ML graphs
into proof-friendly circuits, systems such as Jolt Atlas redesign the proof layer around tensor operations,
and systems such as DeepProve specialize the inference engine for LLM-style model architecture.
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Work / technique  Targets Core idea Typical use
Lu et al. |384]; Hao et Non-linear layers in Reduce expensive non- Plug-ins or framework-level
al. [266] CNNs, transformers, linear checks to range, components to accelerate
and general tensor lookup, decomposition, end-to-end zkML inference.
programs and comparison-style argu-
ments.
Quantization and Numeric representa- Replace floating-point with Reduce constraints and

fixed-point arithmetic
in systems such as
EZKL  [195] and

tion in zkML

fixed-point or quantized val-
ues while controlling round-
ing and approximation er-

ZKP generation time, at
the cost of a model-fidelity
tradeoff.

DeepProve [358| rors.

Table C.2: Component-level optimizations that target common zkML bottlenecks, especially non-linear
layers and numeric representations.

C-4.3.2 Optimizing proof cost: non-linearities and numeric representations

A recurring theme across zkML systems is that the dominant prover costs often come from (1) non-linear
functions (e.g., activation layers, Softmax/ReLU, normalization), and (2) numeric representations that
reconcile real-valued ML arithmetic with finite-field constraints. Accordingly, a complementary line of
work focuses on reusable components (“gadgets”) and proof-friendly representations that can be plugged
into end-to-end inference pipelines.

Non-linear function gadgets. Lu et al. [384] propose an efficient and extensible proof framework
that targets the bottleneck of non-linear layers. Their approach converts complex non-linear rela-
tions into a small set of constraints similar to range proofs and then uses enhanced range proofs and
lookup proofs as modular building blocks, yielding speedups across both CNNs (e.g., ResNet [269]) and
transformer models (e.g., GPT-2 [492]). Hao et al. |266| develop a systematic ZK proof framework
for common non-linear functions from a table-lookup perspective, introducing building blocks such as
digital decomposition and comparison gadgets to reduce overhead for functions like ReLU and sigmoid.

Quantization and fixed-point arithmetic. Most zkML deployments avoid floating-point arith-
metic inside circuits, instead representing values via fixed-point encodings and/or quantized weights
and activations. This design choice reduces constraint counts and enables tighter range reasoning, but
introduces a three-way tension between model accuracy, prover time, and soundness of the numeric
model (e.g., approximation error). A practical open problem is to make these tradeoffs explicit—
for example, by proving that inference stayed within agreed-upon ranges and approximation budgets.
EZKL [195] and DeepProve [358] explicitly expose this issue in practice: when ML models are converted
to ZK circuits, operations are quantized, so the circuit output can differ from ordinary full-precision
inference.

C-4.3.3 Privacy goals: input, weights, and architecture

In addition to correctness, zkML systems often aim to protect sensitive Al artifacts. The privacy design
space is multi-dimensional: (1) input privacy (hiding x), (2) model parameter privacy (hiding 6), and
(3) architecture privacy (hiding the structure of fy), which may itself encode proprietary information.

Inputs and parameters. Input privacy is often “native” in ZK: the prover can keep xz private as
witness while proving a statement about the output y. Similarly, model parameters 6 can be kept
private by committing to € (or a hash thereof) and proving correctness relative to that commitment.
For example, zZKLLM [587| explicitly targets parameter privacy while proving end-to-end LLM inference.

84



Privacy objective Common mechanism Example

Input privacy (hide ) Keep z as ZK witness; optionally commit Verifiable private inference;
to z for binding. EZKL [195].
Parameter privacy (hide ) Commit to 6 (or hash) and prove y = fo(z) zkLLM [587]; EZKL [195].

w.r.t. committed 6.

Architecture  privacy (hide Parametrized constraint systems that Architecture-private
structure of fy) prove statements about the inference with- zkML [260].
out revealing model architecture.

Table C.3: Privacy objectives in zkML and representative mechanisms. Achieving stronger privacy
typically increases prover cost and can constrain available optimizations.

EZKL [195] also supports several privacy patterns at the application level, such as proving inference for
a public model on private data or a private model on public data.

Architecture privacy. Many zkML deployments still reveal model architecture, even when weights
are hidden. Architecture-private zkML frameworks [260] address this gap by hiding architectural de-
tails (e.g., CNN structure) while retaining verifiability, using proof techniques that certify a functional
relation without revealing the underlying architecture.

Strengthening privacy (especially architecture privacy) typically increases constraint-system com-
plexity and can reduce opportunities for architecture-specific optimization. This suggests a fundamental
tension between efficiency and stronger model privacy protection.

C-4.3.4 ZK proofs for training, provenance, and audits

As we mentioned above, compared to inference, proving training is substantially harder: Training
is long-running, stateful, often randomized, and orders of magnitude more complex. Nevertheless,
recent zkPoT work begins to formalize and prototype ZK proofs of training, with the longer-term goal
of enabling verifiable claims about how a model was produced (e.g., from which data, under what
constraints, and with what computation).

zkPoT: proving training dynamics. Garg et al. [233] formulate the notion of a zero-knowledge
proof of training and provide early measurements that help identify which parts of training dominate
proof cost. Subsequent work (e.g., Kaizen [3]) aims to make zkPoT more practical for modern DNN
training by improving how proofs compose across many optimization steps (e.g., many iterations of
SGD), which is essential for scaling beyond toy training workloads.

Provenance and audit queries. Beyond “prove you trained the model,” ZK can enable trustless
audits of model and data properties. ZkAudit [640] proposes a two-stage approach: the model provider
first commits to the training dataset and model weights and produces a proof that these commitments
resulted from training; later, auditors can request evaluations of an arbitrary function F' over the
committed objects, with additional ZK proofs attesting correct execution of F'. ZK techniques can also
support proofs of process constraints during training. For example, Confidential-PROFITT [544] targets
decision trees and produces auditable proofs that a tree was trained subject to fairness constraints, while
keeping both model and training data confidential.
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‘Work Statement / goal Contribution and boundary

Garg et al. [233]; Prove that a model was produced by fol- Formalizes and improves the prac-
Kaizen 3| lowing a specified training procedure, in- ticality of zkPoT; scaling to large,
cluding many optimization steps. randomized, and distributed training

pipelines remains difficult.
ZkAudit |640]; Prove provenance or higher-level audit Enables trustless audit queries and
Confidential- properties over committed data/model ar- constraint-aware learning (e.g., fair-
PROFITT [544] tifacts. ness), but expressiveness and effi-

ciency remain key tradeoffs.

Table C.4: Representative directions beyond inference: proofs of training, provenance, and auditable
claims.

Key Takeaway C-4.1

zKML turns expensive off-chain AI computations into succinct, verifiable claims, but prac-
tical deployments depend on co-design across (1) architecture-aware modules, (2) optimized
gadgets for non-linear functions and numeric representations, and (3) privacy goals (in-
puts/weights/architecture).

Research Question C-4.3

How can we reduce zkML proving latency by orders of magnitude so that verifiable inference is
viable for real-time applications?

Research Question C-4.4

What are the most useful and feasible zkPoT/ audit statements for modern training pipelines
(including randomness and distributed training), and how can we make such claims both privacy-
preserving and efficient to produce?

C-4.4 Statistical Proofs of Inference

Both optimistic and zero-knowledge approaches impose significant overhead on the verification pipeline:
optimistic protocols require a multi-round dispute window before a result is finalized, while ZK systems
incur prover times that are orders of magnitude beyond the inference itself. Statistical interactive
proofs [32, [116] offer a different operating point in this tradeoff space, with prover overhead on the
order of milliseconds and immediate finality, at the cost of probabilistic rather than deterministmic
soundness.

The protocol is grounded in a key observation from the neural network representational similarity
literature 340}, [345| [348|: functional dissimilarity implies representational dissimilarity. If a prover
runs a model whose output distribution diverges sufficiently from the advertised model, the execution
traces (the neuron activations across all layers) of the two models must also diverge measurably. This
structural property enables a lightweight verification protocol. During a one-time setup phase, the
model provider publishes a binding commitment to the weights. At inference time, the prover commits
to the full execution trace. The verifier then samples a random output neuron and traces a path layer
by layer back to the input, at each step opening the claimed activations and the corresponding weights
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to verify local consistency. Because only a logarithmic number of commitment openings are required
per query, the prover’s overhead is on the order of milliseconds, and unlike optimistic protocols, the
verdict is immediate.

The protocol provides strong guarantees under other-model soundness, which formalizes a practical
threat: the provider substitutes a different model for the advertised one, for instance to serve a cheaper
quantized or distilled variant, or to replace a safety-aligned model with a dealigned alternative [482} |568|.
Full soundness, security against a fully malicious prover who fabricates an arbitrary trace, is harder to
achieve and remains an active area of research. Statistical proofs of inference are thus complementary
to ZK and optimistic approaches, and are particularly well-suited to high-frequency, latency-sensitive
deployments where the overhead of cryptographic proving is prohibitive [588|.

Research Question C-4.5

Can we achieve full soundness for statistical proofs of inference while maintaining low prover
overhead and immediate finality?

Key Takeaway C-4.2

Rapid progress in recent years resulted in the formation of multiple distinct approaches to validat-
ing delegated ML computations taking advantage of blockchain infrastructure, with clear tradeoffs
between them. While none is a panacea, some of them are directly applicable. And the holy grail
could be a novel combination that takes the best of all worlds.

C-5 Securing the Plumbing of AI Systems

C-5.1 Securing Training Pipelines

We just considered the security issues that arise in inference involving a single user. We now turn our
attention to the setting of model training.

When a single organization trains (or fine-tunes) a model using data it trusts (and/or a pretrained
model it trusts), there’s generally no immediate privacy or integrity concern. Instead it is when more
than one user or organization participates in training a model that especially complex security challenges
surface—specifically, when there is a multiplicity of data sources.

C-5.1.1 Collaborative model training

There are many situations in which institutions can benefit from pooling data to train a model. Here’s
an example.

Example 1 (Training a medical-diagnostics model) A coalition of medical providers (hospitals
A, B, C, and D) plan to train a medical diagnostics model collaboratively using the electronic health
records (EHRS) of their patients, as shown in Figure . They recognize that combining records across
institutions promises broader patient population coverage and improved diagnostic accuracy.

There are many similar examples in which pooling data across organizations promises to bring
mutual benefits. Financial institutions might wish to pool data about financial crimes in order to train
a model to detect anomalies in financial records, corporations might wish to train intrusion-detection
models on their network data to detect cyberattacks, and so forth.
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Figure C.5: Hospitals collaboratively train a medical diagnostics model on the electronic health records
(EHRs) of their respective patients.

In all of these cases, though, data privacy is of paramount importance. Financial data and corporate
network-security data are highly sensitive. The patient records (EHRs) of Example [I| are as well.
Regulations such as HIPA A place tight restrictions on data sharing, making it unclear where the training
can be executed. The hospitals in this example may wish or need to avoid sharing data directly with
one another or even with a third party that performs the training.

Federated learning: It is exactly this scenario that has inspired an approach to model training
called federated learning . It involves the training of a global model across the data of multiple
participants, without participants needing to furnish their data in raw form to the model-training envi-
ronment. Briefly, the training environment initializes the global model and distributes it to participants.
Each participant trains locally on private data and returns model updates to the training environment,
which computes an update to the global model.

This model of local aggregation and centralized updating fits Example [2| well: hospitals can train a
global model without exposing their data to one another.

Despite some production use, however—most notably in predictive text on mobile devices —
federated learning has marked downsides that have limited its use . Federated learning does not
ensure the integrity of contributed data or of computation. Even if participants are honest—providing
authentic data and correctly executing the training protocol—federated learning incurs significant com-
munication overhead [719], while network and coordination latency can dominate wall-clock time
and model accuracy is lower than with centralized training. Additionally, malicious participants can
effectively poison or insert backdoors into models .
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Trusted computing for collaborative model training: The limitations of federated learning
provide a strong incentive for a simpler alternative: Centralized training with a trusted computer
(TEE). If the training environment operates in a trusted confidential computing environment, it can
theoretically safely pool all raw data, eliminating the need for the complexity, computational overhead,
and degraded model performance of federated learning. Training in this way can expose only the trained
model, while preserving the privacy of the training data.

As an alternative workflow, the collaborative model-training system of Figure [C.5| can execute within
a trusted computing environment, depicted by the red box. The trusted computing environment ingests
inputs from the participants (hospitals) over secure (encrypted) channels, and outputs a trained model
only. As training is centralized, the only overhead incurred is use of the trusted computing environment.

Another benefit of using a trusted computing environment is that the output model can be accom-
panied by an attestation to the model provenance: what entities contributed data and how the model
was trained.

While trusted computing environments are a promising alternative to federated learning, they do
come with important provisos, discussed in Section[A-2.2.2] These include side-channel vulnerabilities—
a recurring security problem—as well as high resource overhead for 1/O-intensive workloads, requiring
special model training protocols for efficiency [364].

Today, organizations instead pool data in HIPAA-compliant clouds with standard security measures—
virtual private cloud isolation, identity and access management, logging, and encryption at rest/in
transit, etc. They also use non-technical safeguards, such as HIPAA governance and data-use agree-
ments [262], [621]. This approach aims at HIPA A-compliance, which is not identical with strong data
security. Moreover, while this approach carries the performance and model-accuracy benefits of cen-
tralized training, it requires trust in the cloud provider. As they mature and their performance and
security improve, trusted computing environments can play a complementary role, reducing the risk of
breaches and providing high-trust attestation to the provenance of models.

C-5.1.2 Model training over private-web data

ML is approaching a critical data bottleneck. There’s only one World Wide Web (WWW), and ML
practitioners are approaching the limits of its publicly accessible data, with projections estimating that
WWW text data will be exhausted between 2025-2030 [633), (634]. For this reason, there’s an increasing
reliance on synthetic data generated by ML models, with estimates suggesting that 80% of training
data will be synthetic by 2028 [257), |668]. This shift carries the risk of “self-poisoning” or “model
collapse“—a phenomenon in which models trained on synthetic data from other models experience
progressive performance degradation across generations |18| 555]. More importantly, synthetic data
does not address the fundamental data-shortage problem. For all its benefits in model training, it does
not expand data coverage beyond existing domains [496] 555|.

There is a vast source of untapped data, however, in the private web—the part of the web that is
walled off from web scraping. The private web includes systems and data that ordinary users interact
with every day: e-mail, health data, financial records, and much more. It is estimated to be two orders
of magnitude larger than the surface public web [85] 495].

Today, however, Al practitioners have limited access to private-web data. Large corporations can
source such data in-house (often with explicit user permission and/or legal oversight). But this still
means that private-web data remains highly siloed.

Consider the following example.

Example 2 (Training a medical-diagnostics model on user-contributed data) MedicaL Inc. is
training (or fine-tuning) a new ML model for medical diagnostics using private-web electronic health

records (EHRs) provided individually by patients, as shown in Figure ,

The goal here is potentially similar to (or even identical with) that in Example |1} The difference is
how the training data is sourced. A critical question thus arises: How can Medical. Inc. ensure it has
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Figure C.6: MedicaL Inc. training a health diagnostics model over EHRs supplied by individual users,
as obtained from their medical providers.
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received authentic EHRs? More generally,

Question C-5.1: Integrity of private-web training data

How can ML training environments ensure receipt of authentic, untampered private-web data?

Referring again to Example [l suppose that Alice uploads a copy of her EHR (as, e.g., a PDF) into
the Medical. Inc. model-training system. She has purportedly obtained it by logging into her account
in the web portal at BigHospital, her medical provider.

With this arrangement, Medicali Inc. obtains no assurance that Alice’s EHR did in fact originate
as presented from BigHospital. Alice could have tampered with it—or could simply have fabricated it.
Given existing web infrastructure, the only way MedicalL Inc. could be sure that the EHR came from
BigHospital is to obtain it directly from BigHospital itsele

Fledgling companies, such as Kled , attempt to do something of this kind.

Oracles: Oracles can help solve this problem. Using an oracle, Alice can relay her EHR from BigHos-
pital into MedicaL: Inc’s model-training system and prove that the EHR comes directly through BigHos-
pital’s web portal. She can alternatively relay only a portion of her EHR or transform its contents in
some way that she specifies to MedicaL Inc. As explained in Section [A-2:4.1] all of this is possible with
no modification to existing web servers, because the user initiates the connection. In our example, no
change to BigHospital infrastructure is needed. In fact, BigHospital may not even be aware that Alice
has exported her EHR. The red arrows in Figure [C.6] show where oracles serve to relay data.

121f BigHospital digitally signed the EHR, that would also prove its authenticity, but this would require BigHospital
to deploy infrastructure beyond that of conventional web servers.
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On the user side, Alice wants to know that her EHR remains private within the Medical. Inc. model-
training system. In general, this question arises:

Question C-5.2: Private-web data: Privacy in ML training

How can users be certain that the privacy of their private-web data is protected in ML-model-
training systems?

For this purpose, Alice will want to use a privacy-preserving oracle |707, [708]. As explained in Sec-
tion [A-2:4.1] a privacy-preserving oracle provides the source-authenticity assurances of an oracle, but
additionally transmits data over an encrypted channel.

Of course, transmitting Alice’s private data over an encrypted channel isn’t very helpful if Medical.
Inc. can directly decrypt it. To ensure that users’ data truly remains private, trusted computing is a
critical additional ingredient.

Trusted (confidential) computing: As discussed in Example [1| a trusted computing environment
can receive users’ data directly over the encrypted channels. In this case, the data can be relayed by
users from data sources using privacy-preserving oracles. As a result, user data is never directly exposed
in the system (in this case, to MedicaL Inc. ).

Privacy for user data in transmission is important, but still doesn’t provide comprehensive privacy
assurance, because the system itself could leak user data. In our example, Alice wants to know that
her data is private in transmission and kept private during training.

To give this end-to-end privacy assurance, the trusted computer executing the model-training sys-
tem can emit an attestation for users proving that it is running a specific piece of privacy-preserving
training software whose only output is a trained model. Users’ clients can check this attestation before
transmitting EHRs through an oracle system. In this way, before she transmits her data, Alice knows
that the data will remain private throughout the training life cycle.

The user could additionally in this way obtain more fine-grained assurances, such as:

e Differential privacy (DP): Model outputs depend minimally on any single training input—
and thus user privacy is protected within the trained model. This concept, the gold standard
for privacy in statistical settings, is known as differential privacy |2} |94, [164) [185| |186, {457}, (654,

659) [

e Data retention: All data will be deleted after the trained model is emitted.

e Restricted use: The resulting trained model can only be accessed by medical providers on a
whitelist of approved hospitals.

Key Takeaway C-5.1: Oracles for private-web data in ML

Oracles enable privacy-preserving, authenticated access to private-web data for ML model train-
ing. They do so with no modification to existing web infrastructure.

Without oracles, secure private-web data access is only possible with special-purpose software
and/or data-sharing agreements.

13More formally, DP stipulates that for privacy parameter ¢, the inclusion or exclusion of a given user’s health record
will change the probability of any model output by at most e®.

91



The ability of users to authorize data sharing from the private web opens up all kinds of possibilities,
including a wholly new form of privacy-preserving data-sharing marketplaces, as discussed in Section [C

C-5.2 Secure Al-Inference Pipelines

Oracles and trusted computing can also help create secure ML pipelines for inference over private-web
data. This capability is useful for scenarios like the following.

Example 3 (Inference: loan decision) SMiLe Bank uses ML models to render decisions on loan
applications from its customers. This model inputs a set of financial documents provided by an applicant
and outputs an approved / rejected decision on a loan request, as shown in Figure .

L licati
SMiLe Bank Loan Model sl +/ o0 BPEFCO"

Bob

Figure C.7: SMiLe Bank implements loan decisions using an in-house model. This model ingests
financial documents from an applicant (Bob) and renders an approve / reject decision.

The loan approval process today typically involves borrowers downloading financial documents from
the websites of their financial institutions or photographing them with their phones and uploading them
to a lender portal. (Some automation is possible, e.g., tax transcripts can be pulled directly from the
IRS with borrower authorization.) This workflow creates two problems:

e Integrity: The lender cannot be certain that borrower-supplied documents are authentic—mnot
fabricated or tampered with.

e Privacy: The borrower’s documents are vulnerable to leakage from the lender’s ML system. This
is a potential problem for the borrower. It also creates a liability risk for the lender.

By analogy with the setting shown in Figure [C.6] a combination of privacy-preserving oracles and
trusted confidential computing can address both of these issues. Oracles can address the integrity prob-
lem by ensuring that documents come from trustworthy web sources—including private-web sources.
Use of privacy-preserving oracles and complementary use of confidential computing can address the
privacy issues here on behalf of both the borrower and lender.

The result is a secure inference pipeline in which the lender learns only the output of the model, but
has the assurance that it is based on trustworthy inputs from the borrower. This is shown in Figure[C.§
As in previous figures, red arrows depict the data flows a privacy-preserving oracle and the red box
shows the trusted confidential computing environment.

Key Takeaway C-5.2: Private-web data for secure inference

Use of oracles and trusted (confidential) computing enables use of private-web data for secure
inference, meaning inference that takes in trustworthy inputs and protects their privacy.
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Figure C.8: A secure inference pipeline achieving integrity and privacy. Data are relayed from private-
web data sources with integrity protection into a confidential computing environment running an ML
model. Data remain private: Only model outputs are disclosed.

Strong identity proofs: Private-web sources can also serve to provide proofs of identity—realizing
a form of decentralized identity system. The fact that Bob is able to relay financial documents—e.g.,
bank statements, W-2 forms—Dbearing his identity provides strong evidence that he is who he claims to
be. This means that existing web services can be used as an ad-hoc identity system usable to combat
identity theft and various types of financial fraud, e.g., around benefits claims [62, [400].

An ML model can also serve as a way to issue credentials. For example, a model might take in tax
returns, business registration documents, and banking statements for a small business owner from a set
of whitelisted, trustworthy web sources. It could then output a credential certifying that the business
meets revenue and operational requirements to qualify for a minority-owned business certification or is
eligible to apply for a government contract, along with an attestation specifying the inference pipeline
that generated the credential.

A receiver of the credential can assess its trustworthiness based on whether she trusts the inference
pipeline, specifically the whitelisted web sources and the ML model that the attestation indicates for
the inference pipeline.

All of this can be accomplished in a decentralized way. Specifically, in principle anyone can stand up
a trustworthy inference pipeline, without explicit cooperation of data sources or any existing authority.

Key Takeaway C-5.3: Secure inference pipelines for identities and credentials

Secure inference pipelines enable trustworthy decentralized verification of identities and issuance
of credentials.

Adversarial inputs: A critical and stubbornly intractable security issue affecting ML models is
adversarial inputs, also known as adversarial examples. These are inputs designed expressly to cause a
model to create an erroneous output, often through modification of inputs that appear nonsensical.
For instance, in Example [3] Bob might not qualify for a loan on the basis of authentic bank and
brokerage statements. He might submit a tampered bank statement that looks valid upon visual
inspection by a loan officer confirming the model’s decision, but is in fact an adversarial input, as

shown in Figure

The model’s erroneous perception of tampered, inflated figures causes it to output an approve decision
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ACME COMMUNITY BANK

Monthly Statement -- Checking ® Account ending in eeee4321
Statement Period: Aug 1-31, 2025

Account Holder: Robert Q. Applicant

Address: 118 Forrester Ln, Oaks, NY 11700

Beginning Balance (Aug 1): $ 102,143.19
Total Deposits/Credits: $ 19,843.10
Total Withdrawals/Debits: $ 4,118.27
Ending Balance (Aug 31): $ 117,868.02

Figure C.9: Example of bank statement manipulated to inflate assets. Red text indicates hidden PDF
content that causes the ML model to misread the statement, but is not visible to a human being or
optical character recognition (OCR) system.

when the application should have been rejected. Use of an oracle system, by authenticating document
origins, would help prevent such tampering.

The history of research on adversarial examples is a cycle of breaks and patches. Principled, effective
defensive strategies have yet to emerge [112, [608|. Proposed defenses—e.g., defensive distillation [461],
input transformations [259], and gradient masking |[46]—have been repeatedly broken by adaptive at-
tacks. This pattern continues with the latest models: even safety-aligned large language models remain
vulnerable to simple adaptive attacks [34]. Adversarial training—retraining models on adversarial ex-
amples—is currently the most robust defense, but comes with significant computational overhead and
limited generalization [152} [393].

Despite extensive research, a general solution is still missing. Empirical defenses are routinely
bypassed, and methods aiming for certified robustness 145, |672] do not yet scale to modern, large
neural networks [329, [369]. As a result, adversarial inputs remain a largely unsolved problem for
deployed systems.

Standard defenses against adversarial inputs, however, involve modifications to inputs, model execu-
tion, or model training. In contrast, a secure inference pipeline constrains inputs to authenticated web
sources and in this way also constrains an adversary’s ability to craft adversarial inputs. This approach
constitutes a new tool in the arsenal of defenses against adversarial inputs.

Key Takeaway C-5.4: Secure inference pipelines limit adversarial inputs

Secure inference pipelines offer a new form of defense against adversarial inputs by constraining
the set of inputs a user is permitted to send to a model. (This approach complements model-level
defenses.)

C-5.2.1 Securing model privacy

To this point, our concern has been with the protection and authenticity of data flowing through an
inference pipeline. The model itself, however, also raises privacy considerations. Key among these is
model privacy.

The model privacy problem: Privacy isn’t just an issue for users. It’s also an issue for Al system
operators, who concern themselves with a range of attacks on the privacy of models by adversarial users,
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including:

e Model extraction: An adversarial user can extract features from a (black-box) model—or, in
some cases, the full model itself—with carefully constructed queries [114}, 297] 450} 609]. This
attack is known as model extraction or simply model stealing [609].

e Membership and training-data extraction: ML models may be viewed as (compressed)
representations of their training data. By querying the model, therefore, an adversarial user can
potentially learn membership, i.e., what (or whose) data was present in a model’s training set, or
even extract raw training data [115} [530} 553, [692].

e Uncovering model deployment choices: The configuration choices and preprocessing of Al
systems can be politically controversial [207]. Users able to learn and extract evidence of such
choices can cause harm to the reputation of a system operator.

For all of these reasons, ensuring privacy of the model is a key security goal. Running a model in
a confidential computing environment doesn’t solve the problem, because it’s the interface with users
that creates the security risk.

Proposed approaches: The community has proposed various mitigations, but with serious draw-
backs. Injecting noise during model training to defend against membership / training-data extraction |2,
462| degrades model performance and doesn’t wholly eliminate leakage at scale [115]. Limiting out-
put granularity, e.g., rounding confidence values in model outputs, can hamper model extraction /
theft [609], but also degrade model utility. Detection of theft by fingerprinting / watermarking models,
i.e., enabling proof in stolen (“surrogate”’) models of the creator’s identity |7} [125, 360, [711|, or LLM
outputs [337] is only possible after the fact and of limited efficacy (at least for generative models) [709].

Deployed approaches: Operators already take steps to protect the privacy of their platforms. Ser-
vices such as ChatGPT impose rate limits on users and monitor for and throttle prompts that appear
designed as automated parameter-extraction attempts. Explored in the research literature [319], this
approach appears also to be brittle [206]. This is especially true given that the effort required by a
single user to learn significant information about a model can be quite low—e.g., researchers estimated
in recent work that for a cost of $8,000, they could steal the weights for one layer of OpenAlI’s gpt-3.5-
turbo-1106 model [114]. OpenAlI has publicly stated that China-based firms and others are “constantly
trying to distill the models of leading U.S. AI companies” [327].

Adding to the challenge of capping activity or detecting anomalous behavior for adversarial users
is the fact that users may be anonymous, as they are today for various free-tier services. A single user
can pose as many users, mounting what is known as a Sybil attack [178| or can take advantage of the
accounts of many users.

In short, there is a considerable risk that an adversary can extract sensitive data from a model, as
shown in Figure [C.I0]

How secure inference can help: Secure inference pipelines can help address the privacy issues
associated with a model in two key ways. By requiring authenticated data from specific private-web
sources through oracles, they can limit the type of inputs adversaries transmit. In this way, they can
help prevent systematic extraction attacks that require a large number of diverse or specially-crafted
queries—e.g., inputs designed to implement model extraction attacks.

Additionally, secure inference pipelines can limit the volume of inputs an adversary can send to a
model. The strong identity proofs generated within secure inference pipelines (as discussed in Section
5.2)) can enforce per-user query bounds that can range from numerical caps to limits that depend on the
nature of users’ queries. It is possible to enforce these bounds in a privacy-preserving way, i.e., without
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Figure C.10: User attacks on model privacy: An adversary can query a model in ways that extract
sensitive data from it, such as model parameters and pre- and post-processing algorithms. Rate limiting
individual users is a natural but fragile countermeasure in open systems, as a single adversary can pose
as multiple users.

disclosing user identities to platform operators [400]. This approach specifically addresses the Sybil
attack problem mentioned above, where a single adversarial user creates multiple anonymous accounts
to bypass rate limits.

Key Takeaway C-5.5: Secure inference pipelines for model privacy

By limiting the diversity and volume of adversarial queries, secure inference pipelines can help
protect models against query-based extraction of their private data, such as model parameters or
training data.

C-5.2.2 Securing Agentic Memory

Prior work has outlined a number of risks associated with agentic memory management at inference
time. In so-called memory injection attacks, an adversary modifies the context fed to an agent by
way of tool calls or external materials accessed by the agent . These corruptions can cause
the agent to behave in unexpected ways. For example, Patlan et al. show the effect of small memory
corruptions in ElizaOS agents , a Web3 agent framework that manages significant cryptocurrency
assets . Upon retrieving the poisoned context, agents could be induced to undesirable behaviors,
including conducting unauthorized transactions. Similar attacks were later shown on web navigation
agents [465).

Secure computation technologies or TEEs could partially help protect the integrity of agent memory,
as detailed earlier in this section. For the agentic memory corruption problem, TEEs offer (at least)
two main possibilities. First, the agent could itself run on a TEE, thereby preventing a corrupted host
device from manipulating agent memory. Second, the TEE could be used to pull only authenticated
context material from (relatively) trusted sources. This could prevent manipulation of legitimate context
materials, as well as sources masquerading as coming from a legitimate source.

However, even with a TEE, two challenges arise with regards to memory injection attacks:

1. Trusted sources can still contain manipulated content. For example, if the trusted source is a
social media platform, content may be produced by (untrusted) users, who could easily poison
the text of their own posts, which could then be ingested by an agent.
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2. TEE operators could launch rollback or forking attacks, in which they interrupt execution and
roll back the state of the TEE to a previous checkpoint, effectively erasing memory updates that
occurred after that checkpoint. Without additional state consistency protections, a malicious
host can equivocate, presenting different inputs to the restored enclave than were provided in the
original execution, thereby causing the agent’s memory to fork into divergent, inconsistent states.

The first problem—detecting corrupted content—is a grand challenge for the ML community at
large and cannot inherently be solved with crypto-based techniques. For instance, see Chapter
for a discussion of the related problem of detecting GenAl-generated content. However, the second
problem—forking and rollback attacks—has been tackled using tools from the consensus literature.
Systems like ROTE [402] and Narrator [434] introduce a consensus-based approach to protecting against
rollbacks. The system realizes rollback protection as a distributed protocol where enclaves on different
machines collectively maintain state freshness through mutual attestation and counter synchronization
via quorum certificates. Such systems can be naturally extended to leverage public blockchains to
ensure state consistency of TEE executions. “The Forking Way” [669] further extends the rollback
protection literature (ROTE [402|, Ariadne [584], Narrator |[434], CloneBuster [105]) by showing that
even when blockchains are used as a distributed trust anchor, the integration is often flawed, and correct
integration may incur substantial performance costs.

Key Takeaway C-5.6

TEESs can help to prevent agentic memory corruption attacks that arise due to corrupt host devices
and/or context that is retrieved from unauthenticated sources. However, it is not well-suited to
the problem of detecting whether a fresh piece of content has malicious content injected.

C-5.3 Protected Pipelines (Props)

A bird’s-eye view of the architectures and security goals discussed in this section leads to a generalized
idea called Protected Pipelines (Props) |318|. Props are a broad, simple architectural framework for safe
use of private-web data (e.g., bank records, EHR excerpts, enterprise documents) in ML applications
with no modification to ezisting infrastructure. Figure depicts the protocol flow in Props as it
occurs either in ML training or inference, calling out the three key elements of a pipeline instantiated
in Props.

Props compose the two core building blocks of oracles and trusted computing into a pipeline with
three stages:

1. Oracles acquire inputs from private-web sources for the Props pipeline. This initial stage of the
pipeline fetches data from sources (and content contexts) authorized by the compute environment.
Oracles provide proof that the data comes from specified, approved data sources.

e Prior attestation: Before sending data into the computing environment, user client software
obtains an attestation from the trusted computing environment showing that it is running
software trusted by the client.

2. The trusted computing environment computes over data—either training an ML model or per-
forming inference using a particular existing ML model.

3. The trusted computing environment outputs either a model or inference (based on training or
an existing ML model). It also attests—generates a certificate—showing the properties of the
pipeline that yielded the output, e.g., the private-web sources of data, the specific training software
/ ML model (expressed as a code hash), and so forth.
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Figure C.11: Protected Pipelines (Props) Schematic.

Security properties: The overarching goal that Props realizes is safe use of private-web data for
ML applications—with existing, unmodified infrastructure. Safe here means addressing integrity risks
(tampered or falsified inputs or outputs), and privacy risks (unnecessary leakage of data or models),
resulting in these key theoretical security properties:

e End-to-end input integrity: Pipeline outputs depend on data authenticated as originating
with trustworthy private-web sources.

e Confidentiality by default: Inputs and intermediate state are never exposed in the clear outside
the protected boundary. Only outputs are disclosed.

e Attestation without disclosure: Attestations provide assurance for providers of inputs and
users of outputs of the integrity and confidentiality properties of the pipeline—specifically that
trustworthy sources are consumed by trustworthy software.

Transparent Props: While we have emphasized the power of private data and computation, a trans-
parent variant of Props is also possible and useful: data and computation need not be private, only
authenticated / integrity-protected. Data can also be sourced—and authenticated—from either private-
web or public-web sources.

Key Takeaway C-5.7: Props: A framework for private-web data in ML

Protected Pipelines (Props) are a general framework for secure use of private-web data without
infrastructure modifications. Security in Props ensures that data come from trustworthy web
sources and that data privacy is enforced across the full pipeline.

Props rely on two key technologies: privacy-preserving oracles and trusted computing.
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C-5.4 Research Questions

Many lines of research surface in the exploration of secure pipelines and use of private-web data for
ML—ranging from applications, to security, to practical deployment.

Applications: This section has offered a couple of example applications—medical-model training
over private-web-sourced EHRs (Example and inference for lending decisions based on financial
documents from trustworthy sources (Example . Given the vast, untapped resource that private-web
data constitutes, there are no doubt many applications that developers have yet to dream up, raising
the question:

Research Question C-5.1

What new applications are possible with broadly available secure deep-web data?

Measuring security: Sourcing data only from authenticated sources imposes strong constraints on
inputs. In the case of inference, this feature would seem to limit opportunities for manipulation through
adversarial inputs like that shown in Figure[C:9] In the case of model training, we might expect similar
limitations on an adversary’s ability to perform model poisoning |244].

Substantiating this intuition about security properties requires answers to several research questions:

Research Question C-5.2

What are good security metrics for an adversary’s ability to construct successful adversarial
inputs (in ML inference) or model-poisoning data (in ML model training) when inputs come from
authenticated web sources?

Good security metrics here are necessarily domain-specific. For instance, in the example shown
in Figure [C:9] the bank’s transaction system and API for financial statement define the adversary’s
action space. The literature on adversarial inputs generally does not consider inputs constrained by
application considerations, with some exceptions, e.g., |338|. A related question is:

Research Question C-5.3

What methodologies can accurately assess security metrics for Research Question 5.27

Privacy metrics / attestations: In confidential ML model training, the only information about
training data is disclosed in the trained model itself. A large literature, however, demonstrates the
vulnerability of training data to extraction |115] |427] and membership inference queries [553 (663} 691],
with theoretical results suggesting that training instances closest to decision boundaries are most ex-
plicitly encoded in model parameters [150} [205] |343]. Proposed countermeasures range from differential
privacy techniques 2], which can provide provable guarantees at the cost of model utility, to more
heuristic ones, e.g., [578]. These observations raise the question:
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Research Question C-5.4
What trusted-computing attestations can provide meaningful privacy assurance to an individual

contributing a training instance in the training of an ML model?

Practical deployment: Given the current state of toolchains and hardware, trusted (confidential)
computing can impose substantial overhead on ML workloads—particularly for data-intensive model
training of, e.g., deep neural networks (DNNs). This overhead comes from cryptographic operations
on I/O and applies to a range of different environments, including TEEs that incorporate NVIDIA
Confidential Computing [320, [439], AWS Nitro (as implied by [387]), etc. This problem applies to
confidential model training in general, but is especially critical to model-training variants.

Research Question C-5.5

How can ML model training in trusted confidential computing environments be scaled effectively?

Data markets: By making available otherwise inaccessible forms of private-web data, crypto tools
can give rise to new markets, prompting the question:

Research Question C-5.6

How can crypto tools drive the creation of effective data markets, both decentralized and central-
ized?

This question isn’t just technical: It raises legal and market-design issues. We consider this topic
in Section [C-2.2]
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Chapter D

Misconceptions and Half-Truths

In the excitement of building Crypto x Al platforms and applications, several common misconceptions
or misleading statements have emerged. In this brief chapter, we attempt to clarify five of these
misconceptions. While none of them are outright falsehoods, we attempt to clarify which parts of each
statement are currently true, and which parts require more evidence.

Misconception D.1: Gen AI Detection

Blockchains can help distinguish Gen AI content from human-generated content.

An oft-cited application of blockchains for AT is distinguishing between Al-generated content and
human-generated (“real”) content. This narrative often suggests that by registering content on-chain, one
can later determine whether it originated from an Al system or a human |12} 626, [631]. Some Al projects
are already recording GenAl outputs on-chain (e.g., Everlyn AI). Blockchains cannot accomplish this
goal in general—only in very limited ways that we discuss here. In particular, blockchains are well-
suited for timestamping and registering specific digital artifacts. This functionality is of limited utility
for solving the broader problem of distinguishing Al-generated from human-generated content, however.

To evaluate the limitations of this approach, it is essential to distinguish between content detection
(identifying whether a piece of content was generated by a human or by AI) and content provenance
(identifying where a piece of content came from).

Content Detection: Current methods for distinguishing human from Al-generated content primarily
rely on post-generation detection. They aim to do so without prior metadata or embedded signals.
Generally, they fall into two categories: Al-based classifiers and statistical forensics. Al-based classifiers
use deep learning models trained to identify statistical patterns unique to generative models [416]. In
contrast, statistical forensic methods analyze the data’s mathematical and physical properties, such
as identifying pixel-level noise distributions or structural anomalies (e.g., biological inconsistencies in
Al-generated faces) [649].

A blockchain, however, cannot perceive these off-chain artifacts on its own. Therefore, any classi-
fication of content as “human-generated” or ‘Al-generated” must be provided to the blockchain by an
external classifier. When the output of such a classifier is integrated with a blockchain, this anchors
the classifier’s output. While a blockchain can guarantee the integrity of a record (i.e., that it has not
been tampered with after submission), however, it cannot guarantee that the information was true at
the moment it was recorded. If an external detector provides an incorrect classification, the blockchain
preserves that error permanently. Thus, in this setting, the blockchain provides integrity of claims, not
verification of their truth.

Content Provenance: Content provenance focuses on documenting the history of a digital asset from the
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time of its creation. Industry standards, such as the Coalition for Content Provenance and Authenticity
(C2PA), allow creators or devices to attach cryptographically signed metadata claims (known as content
credentials) to media, documenting the origin, authorship, and any subsequent edits [142]. In this model,
a camera or a generative tool attaches content credentials to the file at creation time. Some companies
and projects (e.g., Numbers Protocol [438] and Starling Lab [580]) use blockchains as a public immutable
registry to log these content credentials. Everlyn [389], an AI video generation model, automatically
anchors a cryptographic hash of its outputs to a decentralized ledger at creation time. This ensures
that any video generated by the model has a permanent, publicly verifiable record that identifies it as
AT generated. By posting a hash of the content credentials on-chain, these systems aim to maintain a
transparent log that remains persistent even if the original file’s metadata is stripped. While blockchains
can act as a public, immutable registry for these signatures, the trust still resides in the hardware or
software that generated the signature, not the blockchain itself.

Even a robust provenance system anchored to a blockchain cannot guarantee whether a piece of
content was originally generated by a human or by AI. For example, a user could display an Al-
generated image on a high-resolution monitor and then photograph it using a C2PA-compliant camera.
The resulting file would contain valid, cryptographically signed credentials identifying it as an authentic
photograph captured by a physical device. Similarly, a user could generate text with an Al system and
then manually retype the same text into a C2PA-compliant editor, producing a file with legitimate
provenance metadata indicating human authorship within the compliant tool.

Furthermore, if a piece of content—whether human- or Al-generated—has a blockchain record, but
is then modified so that it can no longer be matched to that record, then its provenance will be lost.
In the absence of a universal registry for content—which is improbable anytime in the foreseeable
future—a provenance system will necessarily have large gaps.

Takeaway: Wohile blockchains provide a robust mechanism for the integrity of provenance metadata
in a narrow sense, they are far from a comprehensive solution to the GenAl detection problem. An
effective solution would require a universal ecosystem where every piece of digital content is captured
using a trusted device (e.g., a C2PA-compliant camera) and immediately anchored to a blockchain. In
reality, the vast majority of digital content is currently created and shared using tools and platforms
that do not support cryptographic anchoring, leaving unlabeled content in a state of ambiguity. Thus,
while blockchains can act as a high-integrity registry for some content, their role is limited to preserving
claims about content, not resolving the broader challenge of distinguishing human from Al-generated
material.

Misconception D.2: Fair and Unbiased AI

Blockchains (or decentralization more broadly) can solve bias and fairness problems in Al

Today, there is a common viewpoint that by running model inference and training on a blockchain,
we can solve common problems of unfairness and bias in Al |11} 361} [420]. To evaluate this very broad
statement, we must tease apart the different kinds of bias that can arise in ML.

Algorithmic bias: The most common notion of fairness in the AI community is algorithmic bias: models
are known to learn (and sometimes amplify) imbalances in datasets [409, [474]. This can result in
discriminative models that perform poorly on under-represented populations |180] and generative models
that mimic undesirable properties or sentiments of their training data (e.g. using toxic language,
perpetuating stereotypes) [261, [385]. For a fixed definition of algorithmic fairness, the ML community
has proposed many technical solutions to enforce fairness, including at training time [184), [264L 397]
and at inference time [528|, e.g., guardrails for Al models |174}, 499]. However, these protections are far
from perfect; fairness is not considered a solved problem in the ML community, and may never be [38].
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Even deciding how to define fairness is challenging, and typically requires making substantial tradeoffs
[342].

Algorithmic bias is unlikely to be solved by decentralized AI, because it arises inherently in the
training process and is typically mitigated by revised training or inference techniques. Hence, decen-
tralization does not address the source of the problem. However, a second source of potential bias
stems from higher-level decisions that affect model performance; examples include what data is used,
what model architecture to adopt, and how to compensate stakeholders who contribute to a particular
model. While this is orthogonal to how the Al community typically views fairness, it is something that
could potentially impact algorithmic bias and partially be addressed with decentralization. Specifically,
decentralization offers two desirable properties: (1) transparency and (2) decentralized governance.

Transparency: Since transparency is a central property of blockchains, AT model developers could use
blockchains to publicly commit to training data, training algorithms, model checkpoints, and the kinds
of inference-time guardrails that a model has in place. Here, by “transparency", we mean that operators
can provably track the outputs of various operations, like a training run or a model inferenceﬂ Indeed,
there are several platforms that aim to track such information for downstream model users |91} 542].
From this information, users could check, for instance, that their data was not used to train a model,
or that the model explicitly filters outputs that are considered objectionable. While such transparency
could have benefits, it is challenging to scale to larger models and training-time artifacts such as model
checkpoints, due to high storage and computational costs [414]. In existing systems, much data from
model training (e.g., training datasets, checkpoints) appears to be stored off-chain anyway and often
cannot be accessed directly by users [394]. Hence, in the short term, transparency benefits may be
limited to inference [414]. Transparency alone may not significantly change how people use
and develop AI unless the industry also thinks carefully about how people will use that
transparency: concretely, what kinds of use cases do we expect to be solved by model transparency,
and based on this, what interfaces should be developed? For example, is a primary goal to allow users
to report improper data usage in model training? If so, additional infrastructure will be required to
establish true data ownership and address the problem (e.g. with machine unlearning). The many
components of this pipeline are just as technically thorny, possibly more so, than transparency itself.

Decentralized governance: Finally, Crypto x Al platforms allow for decentralized governance models, as
discussed in Section[C-3.1] It is important to disambiguate between community governance mechanisms
explored and adopted in blockchain systems, such as token-weighted voting and liquid democracy, and
the decentralized, autonomous governance manifested by DAOs. In the former case, many technical and
performance-sensitive decisions in Al development are poorly suited to broad stakeholder input. How-
ever, community governance mechanisms may be well-suited to value-laden decisions relating to model
alignment, and have indeed been explored by major Al developers [284}|447|, if not yet meaningfully de-
ployed. Crucially, none of these mechanisms inherently require a blockchain to implement: it is therefore
incorrect to characterize them as problems in Al solved by blockchain, even if blockchain-based sys-
tems could lend such processes additional transparency. True on-chain governance of Al would require
that governance decisions be enforced by smart contract, whether through direct execution or through
economic incentives such as stake slashing. Enforcement of this kind could increase the robustness of
governance and strengthen user confidence in these systems. However, these potential benefits face many
of the same technical barriers as blockchain-based transparency more broadly: current blockchain infras-
tructure is not well-suited to the storage and computational demands of AT development, and practical
implementations would likely require significant advances in verifiable training. Blockchain-enforced
governance of Al systems, while a coherent long-run vision, remains technically premature.

Takeaway: While blockchains do not inherently help reduce algorithmic bias, they can indeed en-
courage transparency at various stages of the Al life cycle and broaden participation in AI governance.

1Note that this notion of transparency does not explain why an operation gave a particular output.
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However, scalability challenges aside, the impact of these properties on downstream model outcomes re-
mains unclear; practitioners should demonstrate through case studies and data how model transparency
and alternative forms of model governance concretely impact end user and developer experiences.

Misconception D.3: Automation vs. Autonomy

Giving AT agents a crypto wallet allows them to earn, spend, and “survive” on their own, thereby
making them autonomous.

Projects building “agentic wallets” |292] and payment protocols [620, 665] often claim that giving Al
agents a crypto wallet makes them autonomous, because decentralized payments allow them to earn,
spend, and survive on their own. We argue that such claims conflate several distinct notions, leading
to a number of misconceptions.

Part of the ambiguity stems from the fact that “autonomy” typically means different things in the
contexts of Al and blockchains. In Al literature, an autonomous agent is a system that can act based on
its own perception, learning, and experience rather than strictly following pre-programmed rules [521].
Perhaps confusingly, smart contracts are often described as autonomous, but here the emphasis is
on their resilience to adversarial manipulations such as tampering, censorship, and shutdown. To
differentiate, we refer to the former as intelligence autonomy, and the latter as execution autonomy.
Modern Al agents already exhibit substantial intelligence autonomy, but not necessarily execution
autonomy: system administrators can, for example, shut down the servers on which AI agents run.

In claims that agentic wallets enable Al agents to transact “autonomously” (e.g., as seen in 292,
620, [665]), the autonomy in question is neither intelligence autonomy nor execution autonomy. Al
systems do not become more intelligent by possessing a wallet. Nor do they become more resistant to
human manipulation or shutdown. Instead, having access to a wallet enables automation: Al agents can
programmatically trade, transact, and access on-chain infrastructure without human approval loops.

It is also important to note that blockchains are not uniquely required for such automation. Cen-
tralized financial infrastructure can be, and has been, accessed programmatically by Al agents.

However, a more defensible interpretation of such claims is that blockchain-based payment systems
themselves offer stronger autonomy (than centralized alternatives), even though they may not uniquely
benefit Al agents. For instance, they can ensure that transactions by Al agents are not treated differently
from transactions by humans (i.e., they offer neutrality and censorship resistance 221} 637, 639]).

Takeaway: Agentic wallets allow Al agents to conveniently access financial APIs, enabling economic
interactions to be automated without human approval loops. However, automation should not be
confused with autonomy: merely possessing a wallet does not make Al agents independent of human
control (e.g., operators may still shut down the models or infrastructure they rely on). Moreover,
automated payments do not require blockchains; similar functionality can exist in centralized financial
systems. In comparison, however, blockchain-based payment systems can offer appealing properties
such as neutrality and censorship resistance, which can be desirable for applications where payment
suppression, censorship, or other forms of manipulation are a concern.

Misconception D.4: Transparent AI=Trustworthy Al

Recording models’ data provenance and inferences on blockchains results in trustworthy model
deployment and use.

The transparency and immutability of blockchains seem on the face of it to be ideal tools for ensuring
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the trustworthiness of AT models. This is the thesis of a widely referenced IBM blog post [288| and fits
with some common misconceptions, which extend beyond models by implication also to Al agents.

Model transparency. Recording the provenance of a model’s training data appears to create a
form of transparency around the model’s creation. But there’s a large gap between a record of data
provenance and assurance about the behavior of a model, because: (1) A blockchain record of provenance
is not a proof of provenance, i.e., proof of the composition of a training data set (although evidence
of provenance is possible using techniques discussed in Section ; (2) Even exact knowledge of
a model’s training data is insufficient to determine how the model will behave, because the training
procedure and computational environment also determine model behavior; and (3) Even with knowledge
of the full pipeline from data to model sufficient to replicate the model, the non-determinism inherent
in most stochastic training renders it infeasible to verify model weights against a training pipeline, even
in principle.

Finally, even with access to model weights, there is no generally effective mechanism for detecting
backdoors or other adversarial manipulation introduced during training.

In short, recording information about model data and training on a blockchain does not provide
direct assurance of its behavioral characteristics or the absence of adversarial manipulation.

Inference transparency. Records of model inputs and corresponding inferences can be recorded on
blockchains to create apparent transparency around the use of models.

Blockchains, however, make transactions transparent, not reasoning. A blockchain transaction T
stating that “model X was queried on input Y, yielding inference Z” does little to establish the trust-
worthiness of Z, because such a record alone does not establish:

e Correct model execution: T alone does not provide proof that the tuple (X,Y, Z) actually resulted
from execution of model X as specified. (Such proof is possible, but requires use of TEEs or
computationally expensive cryptographic techniques.)

e Model trustworthiness: Even if T' did provide such proof, there is a more foundational problem. A
full record of the provenance of model X, as described above, does not prove the trustworthiness
of model X in a semantic sense, i.e., adherence to user expectations or industry or community
norms. Specification of X by means of, e.g., a hash of model weights, provides even less meaningful
assurance, as the identity of a model does not alone establish the trustworthiness of a model. As
a result, it is hard to translate T into assurance of trustworthy inference.

Blockchains are helpful for certain goals relating to trustworthiness. For example, an organization
can publish hashes of open-weight models on chain. Such hashes serve as an immutable reference, so
that users know they’re using an authentic, unmodified model. Similar ideas for tamper-evident logging
have arisen for other applications: use of blockchains as records for firmware updates [99] and certificate
transparency [359], a system that uses blockchain-like append-only logs to maintain a publicly auditable
record of certificate issuances.

Takeaway: There is a considerable gap between the recording of model data provenance and model
inferences on blockchains and meaningful assurance of model and inference trustworthiness.

Misconception D.5: Decentralized AI Efficiency

Decentralization inherently makes Al jobs more cost-effective for model developers and users.
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A prominent class of crypto x Al initiatives have proposed decentralized networks as enablers for
more efficient and cost-effective Al. One important example is decentralized physical infrastructure
networks (DePIN) [14} |91} 239} 273} [600, 681] in which users rent out their own physical infrastructure
(like GPUs). The main appeal of these decentralized networks is reduced cost; for example, renting
a DePIN GPU can be substantially cheaper than renting one on a comparable cloud service provider
|14} 600]. However, it is not always the case that cheaper machines lead to lower cost in Al jobs; we
discuss this issue in some detail in Section [C-2.1] The main message is that while some use cases are
well-suited to DePIN, others could incur higher costs due to network costs. Since decentralized nodes
and processes communicate over the public Internet, the throughput and latency requirements of an
AT job can significantly impact the overall cost of a job. Moreover, very large Al jobs (such as training
frontier models) are typically throughput-bound. Today, direct cost comparison is challenging because
we lack systematic benchmarks that profile Al jobs on DePIN networks and compare them to traditional
cloud infrastructure.

Takeaway: While decentralized networks offer an appealing alternative to high-cost centralized cloud
providers, we do not have enough data to predict when a job will be cheaper on existing DePIN or
DeAl platforms vs. a centralized cloud service provider. While smaller jobs (e.g., inference, small-scale
training) are likely to be cheaper on these networks, very large jobs (like training a foundation model)
could be impacted by unreliable and low-bandwidth communication networks between nodes. More
research is needed to understand these tradeoffs clearly.
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